palgrave

macmillan

Global Challenges for
Identity Policies

Edgar A. Whitley and Gus Hosein




Global Challenges for Identity Policies



TECHNOLOGY, WORK AND GLOBALIZATION

The Technology, Work and Globalization series was developed to provide
policy makers, workers, managers, academics and students with a deeper
understanding of the complex interlinks and influences between technological
developments, including information and communication technologies, work
organizations and patterns of globalization. The mission of the series is to
disseminate rich knowledge based on deep research about relevant issues
surrounding the globalization of work that is spawned by technology.

Also in this series:

BRICOLAGE, CARE AND INFORMATION SYSTEMS
Chrisanthi Avgerou, Giovan Francesco Lanzara and Leslie P. Willcocks

ICT AND INNOVATION IN THE PUBLIC SECTOR
Francesco Contini and Giovan Francesco Lanzara

KNOWLEDGE PROCESSES IN GLOBALLY DISTRIBUTED CONTEXTS
Julia Kotlarsky, Ilan Oshri and Paul C. van Fenema

OFFSHORE OUTSOURCING OF IT WORK
Mary C. Lacity and Joseph W. Rottman

e-GOVERNANCE FOR DEVELOPMENT
Shirin Madon

OUTSOURCING GLOBAL SERVICES
Ilan Oshri, Julia Kotlarsky and Leslie P. Willcocks

EXPLORING VIRTUALITY WITHIN AND BEYOND ORGANIZATIONS
Niki Panteli and Mike Chiasson

GLOBAL SOURCING OF BUSINESS AND IT SERVICES
Leslie P. Willcocks and Mary C. Lacity



Global Challenges for
Identity Policies

Edgar A. Whitley

Reader in Information Systems, London School of
Economics and Political Science

and
Gus Hosein

Visiting Senior Fellow, London School of Economics and
Political Science



© Edgar A. Whitley and lan Hosein 2010
Softcover reprint of the hardcover 1st edition 2010 978-0-230-54223-5

All rights reserved. No reproduction, copy or transmission of this
publication may be made without written permission.

No portion of this publication may be reproduced, copied or transmitted
save with written permission or in accordance with the provisions of the
Copyright, Designs and Patents Act 1988, or under the terms of any licence
permitting limited copying issued by the Copyright Licensing Agency,
Saffron House, 6-10 Kirby Street, London ECTN 8TS.

Any person who does any unauthorized act in relation to this publication
may be liable to criminal prosecution and civil claims for damages.

The authors have asserted their rights to be identified as the authors of this
work in accordance with the Copyright, Designs and Patents Act 1988.

First published 2010 by
PALGRAVE MACMILLAN

Palgrave Macmillan in the UK is an imprint of Macmillan Publishers Limited,

registered in England, company number 785998, of Houndmills, Basingstoke,
Hampshire RG21 6XS.

Palgrave Macmillan in the US is a division of St Martin's Press LLC,
175 Fifth Avenue, New York, NY 10010.

Palgrave Macmillan is the global academic imprint of the above companies
and has companies and representatives throughout the world.

Palgrave® and Macmillan® are registered trademarks in the United States,

the United Kingdom, Europe and other countries.

ISBN 978-1-349-35989-9 ISBN 978-0-230-27137-1 (eBook)

DOI 10.1007/978-0-230-27137-1

This book is printed on paper suitable for recycling and made from fully
managed and sustained forest sources. Logging, pulping and manufacturing
processes are expected to conform to the environmental regulations of the
country of origin.

A catalogue record for this book is available from the British Library.
A catalog record for this book is available from the Library of Congress.

0 9 8 7 6 5 4 3 2 1
19 18 17 16 15 14 13 12 11 10



This book is dedicated to
Edgar and Susi Whitley
and
Simon Davies



This page intentionally left blank



List of Figures and Tables
List of Abbreviations
Acknowledgments

Series Preface

Preface

A W N

=R N - |

10

The challenge of identity policies
A review of national identity policies
The life cycle of identity policy in the United Kingdom

The proposed National Identity Scheme for
the United Kingdom

Due process and short-circuiting debate

Due process and the politics of science and technology
Intentional ambiguity about technology
Technological expertise and decision-making

The Scheme five years on

The prospects for effective identity policies

Methodological appendix
Glossary

References

Index

viii
X
X1l
Xiil
XVii

22
74

96
124
142
154
178
191
209
238
244

247
281

vii



Figures

4.1 Benefits growth compared to take-up

4.2 How key decisions regarding use of the Scheme impact
upon when the benefits are realized

4.3 Combining the two graphs

Tables

2.1 Identity schemes in Europe (2009 prices)

3.1 Key conclusions of LSE Identity Project

3.2 Parliamentary passage of the Identity Cards Bill
after the May 2005

3.3 Sir James Crosby’s ten principles for the design of
any identity assurance scheme

4.1 Likely enrolments (millions) drawing on statements
made to Parliament in December 2005

4.2 Likely enrolments (millions) as presented to
Parliament November 2007

4.3 Likely enrolments (millions) as presented to
Parliament May 2008

6.1 The traditional fact/value distinction

6.2 Latour’s new division of powers

10.1 Relevance in practice: Documents produced by

the LSE Identity Project, January—March 2006

117

118
119

25
81

84

93
108
108
109
145
145

235

viii



ACR-ICard

ATM
BELPIC
BID

CEO
CGT

CIP
CRB

DHS
DNA
DPA
DVLA
DWP
EEA
e-ID
EIDA
EU
FOIA
FTC
GAO
GP
HAC

HANIS

HEW

Alien Certificate of Registration Identification Card
(The Philippines)

Automated Teller Machine (cash machine)

Belgian Personal Identity Card (Belgium)

Bureau of Immigration and Deportation

(The Philippines)

Chief Executive Officer

Confédération générale du travail (France). “General
Confederation of Labour”, a national trade union centre
Citizens Information Project

Criminal Records Bureau (UK). An executive agency of
the Home Office which vets applications for people who
want to work with children and vulnerable people
Department of Homeland Security (U.S.)
Deoxyribonucleic acid

Data Protection Act 1998 (UK)

Driver and Vehicle Licensing Agency (UK)
Department for Work and Pensions (UK)

European Economic Area

electronic ID

Emirates Identity Authority (UAE)

European Union

Freedom of Information Act

Federal Trade Commission (U.S.)

Government Accountability Office (U.S.)

General Practitioner (doctor)

Home Affairs Committee (UK). Charged with
examining the expenditure, policy and administration of
the Home Office and its associated public bodies

Home Affairs National Identification System

(South Africa)

Department of Health, Education, and Welfare (U.S.). A
HEW committee called “The Secretary’s Advisory

ix



HIC
HKID
HMRC
ICAO
ICT
IGO
INA
IND

INES
IPS

IT
ITADA
LSE
MRI
MRTD
NAO
NATO
NHRC
NINo

NIR
NIRNo
NIS
NIST
NO2ID

OECD
O0GC
ONS
PIN
PKI

PQ

Abbreviations

Committee on Automated Personal Data Systems” produced
a study of record keeping practices in the computer age. Its
report, commonly known as the “HEW Report”, has formed
the basis of much privacy legislation.

Health Insurance Commission (Australia)

Hong Kong Smart ID card (China)

HM Revenue & Customs (UK)

International Civil Aviation Organization

Information and Communications Technologies
Intergovernmental organizations

Immigration and Nationality Act 1965 (U.S.)

Immigration and Nationality Directorate (UK). This has
since been replaced by the UK Border Agency, an agency of
the Home Office.

Identité national €lectronique sécurisée (France).

The UK Identity and Passport Service, an agency of the
Home Office

Information Technology

Identity Theft and Assumption Deterrence Act 1998 (U.S.)
London School of Economics and Political Science
Magnetic Resonance Imaging

Machine Readable Travel Document

National Audit Office (UK)

North Atlantic Treaty Organization

National Human Rights Commission (Thailand)

National Insurance Number (issued by UK Department of
Work and Pensions). It is used as a reference number for the
whole benefits and tax credits system

National Identity Register (“the Register”)

National Identity Registration Number.

National Identity Scheme (“‘the Scheme)

National Institute of Standards and Technology (U.S.)
UK-wide nonpartisan campaign opposing the government’s
planned identity card, National Identity Register, and the
‘database state’ more generally.

Organisation for Economic Cooperation and Development
Office of Government Commerce (UK)

Office for National Statistics (UK)

Personal identification number

Public key infrastructure

Parliamentary Question



PS

REAL ID

SSG

SSN

STS
TWIC
UAE
UKPS

US VISIT

USA-PATRIOT

WA

Abbreviations

Passport Service (UK). Forerunner of the Identity
and Passport Service

REAL ID Act 2005 (U.S.). Imposes certain security,
authentication and issuance procedures standards for
the state driver’s licenses and state identity cards, for
them to be accepted by the federal government for
“official purposes”

Strategic Supplier Group

Social Security Number (U.S.)

Science and Technology Studies

Transportation Worker Identification Credential (U.S.)
United Arab Emirates

UK Passport Service, forerunner of the IPS

United States Visitor and Immigrant Status Indicator
Technology. A U.S. immigration and border man-
agement system which provides visa-issuing posts
and ports of entry with the biometric technology that
enables the U.S. government to establish and verify
identity.

Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and
Obstruct Terrorism Act 2001

Written Answer to a Parliamentary Question

xi



We would like to thank our friends who supported us and read through
edits of emails, that later grew into briefings, that later grew into reports
that later became chapters; our colleagues in the policy world who posed
Parliamentary Questions, clarified legal issues, and raised issues in our
work and with our work; and for our critics who kept us thinking and kept
us on our toes.

At LSE, we are grateful for the unwavering support of Sir Howard
Davies, Director of LSE, Professors Ian Angell, Patrick Dunleavy, and
Leslie Willcocks and the members of the LSE Identity Project Advisory
Board. We are also grateful to Simon Davies for helping to get us into this
mess.

Special thanks go out to Dave Birch, Stefan Brands, Phil Booth, Jerry
Fishenden, Guy Herbert, Chris Pounder, Angela Sasse, Toby Stevens, and
Robin Wilton for sharing their views on identity policy over the years as
well as other unnamed individuals who have given invaluable feedback
on this work and sustained us with their drive and interest in this complex
issue.

Aaron Martin, as ever, and Vivien Priestley helped considerably with
their careful reading of the book. Melissa Nolas deserves gratitude for not
only putting up with the company we kept but for becoming an advocate.

Some of the ideas presented in the book are developments of earlier
work, published in various identity project publications (available at http://
identityproject.Ise.ac.uk).

An earlier version of Chapter 6 appeared as Whitley, Edgar A. and
Hosein, Ian R. (2008) Doing the politics of technological decision mak-
ing: Due process and the debate about identity cards in the UK. European
Journal of Information Systems 17(6), 668—677. Reproduced with permis-
sion of Palgrave Macmillan.

xii



We launched this series in 2006 to provide policy makers, workers, man-
agers, academics, and students with a deeper understanding of the complex
interlinks and influences among technological developments, including
information and communication technologies (ICT), work, organizations,
and globalization. We have always felt that technology is all too often posi-
tioned as the welcome driver of globalization. The popular press neatly
packages technology’s influence on globalization with snappy sound bites,
such as “any work that can be digitized will be globally sourced.” Cover
stories report Indians doing US tax returns, Moroccans developing soft-
ware for the French, Filipinos answering UK customer service calls, and
the Chinese doing everything for everybody. Most glossy cover stories
assume that all globalization is progressive, seamless, intractable, and
leads to unmitigated good. But what we are experiencing in the twenty-
first century in terms of the interrelationships between technology, work,
and globalization is both profound and highly complex.

The mission of this series is to disseminate rich knowledge based on deep
research about relevant issues surrounding the globalization of work that is
spawned by technology. To us, substantial research on globalization consid-
ers multiple perspectives and levels of analyses. We seek to publish research
based on in-depth study of developments in technology, work, and globaliza-
tion and their impacts on and relationships with individuals, organizations,
industries, and countries. We welcome perspectives from business, eco-
nomics, sociology, public policy, cultural studies, law, and other disciplines
that contemplate both larger trends and micro-developments from Asian,
African, Australia, and Latin American, as well as North American and
European viewpoints.

As of this writing, we have reached a critical milestone in the series in
that we have ten books published or under contract. These ten books are
introduced below.

1. Global Sourcing of Business and IT Services by Leslie P. Willcocks
and Mary C. Lacity is the first book in the series. The book is based on
over 1,000 interviews with clients, suppliers, and advisors and fifteen
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years of study. The specific focus is on developments in outsourcing, off-
shoring, and mixed sourcing practices from client and supplier perspec-
tives in a globalizing world. We found many organizations struggling. We
also found some organizations adeptly creating global sourcing networks
that are agile, effective, and cost efficient. But they did so only after a
tremendous amount of trial-and-error and close attention to details. All
our participant organizations acted in a context of fast-moving technology,
rapid development of supply-side offerings, and ever-changing economic
conditions.

2. Knowledge Processes in Globally Distributed Contexts by Julia
Kotlarsky, Ilan Oshri, and Paul van Fenema, examines the management
of knowledge processes of global knowledge workers. Based on substan-
tial case studies and interviews, the authors — along with their network of
co-authors — provide frameworks, practices, and tools that consider how to
develop, coordinate, and manage knowledge processes in order to create
synergetic value in globally distributed contexts. Chapters address know-
ledge sharing, social ties, transactive memory, imperative learning, work
division, and many other social and organizational practices to ensure suc-
cessful collaboration in globally distributed teams.

3. Offshore Outsourcing of IT Work by Mary C. Lacity and Joseph
W. Rottman explores the practices for successfully outsourcing IT work
from western clients to offshore suppliers. Based on over 200 interviews
with 26 western clients and their offshore suppliers in India, China, and
Canada, the book details client-side roles of chief information officers,
program management officers, and project managers and identifies project
characteristics that differentiated successful from unsuccessful projects.
The authors examine ten engagement models for moving I'T work offshore
and describe proven practices to ensure that offshore outsourcing is suc-
cessful for both client and supplier organizations.

4. Exploring Virtuality within and beyond Organizations by Niki
Panteli and Mike Chiasson argues that there has been a limited con-
ceptualization of virtuality and its implications on the management of
organizations. Based on illustrative cases, empirical studies and theoriz-
ing on virtuality, this book goes beyond the simple comparison between
the virtual and the traditional to explore the different types, dimensions,
and perspectives of virtuality. Almost all organizations are virtual but
they differ theoretically and substantively in their virtuality. By explor-
ing and understanding these differences, researchers and practitioners
gain a deeper understanding of the past, present, and future possibilities
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of virtuality. The collection is designed to be indicative of current think-
ing and approaches, and provides a rich basis for further research and
reflection in this important area of management and information systems
research and practice.

5. ICT and Innovation in the Public Sector by Francesco Contini and
Giovan Franceso Lanzara examines the theoretical and practical issues
of implementing innovative ICT solutions in the public sector. The book
is based on a major research project sponsored and funded by the Italian
government (Ministry of University and Research) and coordinated by
Italy’s National Research Council and the University of Bologna during
the years 2002-2006. The authors, along with a number of coauthors,
explore the complex interplay between technology and institutions, draw-
ing on multiple theoretical traditions such as institutional analysis, actor
network theory, social systems theory, organization theory, and transac-
tion costs economics. Detailed case studies offer realistic and rich lessons.
These case studies include e-justice in Italy and Finland, e-bureaucracy in
Austria, and Money Claim On-Line in England and Wales.

6. Outsourcing Global Services: Knowledge, Innovation, and Social
Capital edited by Ilan Oshri, Julia Kotlarsky, and Leslie P. Willcocks
assembles the best work from the active participants in the Information
Systems Workshop on Global Sourcing which began in 2007 in Val d’Isere
France. Because the quality of the contributions was exceptional, we
invited the program chairs to edit a book based on the best papers at the
conference. The collection provides in-depth insights into the practices that
lead to success in outsourcing global services. Written by internationally
acclaimed academics, it covers best practices on IT outsourcing, business
process outsourcing, and netsourcing.

7. Global Challenges for Identity Policies by Edgar Whitley and Gus
Hosein provides a perfect fit for the series in that the authors examine
identity policies for modern societies in terms of the political, technical,
and managerial issues needed to prevent identity fraud and theft. The scale
of the problem exceeds political boundaries and the authors cover national
identity policies in Europe and the rest of the world. Much of the book pro-
vides in-depth discussion and analysis of the United Kingdom’s National
Identity Scheme. The authors provide recommendations for identity and
technology policies.

8. E-Governance for Development by Shirin Madon examines the
rapid proliferation of e-governance projects aimed at introducing ICTs to
improve systems of governance and thereby to promote development. In
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this book, the author unpacks the theoretical concepts of development and
governance in order to propose an alternative conceptual framework which
encourages a deeper understanding of macro- and micro-level political,
social, and administrative processes within which e-governance projects
are implemented. The book draws on over fifteen years of research in India
during which time many changes have occurred in terms of the country’s
development ideology, governance reform strategy, and ICT deployment.

9. Bricolage, Care, and Information Systems, edited by Chrisanthi
Avgerou, Giovan Francesco Lanzara, and Leslie P. Willcocks, celebrates
Claudio Ciborra’s legacy in information systems research. Claudio Ciborra
was one of the most innovative thinkers in the field of information systems.
He was one of the first scholars who introduced institutional economics in
the study of IS; he elaborated new concepts, such as “the platform organ-
ization,” “formative contexts;” and he contributed to the development of
a new perspective altogether through Heideggerian phenomenology. This
book contains the most seminal work of Claudio Ciborra and work of other
authors who were inspired by his work and built upon it.

10. China’s Emerging Outsourcing Capabilities edited by Mary C.
Lacity and Leslie P. Willcocks marks the tenth book in the series. The
Chinese government has assigned a high priority to science and technol-
ogy as its future growth sectors. China has a national plan to expand the
information technology outsourcing (ITO) and business process outsour-
cing (BPO) sectors. Beyond the hopes of its leaders, is China ready to
compete in the global ITO and BPO markets? Western companies are
increasingly interested in extending their global network of ITO and BPO
services beyond India and want to learn more about China’s ITO and BPO
capabilities. In this book, we accumulate the findings of the best research
on China’s ITO and BPO sector by the top scholars in the field of infor-
mation systems.

In addition to the books already published and under contract, we encour-
age other researchers to submit proposals to the series, as we envision a
protracted need for scholars to deeply and richly analyze and conceptual-
ize the complex relationships among technology, work, and globalization.
Please follow the submissions guidelines on the Palgrave website (http:/
www.palgrave-usa.com/Info/Submissions.aspx). Stephen Rutt (email:
s.rutt@palgrave.com) is the publishing director for the series.

LESLIE P. WILLCOCKS
MARY C. LAcITY
April 2009



In many ways the life of an academic is normally little different from
that of any other professional worker. We all have periods of intense work
pressure, we all experience occasional frustration when our ideas are dis-
missed, and we all are thrilled when our contributions are recognized by
our peers.

As information systems academics in a Department of Management
within a world class social science institution, we are delighted when our
research is accepted to be published in the top outlets in our field and dis-
couraged when our proposals for research are rejected because of concerns
about how the research might not advance the social science understand-
ing of the political effects of technologies.

The “normal” academic life, however, stopped for us in 2005 when
we became involved in the identity policies surrounding the UK govern-
ment’s proposals to introduce biometric identity cards. Our teaching (both
individually and jointly) emphasizes the importance of understanding
technology when trying to make sense of society, an understanding that
becomes particularly significant when considering policy issues such as
privacy, inequality, development, and the transformation of government.
The importance of understanding the political effects of technology had
formed the basis for a number of earlier publications and (unsuccessful)
grant proposals, and so we sought to apply this perspective to the develop-
ing area of identity policy.

As key players in the LSE Identity Project we sought to inform the pol-
icy-making process by contributing detailed analysis of the proposed pol-
icy. Our intention was to enhance the deliberation of this significant policy
initiative and yet the government saw it simply as a politically motivated
attempt to discredit the policy. As a result, it singled out one of our friends
and subjected him to unprecedented personal attack. This was no longer
academic life as we had come to know it.

We feared for our jobs and we feared for our reputations. Both the
quality and integrity of our research was questioned by government offi-
cials and many of our contacts in industry and the public sector began
to avoid us. At the same time, all areas of the media began to contact us
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on a daily basis, seeking our opinion on the government’s behavior and
its proposals.

Although much academic research has a significant impact on the pol-
icy process, it is rare for the research itself to have a significant presence
in the specialist media, let alone the mainstream press. For some reason,
however, our work on identity cards has retained a high profile in the
years since the LSE main report was issued and the report itself gener-
ated far more media coverage than the LSE press office had experienced
previously.

Despite our best efforts to emphasize the detailed work that had been
involved in the 300 + page report we had issued, all too often the coverage
focused on the “war” we were having with the government and the diffe-
rence between our estimate for the costs of the Scheme (between £10.6 and
£19.2 billion over ten years) and those of the government (£5.8 billion over
ten years).

One consequence of this was that we were invited to participate in
almost all the public and private meetings about the topic; an opportunity
we took up as far as possible. This gave us unique access to the key players
in the policy-making process. We were invited to brief Parliamentarians
both from the Labour party and from the opposition parties. We were
invited to sit in on key Parliamentary debates as “special advisers.”

We were sent and read just about everything that was published relat-
ing to the Scheme. Whilst most of this material was publicly available on
newspaper websites, Parliamentary web pages etc., we would occasionally
be sent materials that were not yet publicly available. As such, as a result of
the particular role we were playing in the development of the policy debate,
we developed one of the most comprehensive sets of resources about the
proposals.

The madness surrounding our involvement did not let up once the Identity
Cards Act received Royal Assent in March 2006. Indeed, the research
became the gift that kept on giving as the implementation of the Scheme
faced a number of problems almost immediately and, once again, we were
being called upon to provide independent analysis of the government’s
revised plans.

Over time, aspects of a more normal life (dogs, marriage, family, teach-
ing, marking, publishing etc.) returned although the Identity Cards Scheme
was never that far away. We began reflecting on our experiences and the
lessons learned began appearing in academic papers. It became clear that
what had happened to us was not an isolated incident that would be forgotten
or overshadowed by events such as the cancellation of the Scheme. Instead,
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there were important lessons for the policy-making process, lessons that
were specific to identity policies but which would apply globally.

This book represents the distillation of our insights into the challenges of
developing effective identity policies. Although drawing heavily on issues
raised by the UK Scheme, many are much more widely applicable and
highlight the particular challenges that democratic processes face when
attempting to scrutinize and implement policies that leverage the unique
capabilities of information and communications technologies.

The book covers the period from the introduction of the Identity Cards
Bill to Parliament (2004) through to the first applications for biometric resi-
dence permits by certain classes of non-European Economic Area (EEA)
foreign nationals (November 2008). This period is placed in a broader his-
torical and global context.

We continue to watch this space avidly, with all the friends and col-
leagues we’ve made over these years. It has led to amazing opportunities.
One day we found ourselves advising a number of governments on what
had to be learned from what we had seen and the next day we found our-
selves in refugee camps pushing our knowledge to the limits in the hope
of helping to advance a cause. Looking back, we will probably never know
for sure whether we were right, but we can rest assured that we knew what
we were doing and we were doing it with care, because we knew it really
mattered. That is exactly what you should expect from academics.

EDGAR A. WHITLEY AND
Gus HOSEIN
LonbpoN, 1 May 2009
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The challenge of identity policies

We are all familiar with the increasing need to be able to prove who we
are in a secure and convenient way. (UKIPS, 2008a)

With these words, Home Secretary Jacqui Smith introduced the 2008
Delivery Plan for the UK’s controversial National Identity Scheme (the
Scheme). The Delivery Plan was the most recent statement of intent about
the Government’s identity policy, the third such statement since Parliament
began debating this issue in 2004. The UK seems no closer to being able to
address the challenge Jacqui Smith articulates, despite five years of effort
and vast amounts of public expenditure. In 2008 alone, the Identity and
Passport Service (IPS) spent nearly £32 million on external consultants
[Written Answers — WA 267452].

The UK experience highlights the difficulties of transforming a policy
ideal into an effective solution. Academic studies of policy-making proc-
esses have revealed the many complexities that any public policy faces in
moving from principle to practice. It might seem reasonable to assume
that policies relating to information and communication technologies
(ICT) would fall neatly into a subset of the larger policy-making field. If
this were the case, many of the insights from policy analysis would apply
equally to ICT-related policies.

This book, however, shows that this is only partially true. By focussing
on a subset of ICT policies, namely identity policies, it demonstrates the
range of unique challenges that these policies introduce — challenges that
require distinct skills from key policy-makers.

It is no longer the case that technology simply supports the implementa-
tion and administration of policy decisions; instead technology can now be
a key driver of innovative practices. As an illustration, in the UK, the proc-
ess of paying car tax has moved beyond simply being able to download
and print off the official form, to a situation where the online system also
allows payment after it has checked the vehicle’s details in other databases
to ensure that the car has valid insurance and has been officially certified
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as roadworthy. In this case, the innovative use of technology leverages
the process to mitigate the need to present and authenticate various paper
documents before paying the tax.

Beyond data-sharing, technologically leveraged policies can take advan-
tage of advances in technology including encryption, digital signatures,
and remote authentication to develop innovative practices. The potential of
these advances should be maximized to develop technologically-leveraged
identity policies.

Despite the opportunities for technologically leveraged identity policies, the
UK Scheme fails to take advantage of the opportunities that new technologies
present, suggesting a limited understanding of the challenges and opportun-
ities they afford. It also suggests a very traditional view of technology.

Technology can no longer be understood as an artefact that either acts
autonomously of human control or can be shaped to achieve any desired
policy objective. Instead, key technological design decisions, often polit-
ical choices, made in the early stages of policy development can effectively
lock-down the resulting systems and hence determine the overall shape
of the policy initiative. If these initial decisions are ill informed, they can
prove incredibly costly (both economically and politically) to unravel,
leading to the potential of legacy systems that fail in their primary policy
objectives, or abandoned systems that exist as reminders of poor policy-
making decisions.

Information and communication technology policies are therefore
policies that involve “things”: technological devices such as telecommu-
nications exchanges, databases, computers, and mobile phones, which
themselves can be broken down into component elements like algorithms,
networks, applications, and processes. More specifically, it is not just the
things in themselves that matter, but also the way these “things” are inextric-
ably linked to the social and political life of the society we live in. These
things are involved in our communications with others (both in terms of
the nature and the content of the communication), our social relationships
and the digital footprints we leave behind. Again, depending on the nature
of the systems we use, these linkages between systems may be ephemeral,
instantaneous, moved, copied, shared, or kept for an eternity.

This book focuses on technologically leveraged identity policy as a spe-
cific example of ICT policies. That is, it examines the policy decisions
that shape how individuals and organizations can identify and authenticate
themselves to third parties. Identification is a process whereby someone’s
identity is revealed (“This is Jo Bloggs”), while authentication is a pro-
cess that results in a person being accepted as authorized to engage in or
perform some activity (“I am allowed to withdraw money from this bank
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account,” or “I am old enough to buy alcohol”). The next section examines
how identification and authentication raise particular challenges for con-
temporary life.

Identity policies for a modern society

The advent and widespread adoption of digital information systems has
caused many governments to develop, reassess, and transform their iden-
tity policies. The problem of identity assurance, that is, securely provid-
ing information about you to other parties, is particularly challenging in
a mediated, electronic social space where traditional face-to-face mecha-
nisms cannot operate.

Identity assurance policies therefore seek to address the trust-related
issues that arise from such interactions. Thus, individuals may wish to con-
firm that they are over 18 to access particular “age-restricted” resources
or services, or may need to confirm that they are entitled to particular
government services or benefits. Such situations are easy to imagine in the
online and offline world.

For many years, identity assurance fokens, that is cards, have proven to
be quite effective when making age-restricted purchases (e.g. for alcohol or
tobacco) or gaining access to particular services or facilities in the real world.
However, as the global problem of voter registration has shown, policies for
verifying the identity of individuals for even the most noble of causes can
lead to intense political concerns about social exclusion and disenfranchise-
ment, and still result in ineffective and inefficient public policy solutions.

Online, the challenges of authentication and identification are even
more troubling and remain unresolved: after nearly twenty years of poli-
cies geared toward regulating the internet we are still nowhere nearer to
solving the policy problems of, for example, preventing children from
accessing pornography. Similarly, electronic commerce transactions can
be undertaken more smoothly if the transacting parties are aware of whom
they are dealing with.

There are global pressures on policy-makers to implement or enhance
existing identity policies for both the online and offline world, frequently
using some form of state-issued “identity card” to provide this function-
ality. Technology policies are not the preserve of national governments,
however, and industry-led initiatives, for example tying identity assurance
functionality to devices like mobile phones, are also possible. In such
cases, the role of government might be limited to regulating the market, or
providing a supportive environment for the development of such services.



Global challenges for identity policies

A common illustration of the potential for an identity policy based on
identity cards is the use of the cards to provide “proof of age” services for
both young people (wishing to have access to age-restricted services and
locations) and older people (wishing to claim age-related benefits). For
example, the IPS website (UKIPS, 2009c¢) gives the following vignettes:

Ella is 18 and wants to buy some wine from an off-licence to take to a
party. Cynthia is a youthful 70 and is keen to claim an “over-65" dis-
count offered at her local garden centre. In each case the retailer could
ask for proof of age. As both Ella and Cynthia have an ID card, they
do not need to show:

birth certificate

e pension book

e driving licence

e or any other documents that might be requested to prove identity.

Instead each of them can simply hand over their ID card. In this case
the retailers will simply:

e Jook at both sides of the card checking for the security features,
then
e compare Ella or Cynthia with their photograph on the card.

If the retailers are satisfied that the ID cards are genuine and that they
each belong to the person using them, they will then check the dates of
birth to confirm their ages. It takes just moments for the check to be com-
pleted so that Ella can buy the wine and Cynthia can claim her discount.

And the document Introducing the National Identity Scheme (UKIPS,
2008e) gives this illustration:

Sita’s gone out with a group of friends after college. They're all cele-
brating and Sita offers to buy a round. When she gets to the bar the
barman asks for proof that she’s over 18. Sita laughs and says she’s 19,
but the barman is new and demands proof of age. Sita digs in her bag
and pulls out her identity card. She hands it over which confirms that
she is in fact 19. As she puts the card back in her purse she is relieved
that she no longer has to hand over documents with her address on
them to prove her age. (p. 6)

At first sight, a solution based on the presentation of an identity card pro-
vides a straightforward mechanism for verifying one’s age so that suitable
access to age-related services and discounts can be received and prevents
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the necessity of carrying multiple identity-related documents that can be
easily mislaid or stolen.

However, a more sophisticated understanding of the “things” involved
in such an identity policy, in this case an identity card, reveals issues that
some policy-makers may wish to avoid. Verification of age does not require
the disclosure of someone’s date of birth, full name, or any other identify-
ing information that might be found on the face of an identity card. Access
to age-related services and content only needs to be dependent on a simple
Yes/No assertion linked to the identity of the person about whom the asser-
tion is being made.

This means that in the case of an enhanced, electronic identity card
there is no need for the service provider to have access to all the informa-
tion presented on the card and, moreover, not even a need for the service
provider to have access to the individual’s date of birth — personal data that
are often used as a security mechanism to prevent identity fraud. Thus an
identity policy that actively encourages individuals to present their date of
birth without restriction becomes a political issue, particularly if citizens
are compelled to have identity cards.

Political drivers of identity policies

It may be a surprise to traditional policy experts that the politics of iden-
tity policy can be just as fierce as the politics of taxation policy. However,
both call equally on political ideologues and political parties to question
the very foundations of the relationship between the individual and the
state. Unlike taxation policy, however, few policy-makers have a real idea
about the issue they are legislating and regulating. They may not under-
stand the complexity of the problem and may not appreciate the techno-
logical issues around alternative solutions to address the problem some
examples of which are given below. The policy processes around identity
policy need to incorporate fast-moving scientific and technological land-
scapes that alter not only the nature of available technologies, but also the
nature of the problems that the new policies are hoping to solve.

At different times and at different locations, there have been different
drivers for identity policies. These include

¢ the need to combat terrorism (e.g. it has been argued that a third of all
terrorists use multiple identities);

¢ the need to combat fraud (e.g. to ensure that only those who are entitled
to government services may actually receive them);
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¢ the need to combat identity fraud (e.g. the growing concern about fraud-
ulent use of identities to open accounts in other people’s names);

e the need to manage borders (e.g. the implementation of biometric visa
schemes to combat illegal working);

¢ the need to support the private sector with an adequate regime of identi-
fication (e.g. to support customer management and reduce fraud);

¢ the need to aid the development of electronic government services (e.g.
to enable citizens to gain access to government services on-line will
require some form of authentication in order to file taxes, etc.);

e the need to provide a consumer-led scheme that minimizes the amount
of personal data exchanged between parties (e.g. by storing and exchang-
ing minimal personal data); and

¢ the need to manage particular populations (e.g. refugees or immigrants
with temporary leave to visit or remain in a country).

Each stated purpose, together with its advocates, influences the even-
tual shape of the policy and the eventual design of the resulting techno-
logical schemes. For instance, if the overriding goal of the identity policy
is to adhere to international obligations for travel documents, then this
will have deterministic effects on the form of the policy: it will need to
involve the use of biometrics and “contactless chips” containing specific
information regarding the individual, in accordance with international
standards. If the purpose is to combat fraud and identity fraud, the solu-
tions might be focused on minimizing the amount of personal data held
and exchanged.

However, the nature of the technological “things” listed above is not
necessarily unambiguous. Indeed, it is probably unsafe to assume that
all those “things” itemized above, such as “biometrics” and “contactless
chips” and even “amount of personal data” are the product of clear and
stable agreements on their constitutions. “Biometrics” for instance, is a
shorthand notation for a complicated domain that is still evolving in terms
of scientific, technological, and human factors. Biometrics might be under-
stood to include novel measures of physiological features like fingerprints
and iris scans, knee prints and DNA, but also include digital images of
the face that we are more familiar with. Contactless chips are even less
understood from the perspective of technology, security, and privacy. Even
if agreement can be reached on what these technologies might be, there
is further disagreement about how they should be used: which biometrics
should be used, should they be stored on a centralized database, or only on
a local device under user control? Should the original biometric be used
or is it feasible to use a “template” taken from the biometric? How much
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knowledge about people, such as their biometrics, is required for an effec-
tive identity assurance scheme to operate?

Comprehensive identity policies therefore involve creating or adapting
schemes for the collection and processing of individual-specific data that
will be shared across services, both within and beyond government, often
for a variety of purposes. Choices to be made include decisions about

¢ the kinds of technologies involved in implementing the processes;

e the role of the private sector in any identity assurance scheme;

¢ the balance between the rights and concerns of the citizen and those of
government;

e the scope of identity assurance; and

¢ the drivers underlying any proposals (including technical issues of sys-
tem interoperability and legal issues of convergence and coherence).

Each stated purpose and associated solution, however, also has a differ-
ent cost profile. Questions of costs (both economic and political) are likely
to influence policy deliberations and public support for the resulting iden-
tity policy. Some of the cost profiles that arise from technological design
decisions include

e costs attributed to design decisions (whether to establish a central regis-
tration centre to where all individuals must report every few years, or an
application process that can be conducted through intermediaries such
as banks, or by post);

e management of costs (which government administrative department
will administer and pay for the scheme? Will others have to pay for
access to the scheme?);

e opportunity costs (could the funds and effort be expended elsewhere to
greater benefit society through more proportionate solutions?);

e costs burden (who actually pays for the scheme? Tax-payers, industry,
public sector, subscribers?); and

e liability costs (whois liable if problems with the scheme cause someone to
fail to be identified properly or if someone is incorrectly identified?).

We take as a fundamental assumption the assertion that there is no
“obviously best answer” to any of these issues and, indeed, will show that
identity policies vary significantly across countries, legal cultures, and his-
torical time periods. Despite the thrust of globalization where citizens and
consumers around the world may face similar concerns, and despite the
calls for standardization and convergent solutions, we argue that identity
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policy is such a delicate domain that it requires individualized and cultur-
ally sensitive solutions.

This becomes more complicated when differing policy drivers and asso-
ciated technological choices interact. Once again, this is not an uncommon
problem in the analysis of policy-making but it is a problem that is exacer-
bated by technological considerations, especially given the infrastructural
qualities of any system underpinning an identity policy.

This book therefore examines the process of policy-making in a tech-
nologically sophisticated area by examining the development of identity
assurance policies. It draws particularly on the analysis undertaken by the
authors in relation to the UK government’s proposals to introduce an iden-
tity policy in the form of biometric identity cards for all UK nationals and
foreign nationals. In so doing, it examines the limitations of parliamentary
and democratic institutions to undertake effective, detailed consideration
of complex legislative proposals with a significant scientific and techno-
logical element. It makes specific recommendations about the risks of
policy laundering, about the consequences of not appreciating the nature
of technology, and about the ways in which technological issues should
be debated in a democratic environment. The book uses the challenges of
identity policies that the UK has faced to suggest the design of innovative
and effective identity schemes.

To illustrate some of the complex issues that the formation of an identity
assurance policy needs to address, the remainder of the chapter exam-
ines one of the policy drivers listed above, namely identity fraud, and its
interrelationship with the other drivers. The fraudulent use of identities
in both the online and physical world is a growing problem that many
governments are seeking to address. In the UK, addressing identity fraud
is frequently cited as one of the key reasons behind the introduction of
biometric identity cards.

lllustrating the challenges of identity policy:
The case of identity fraud

Many governments around the world are now trying to reassess their iden-
tity policies in light of technological changes. What used to be simple tasks
like opening bank accounts or paying for items over the phone are now
threatened by the rise of identity-related fraud. These incidents range from
the fraudulent use of an individual’s identity to open credit accounts, with-
draw cash, or purchase goods to fraudulently using corporate identities
and registered details. In extreme cases, individuals may be held in jail
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because crimes have been committed by someone matching “their” iden-
tity (Whitley and Hosein, 2008). Identity fraud may then turn into a terror-
ism risk when terrorists are able to get identity documents in the names of
other people or travel between countries using multiple identities; into an
immigration risk as illegal immigrants can assume the identity of a citizen;
into a risk to commerce and e-government as organizations cannot have
confidence in the identity of the individuals with whom they are dealing;
and into a drop in consumers’ and citizens’ confidence when their identi-
ties are at risk of abuse.

Many explanations have been offered as to the nature and causes of
identity-related fraud. Some see the problem as one that is best addressed
by the public sector or state, others see the problem as one best addressed
by the private sector. In each case, some form of policy to address the
problem is proposed. Others again see the problem of identity-related fraud
as a private, individual responsibility, one of the many consequences of
a prevailing era of consumption. Unsurprisingly, the responses proposed
to the problem of identity-related fraud vary according to the perspective
adopted: these include government-issued biometric identification docu-
ments and regulations regarding notification of any data breaches, best
practice guidelines for secure data handling for organizations, and the use
of personal shredders.

In addition to these three areas of intervention (public, private, and per-
sonal), the policy responses to identity fraud can also be understood at
the level of principles and/or policies and at the level of practices. Many
policy initiatives include feedback features that link the practice of policy
implementation back to the principles underlying the policy, to ensure that
the policy is complied with.

There are therefore many complexities that an identity policy to address
identity fraud might face, particularly as interventions in one area might
“overflow” (Callon, 1998) into other areas. For example, in response to con-
cerns about the ways in which discarded bills might result in identity-related
fraud, a utility company might introduce the practice of encouraging cus-
tomers to replace printed utility bills with online-only statements (i.e. they
check their statements online). Whilst such a practice might result in fewer
paper statements being discarded by customers, the practice might over-
flow into other areas. For example, with customers increasingly encour-
aged to access online resources via passwords and PINs, there is growing
evidence that good practice about password security is not being followed.
Individuals often end up using the same password/PIN for many if not all of
their accounts. If this password is disclosed, the individual is potentially at
risk of increased fraud, as many of their accounts can be compromised.
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Other issues arise in both the public and private sectors. In the case of
many interactions with government and private organizations, individuals
need to identify themselves, for example to set up a relationship with the
organization. At present, such identification is often based on the pres-
entation of a series of documents, typically including a recent utility bill.
If, however, the individual has moved to using online-only statements,
then the best that they can provide is a printout of the online statement.
Such printouts are, of course, easily forged. Until practices are updated
to involve alternative forms of identification there is a significant risk of
identity-related fraud arising in the opening of such new relationships.

Moreover, there are different kinds of relationship that might be created
that require different levels of identity assurance (and have different levels
of associated risk) (Cabinet Office, 2006). There is a relatively low-level
of risk associated with some interactions such as paying a parking fine,
where the identity of person paying the fine is not important, only that it
is paid for the specific parking offence. Indeed, in some cases, the parking
fine might be paid by someone other than the car owner. Other interac-
tions raise far more risks. Disclosing personally sensitive medical records
to someone other than authorized medical staff could lead to embarrass-
ment, while incorrectly identifying someone as a suspected criminal could
result in misplaced vigilantism. In an organizational context, unauthorized
disclosure of information could result in reputational harm. Here there is
a requirement for strong initial proof of identity and strong authentica-
tion in service delivery (Cabinet Office, 2006 Supplement B: Definition of
Service levels).

Identity fraud, identity theft, and
the scale of the problem

It is increasingly recognized that personal identities may be as valuable as
material possessions. A case of identity-related fraud, perhaps resulting
from the abuse of discarded utility bills and credit card statements, can
result in large-scale financial loss, distress, and inconvenience for individ-
uals. In addition to any financial burden incurred, there is often a consid-
erable temporal and emotional burden associated with resolving the issue.
It has been estimated that individuals can spend an average of between 25
and 60 hours restoring their records. In addition, they may find themselves
coming to terms with being the victim of a crime (Privacy Rights Clearing
House, 2007). However, the exact nature and extent of the problem is not
clear.
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Some of the best studies of the phenomenon known as identity theft
emerge from the United States. One recent study reports there were 8.4
million U.S. adult victims of identity theft in 2007, down from 10.3 mil-
lion in 2003 with identity theft costing the economy $49.3 billion in 2007
(Privacy Rights Clearing House, 2007). In response, the U.S. Government
has developed laws to prevent and investigate identity theft and numerous
individual states have also passed laws that provide assistance in recovery
from identity theft. In the U.S., identity theft is the responsibility of the
Federal Trade Commission (FTC) and a new industry has emerged in the
U.S. to protect individuals from identity theft. These firms monitor their
clients’ credit records and other data records to actively protect them from
fraud. Interestingly, these firms often operate for profit and some even
offer packages covering the whole family.

In the UK, primary responsibility for identity-related fraud issues
resides with the Home Office (equivalent to Interior or Justice depart-
ments in other countries), taking over responsibility for the issue from the
Cabinet Office (Cabinet Office, 2002). There have been three government
assessments of the extent of identity crime in the United Kingdom. The
first was produced in 2002 (Cabinet Office, 2002) suggesting that the min-
imum cost to the UK economy was £1.3 billion. Updated figures issued by
the Home Office in 2006 (Home Office, 2006) suggested a new figure of
£1.7 billion, although £400 million of this can be attributed to items “not
included in the 2002 study.” In 2008, a new set of figures was produced
based on a new methodology that included operating costs of the Identity
and Passport Service for “carrying out identity checks, investigating sus-
pected identity fraud cases, implementing systems and processes to detect
and prevent fraudulent applications of passports, including costs relating
to the introduction of face-to-face interviews for all adult, first-time appli-
cants for a UK passport” (Home Office, 2008 p. 5). Using this new meth-
odology the annual cost fell to £1.2 billion.

The discrepancy between the figures and the introduction of a new cost
calculation methodology highlights two key issues: first, we still do not
know how to define identity-related fraud and second, we still do not know
how to measure it. In terms of definitions, legislation in the U.S. defines
identity theft as taking place when someone “knowingly transfers or uses,
without lawful authority, a means of identification of another person with
the intent to commit, or to aid or abet, any unlawful activity that con-
stitutes a violation of Federal law, or that constitutes a felony under any
applicable State or local law” [Identity Theft and Assumption Deterrence
Act 1998 (ITADA), enacted by Congress in October 1998 (and codified, in
part, at 18 U.S.C. §1028)].

11
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The UK uses slightly different definitions, with the Cabinet Office report
noting that there is no offence of identity theft per se, but rather that identity
crimes arise in conjunction with other offences (e.g. concealing an existing
identity, accruing a financial benefit, or avoiding a financial liability), thus
suggesting the use of the term identity fraud rather than identity theft. Noting
that identities can be “attributed” (name, date, and place of birth), “bio-
graphical” (more detailed personal history, including details of education
and employment, address history as found on credit records and electoral
rolls etc.), and “biometric” (physical attributes associated with the individ-
ual), the report argues that attributed identity is the easiest to assume, often
based on fabricated or stolen documents while biographical identity requires
much more detailed knowledge of a person’s life history. A biometric iden-
tity, it is often suggested, cannot be as readily assumed by another. In this
context, identity theft occurs “when sufficient information about an identity
is obtained to facilitate identity fraud, irrespective of whether, in the case of
an individual, the victim is alive or dead” and identity fraud occurs “when
a false identity or someone else’s identity details are used illegally: for com-
mercial or monetary gain; to obtain goods or information; or to get access
to facilities or services (such as opening a bank account)” (Sir James Crosby,
2008 § 4.1, § 4.2).

It is widely recognized that there are considerable problems in measur-
ing all kinds of fraud with identity fraud being particularly difficult to pin
down. For example, Levi and Burrows (2008) do not even consider identity
fraud as a distinct category of fraud because of problems of how it might
be defined and calculated. Indeed they note that many fraud studies, “par-
ticularly those conducted by professional consulting firms with marketing
aims,” lack the kind of detailed presentation of methodology found in aca-
demic research, resulting in findings based on loose methods with limited
value for aggregation purposes (p. 296).

More generally, Levi and Burrows identify six key concerns with exist-
ing sources of data about the extent of fraud:

e Weaknesses and inconsistencies in defining “fraud”;

e Data collection undertaken for different purposes and with poor response
rates;

e Neglect of some forms of fraud;

e Imprecision about the unit of analysis (such as companies and their sub-
sidiaries as well as transnational organizations);

¢ Insufficient concern about the implications of the variable time between
the commission of the offence and awareness, reporting and recording
of the crime; and
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e Weak disciplines applied to the aggregation of the data (adapted from
Levi and Burrows, 2008, p. 298).

Despite the problems of definition and measurement of the scale of the
problem, fraud losses are undoubtedly growing and costs run to the bil-
lions (Sir James Crosby, 2008). Identity fraud is therefore one of the drivers
for identity policies in most global economies.

Who should be responsible for addressing identity fraud?

In general, the question of where responsibility lies for tackling identity
fraud can be found at three distinct levels: the private individual, the pri-
vate sector firm, and the public sector (government). This section reviews
some of the existing literature that views identity fraud at each of these
levels and relates them to the practice/policy—principle distinction.

Private individuals

Perhaps the least immediately intuitive level for responsibility for identity
fraud is that of the individual citizen. However, in a recent review, Donncha
Marron (2008) argues that much of the legislation on identity fraud, particu-
larly in the U.S., is framed around the idea of the consumer. For example,
U.S. policy including ITADA enshrines the principle that the primary vic-
tim is the consumer. This, he suggests, did not occur in a vacuum — rather it
arose in a context of neoliberalism that makes consumers “responsible for
their own condition,” responsible for the “establishment and maintenance
of an individualized sense of self or one’s life as coherent narrative or biog-
raphy” (p. 23). In particular, he suggests that this should be understood as
part of a wider notion of consumption, meaning that identity fraud has the
potential to affect an individual’s ability to consume, (e.g. by denying them
credit if their credit history has been abused), hence undermining their
ontological security as well as their emotional and financial well-being.
From this perspective, therefore, it is hardly surprising that much of the
onus for preventing and responding to identity fraud lies with the individ-
ual. As Marron notes, the advice offered by organizations like the U.S.
Federal Trade Commission encourages individuals to be “entrepreneurial,”
they must actively canvass credit reference agencies, creditors, and debtors
if they discover their identity has been used fraudulently. Similar emphasis
on the individual can be found in the UK “Identity theft” website, which
has specific pages entitled “protecting yourself” (Identity Theft, 2009a,
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emphasis added) and “What if it happens fo you” (Identity Theft, 2009b,
emphasis added).

Private sector companies

With most identity fraud associated with financial institutions it is argu-
able that much responsibility for preventing identity fraud lies with private
sector companies. Their handling of personal and identity data plays a
key role in preventing identity-related fraud from taking place. They have
particular responsibilities for the management of personal data that might
be used to perpetrate identity crimes. In addition, they normally have a
statutory duty to properly identify individuals before undertaking high-
value transactions.

Information collection and processing is regulated in the United Kingdom
under the Data Protection Act 1998 (DPA). This law limits the amount of
personal information that may be collected by an organization to informa-
tion that is proportionate to its stated purposes. Although the DPA, and its
European equivalents, are based on data protection principles first articu-
lated in the United States (U.S. Department of Health Education and Welfare
(HEW), 1973) before being adopted by the Organisation for Economic
Cooperation and Development (OECD) and the Council of Europe, there
are no direct equivalents in the U.S. for mainstream data handling.

What does exist in the U.S., however, is specific legislation that, amongst
other requirements, states that companies must notify their employees and/
or customers if data held by them is breached (Holtfreter and Holtfreter,
2006), which is supposed to help consumers minimize the risk of identity
fraud. What is less clear, however, is the effectiveness of this approach to
the problem (Binder and Gill, 2005; Holtfreter and Holtfreter, 2006). Thus,
in the UK, there has been resistance against introducing such requirements
for fear of causing undue worry in individuals who may not be able to evalu-
ate the notifications appropriately (Romanosky et al., 2008). In addition, it
may prove necessary to issue periodic “nothing to worry about” messages
if no problems arise so that individuals can be reassured that they have not
missed out on important notification of problems (Marron, 2008).

Government and the public sector

As was noted above, there is a general recognition that public policy has
an important role to play in addressing issues of identity fraud. This can
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range from specifying legislation about identity fraud to encouraging best
practice in industry. Moreover, as a holder of significant personal data for
most aspects of policy delivery (Dunleavy et al., 2006), the public sector
has the opportunity to “lead by example” with respect to the secure han-
dling of personal data.

Government may also assist by helping those who are the victims of
identity fraud, as they try to re-establish control over their personal infor-
mation and identity. In this sense, the government could act as a supporting
resource.

In addition, in most countries government tends to be a guarantor or
issuer of identity documents. This is enabled by the fact that the state often
holds the monopoly over recording key details about individuals’ “life
events” such as births, marriages, and deaths. Governments also tend to
oversee many of the activities that require identity documents and so, in
turn, issue official documentation such as driving licenses to authorize
driving, passports to identify its citizens to other governments, etc.

Many governments oversee some form of a social security net and issue
targeted unique identifiers such as the Social Security Number in the U.S.,
or the National Insurance Number in the United Kingdom. In some coun-
tries, governments issue unique identifiers and identity cards that are cross-
purpose identifiers. The difference is that the targeted identifiers are often
limited in purpose to a specific task, for example the administration of
national pensions, while a cross-purpose identifier can be used across gov-
ernment services and the public sector.

Identifiers and records management can play a role in reducing the risk
of identity fraud. For example, a government could require that large finan-
cial institutions verify the identity of new account holders by also checking
their identity card, or by verifying the given address and contact details
against the records held by government departments.

A technological policy to address identity fraud

Despite there being a strong case for public policy in addressing the prob-
lem of identity fraud, an ill-informed or poorly implemented policy could
potentially make the problem worse rather than better. For example, the
malicious use of Social Security Numbers (SSN) in the U.S. has been at the
root of many plots to perpetrate identity fraud (Berghel, 2000; Garfinkel,
1995). The SSN was originally intended for very specific applications and
yet now it is being used across many public and private sector services and
it was never designed for such an eventuality.
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A typical response to such a failing public policy is to attempt to dif-
ferentiate between the policy and its underlying principles and the practice
and implementation of the policy. That is, to apportion the blame not to
problems of principle but to questions of practice (cf Collins and Pinch,
1998a, ch. 3).

Many of the traditional responses to poor policy implementation, for
example enforcement and monitoring powers built into the policy itself,
may themselves be problematic. For example, Froomkin (2007) explores
the challenge of enforcing a “viral” privacy standard for government-is-
sued identifiers like the SSN, where, for example, the government could
mandate that the use and storage of tax-payer funded credentials be limited
to those organizations who agree to be bound by national privacy rules. He
notes, however, that in the U.S. context there may be some First Amendment
limitations on Congress’s powers to regulate the repetition of “true” state-
ments, which a government-issued identifier would certainly be.

Similar problems of poor enforcement of principles in practice can also
be found in the private sector (Verizon Business, 2008), where it is unclear
how effective published security manuals and training programs are at
addressing practices of end users who may be unaware or uninterested in
the security implications of their actions (BBC News, 2008b).

Technologically-leveraged policies, however, offer innovative oppor-
tunities for addressing some of these enforcement and implementation
issues. It is possible to design systems that regulate normal behavior to
follow the particular norms and ideals of the system designers (Lessig,
1999; Micakova and Whitley, 2004), for example by using cryptographic
methods to limit the effectiveness of just presenting the identity credential
for visual inspection; so called “flash and go” usage.

A state-issued identifier might be designed so that it is not directly
accessible from an identification token, but instead might require techno-
logical means to access a (changing) decryption key allowing access to the
identifier. It would therefore be feasible to limit access to the decryption
key to duly authorized organizations who commit to upholding the policy
principles every time they access it. Such a policy, however, introduces the
business need to provide round-the-clock support to enable access to the
decryption key at all times and in all eventualities, or fall-back measures
and liability constraints if the service is unavailable.

Another technological policy response to identity fraud might be to
introduce a policy of data minimization (Home Affairs Committee, 2008;
Sir James Crosby, 2008) whereby “as a matter of principle, the amount of
data stored should be minimized.” This means that “in the design of its
policies and systems for collecting data, the Government should... collect
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only what is essential, to be stored only for as long as is necessary” as data
that are not held cannot be breached and cannot lead to problems of iden-
tity fraud. Implementing data minimization, however, will require exten-
sive redesign of both systems and work practices and so may be better
suited to the design of new systems rather than existing systems.

Technologically-leveraged policies like these highlight the importance
of understanding these practical issues that underlie a policy implementa-
tion. For example, questions of costs and public confidence in the technol-
ogy become significant.

In the U.S., when Congress approved the REAL ID Act there was near
unanimous approval for the scheme that would require all states to issue
secure driver’s licenses. When the costs of the scheme were finally calcu-
lated (with estimates of between $17bn and $23bn) and Congress issued
no funds to support the implementation of this scheme opposition to the
proposals grew significantly.

Costs sometimes act as a grounding mechanism, bringing policy-makers
with lofty dreams of new technological infrastructures down to reality
when faced with detailed implementation challenges. Dreams of combating
foreign terrorism through the use of biometric passports are easy to come
up with, and the standards for these documents were quickly approved.
Yet the implementation of these passports around the world is expected
to take over a dozen years on average as governments grapple with the
idea of building biometric enrolment centers and securing information on
contactless chips.

The substantial associated costs of a comprehensive identity scheme
go some way to explaining why, if the solution appears so clear, there are
so few successful comprehensive identity assurance implementations.
For instance, online verification of credit card purchasing is recom-
mended to assure that a credit card presented for a transaction is in fact
a valid credit card, but the facilities for online verifications of billions of
transactions a year, with a commercially reasonable “response time,” is
very difficult to implement technologically. A similar practical concern
may apply to the question as to why some banks have tested, but have
declined to implement, biometric verification for banking transactions:
the opportunity and management costs may be too great and may place
too much emphasis on the relatively low-level employees working on the
front line of transaction processes. Liability costs also explain why pri-
vate sector identity assurance initiatives have been slow to emerge, where
a financial institution might not be willing to be held accountable for a
high profile error in an authenticated identity based on a bank card they
had issued.
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Public confidence in the implementation of technologically-leveraged
policies also becomes important (Pieri, 2009; Whitley, 2009). Since 2007,
there have been a series of high profile cases of government mismanage-
ment of personal data. The most significant was probably the announce-
ment of a data breach involving the loss of the personal data for 25 million
individuals and 7.25 million families. The incident, which is discussed
in more detail in Chapter 3, arose when a civil servant at Her Majesty’s
Revenue and Customs sent a full copy of the data on two password-
protected compact discs to the National Audit Office. They never arrived
and have still not been recovered (and probably never will be). The discs
included the names of recipients and the names of their children as well
as address details and dates of birth, child benefit numbers, national
insurance numbers and, where relevant, bank or building society account
details.

In light of the seriousness of the breach, an announcement was made in
Parliament on 20 November 2007 by the Chancellor of the Exchequer and
the story made the front pages of all newspapers for a number of days, with
many emphasizing the risk of identity fraud.

One media commentator, Jeremy Clarkson, writing in The Sun tabloid
newspaper, said that he could not see what the fuss was all about, as it
would not be possible for the leaked information to be used for fraudulent
purposes — at best individuals would only be able to make payments into
his account. To make his point, he published his bank account details,
along with information about how to locate his home address from publicly
available sources. A week or so later, he published a shame-faced apology.
Someone had used this information to create a monthly direct debit for
£500 to a charity he was known to support, demonstrating that this infor-
mation could be used to perpetrate identity fraud (BBC News, 2007a).

Issues of data management also apply in the private sector, where
there have been a series of high profile data breaches in recent years (e.g.
Nationwide Building Society, TIX/TK Maxx). A recent industry-based
study by Verizon Business (2008) identifies a number of important themes
in relation to data breaches that they were called in to assist with — most
data breaches are the result of a series of events, rather than any one
factor. This suggests that, for example, a policy for installing “patches”
and updates to the operating system needs to be combined with a similar
regime of updates for application software such as email and web brows-
ers. A second area of concern that the study notes is the large number
of breaches associated with data that the organization did not know it
was holding. This means that the data that are being unknowingly held
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are often less secure than data that are known to be sensitive (Verizon
Business, 2008).

Implications

A traditional policy analysis would be hard-pressed to understand the prob-
lems with establishing a comprehensive identity policy. A policy of this type
would have to bridge the public and the private sectors, to establish new
centers of information collection, and to use advanced technologies that have
not been tried and tested on a large scale under intense public scrutiny.

In fact, public scrutiny is increasing, particularly because of the lack
of confidence in the processing of personal information by both the pub-
lic and private sectors. The creation of another new store of “knowledge”
about the citizenry or all consumers would thus give rise to considerable
concern (FIPR, 2009). This would be particularly true of the use of new
technologies and these technologies have implications on the choice of
design and the likely costs that will be incurred. Amongst these costs
are the liability costs of designing a system that could be used across the
public and private sectors for a wide variety of services.

Of all the ICT policy challenges, identity policies therefore pose a par-
ticularly perplexing case. Like more traditional policies, these policies are
driven by agendas set by powerful bodies. But unlike traditional policies,
the policy is also driven by technological aspirations, where new tech-
niques will enable a policy that was previously impossible (Fishenden,
2009). The key point is that these are the very same reasons why this pol-
icy domain is fraught with challenges.

Policy-makers continue to believe that technology is the source of
the solution. Our contention is that technology introduces new issues
for consideration within the public policy deliberative process. Sadly,
however, policy-makers have yet to greet these new challenges as issues
worthy of further study. Instead, technologies are “things” to be plugged
into older solutions to make them more effective.

At a time when the problems are so serious, such as the growing con-
cerns about terrorism, illegal immigration, identity fraud, amongst a myr-
1ad of others, this book will show that the zeal to find new solutions has not
been matched with an interest to understand how to effectively introduce
identity policies. Only an informed policy process can understand how to
make this work, but unfortunately all that has been seen to date is “politics
as usual,” building a house of cards.
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Overview of the book

In order to understand and appreciate the challenges of identity policies
in a global world, this book focuses on the UK proposals to introduce a
National Identity Scheme (the Scheme) based on biometrically based iden-
tity cards linked to a centralized National Identity Register (the Register).
The Scheme arises from the Identity Cards Act 2006 (the Act). An analysis
of the extensive Parliamentary and wider public discussion about the pro-
posed Scheme reveals limitations of the abilities of our policy-makers to
review technologically-leveraged policies.

The book begins with a review of national identity policies in Europe
and the rest of the world. Chapter 2 reveals the wide variety of identity
policies and the need to disentangle the idea of having “an identity card”
from underlying identity policies. It also reviews the contexts in which
many of these policies were introduced and the forms of oversight and
scrutiny they involved.

Chapter 3 presents the life cycle of identity policy in the United Kingdom,
from the earliest forms of identity cards introduced during the two World
Wars, to the Parliamentary passage of the Act. It highlights the role of the
LSE Identity Project’s assessment of the proposals and the key events since
the Act was passed.

The key features of the UK National Identity Scheme, as presented to
Parliament, are described in Chapter 4, which also includes an overview of
the claimed benefits of the Scheme as well as details of how the Scheme
would be funded and used in practice.

A key argument used to justify the proposals was that the UK was obliged
to upgrade its existing passports to comply with international obligations
on machine readable travel documents. This claim is critically reviewed in
Chapter 5, which shows that while the UK may have chosen to upgrade its
passport documents it was under no legal compulsion to do so.

Chapter 6 reviews another way in which Parliamentary due process was
overridden, in this case, due to the way in which knowledge of science and
technology are conventionally conceptualized as being distinct from poli-
tics. The chapter argues that effective scrutiny of technologically-lever-
aged policies requires a due process for considering the perplexities about
technological issues introduced by informed advocates.

In Chapter 7, the Parliamentary debate about the Scheme is analyzed,
focusing particularly on the intentionally ambiguous statements made by
the government about the costs and voluntary nature of the Scheme. The
intentional use of ambiguous statements again limits the effective scrutiny
of identity-related policy proposals.
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The language used to describe the Scheme is further evaluated in
Chapter 8 where consideration is given to the espoused certainty that the
Scheme would deliver exactly as promised and on budget. Experience with
large projects has repeatedly demonstrated that such technological cer-
tainty is misplaced, especially for long-term developments. It suggests that
for a technologically-leveraged policy to progress, confidence in the ability
to deliver the policy, rather than misplaced certainty, is required.

Chapter 9 reviews the Scheme five years after it was first introduced,
showing how it is likely to be delivered and demonstrating how signifi-
cantly it has changed from the version presented to the UK Parliament.
This again raises important questions about the role of democratic scrutiny
in high profile, technology-based policies.

The book ends with a review of the implications from the study of iden-
tity policies in the UK, making recommendations for Parliamentarians
and academics about the effective scrutiny and oversight of identity poli-
cies and technologically-leveraged policies more generally.
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To many governments, a national identity policy is an obvious require-
ment as they have long had policies and laws that require some form of
identification or formal identity document and some policy for when that
identity is necessary. These policies may be decades, if not centuries, old
developed as the nation-state developed, linked to taxation, instituted to
regulate the flow of peoples, or developed due to imperial requirements
(Amoore, 2008).

In the modern nation-state, the question of identity policy needs revis-
iting and for those who have not yet established comprehensive policies,
proponents of policy change often argue that the time for a formal identity
policy has finally arrived. These policies are generally quite limited, how-
ever, as they tend to imagine the institution of a new identifier such as a
national tax number, or a new identity document such as an identity card.

With new technologies and new opportunities such as using govern-
ment services on-line and the deployment of biometrics, a new generation
of policies are slowly emerging that are taking national identity policies
to new levels, leveraging the opportunity for innovation that new tech-
nologies offer the nation-state (Fishenden, 2009). The policies of yester-
day of simple cards and single, universal identifiers are being replaced
by comprehensive registration and administration schemes. Even in those
countries where national identity policies might be referred to as obvious
there is often little understanding of the ramifications of more innovative
identity policies.

This chapter reviews the international landscape for identity policy.
In a number of national identity policy debates, as most recently seen in
Australia, Canada, and the United Kingdom, proponents of national iden-
tity policies point to other countries with identity cards to show that their
own governments are far behind the rest of the world. Reality is actu-
ally quite different, however, as many of these other countries have not
even begun to think of new, technologically-leveraged identity policies and
so the nascent proposals often go well beyond what is deemed the cul-
tural norm in these other countries. The introduction of technologically
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leveraged identity policies goes much further than the mere existence of an
identity card or a single unique number for administrative purposes.

Technology is not the only difference, however. The nature of the policy
debate that led to the establishment of a national policy is also notewor-
thy and cannot be easily dismissed with the simple claim that every other
country has identity cards and so must we. For example, is it appropriate to
compare a scheme being introduced in the twenty-first century following
a full parliamentary debate with one that was introduced in a time of war?
Questions of scale and population also become important as the implemen-
tation of an identity scheme for a small country with a small, homogenous
population may face very different issues from those of a country with a
large, cosmopolitan or geographically dispersed population.

Countries also vary in the extent to which their cards are voluntary or
compulsory (to obtain, carry, or present the card), the legal frameworks
that oversee them, the cost of the card itself, whether they are used for
identification purposes only, or are intended for wider use in society.

In such circumstances, the richness of experience in identity schemes
across the world becomes apparent and makes straightforward com-
parison between cases much more problematic, a common problem for
academics drawing on case studies. The data in this chapter present a
snapshot of the current diversity of global identity schemes and policies,
based on information accessible from the UK in early 2009. Inevitably,
some of the detail presented here will change over time. However, the
underlying principles behind each scheme and the concerns that have
influenced their development and oversight mechanisms are less likely to
vary significantly over time.

Identity cards in Europe

Mainland Europe is well known for its identity card schemes. This can be
related to the establishment of civil law (Froomkin, 2009), whilst others
claim it is linked to the earlier oppressive regimes in many of these coun-
tries. More interesting than the possible explanation for the existence and
acceptance of identity cards in these countries is the diversity even within
these countries about the nature of their national identity policies. For
instance, in 2004 the UK House of Commons Home Affairs Committee
observed:

Most members of the European Union have voluntary or compulsory
identity cards. Apart from the United Kingdom the only members
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without any form of identity card scheme are Ireland, Denmark, Latvia
and Lithuania. Most EU countries have a national register, or issue citi-
zens at birth a personal number for use in a wide range of circumstances,
such as paying tax, opening a bank account or claiming benefits. Many
cards have a biometric, in the sense that they incorporate a fingerprint
and some are compulsory to carry and produce on request. No country
yet has a biometric system of the sort proposed for the United Kingdom,
but a number are introducing smart-cards and considering options for
more sophisticated biometrics. (Home Affairs Committee, 2004, §22)

As is shown below, there is indeed a wide variety of identity systems
in Europe, just as there is a wide array of concerns regarding the systems.
Each country’s domestic politics varies, just as their cultural values differ.
German privacy law, for example, prevents the Federal government from
creating a centralized registry of biometric information, while, accord-
ing to one study, Polish citizens are not troubled by extensive databases;
rather, they are more concerned about access to Government information
(Standing Committee on Citizenship and Immigration, 2003). In addition,
according to Arora, the historical background for existing schemes influ-
ences the rate at which they are capable of incorporating new technologies
and hence the interoperability of systems within Europe (Arora, 2008).

Among the more noticeable differences between schemes within Europe
are whether they are compulsory or voluntary and how much an identity
card typically costs.

Table 2.1 shows that, in general, compulsory schemes are cheaper for
the citizen than voluntary ones (LSE Identity Project, 2006a), which sug-
gests that for the voluntary schemes to be successful, citizens must find
it worth their while to purchase the cards. The next sections describe the
identity policies and associated identity schemes in many European coun-
tries to draw out the variances amongst the policies, as well as the com-
monalities, claimed and observable benefits.

Austria

The Austrian identity system presents novel solutions to the question of
cross-agency referencing. For historical reasons, Austrians have been wary
about the ability to link personally identifiable information across govern-
ment departments. Therefore, when its new electronic identity card was
introduced in 2004, specific technological measures were introduced to
limit the use of a single identification number.
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Table 2.1 Identity schemes in Europe (2009 prices)

Country Requirement Charge (€)
Austria Voluntary 57
Belgium Compulsory 15
Bulgaria Compulsory n/a
Cyprus Compulsory 8
Czech Republic Compulsory 4
Denmark No card n/a
Estonia Compulsory n/a
Finland Voluntary 40
France Voluntary Free
Germany Compulsory 8
Greece Compulsory Nominal
Hungary Voluntary 5
Ireland No card n/a
Italy Voluntary 20
Latvia No card n/a
Lithuania Voluntary 0
Luxembourg Compulsory 3
Netherlands Voluntary 21.50
Portugal Voluntary 5
Romania Compulsory 2
Slovakia Compulsory 4.50
Slovenia Voluntary 12
Spain Compulsory 10
Sweden Voluntary 37
Turkey Compulsory 2

The Austrians maintain a Central Register of Residents with an associ-
ated registration number. This number is used to generate an associated
identification number stored on the citizen’s card. From this one number,
which is not itself used, the card is able to generate unique sector-specific
(e.g. tax, health, education, etc.) identification numbers (Otjacques et al.,
2007). This use of modern technology, therefore, explicitly prevents auto-
mated linking of data between government departments (and hence the
creation of a de facto single national identification number).

Belgium

In Belgium, cards were first issued in 1919 to anyone over the age of
12. They were renewable every 10 years. In recent years, the Belgian
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Government has announced a new “electronic” card that will cost almost
three times as its predecessor — up to €15 per card. These new cards will
have to be renewed every five years, again leading to a rise in costs.

The Belgian Personal Identity Card (BELPIC) is a relatively sophisticated
card and makes Belgium the first country in Europe to include a digital
certificate in an identity card (Van Alsenoy and De Cock, 2008). A digital
certificate, put simply, is a digital representation of a credential and permits
identification and authentication transactions to be performed at a distance
and on-line. It is supported by cryptographic protocols to ensure some levels
of mathematical assurance that the transactors are legitimate. In turn, the
certificates permit digital signatures, which is the equivalent of an individual
signing a piece of paper, but again backed up with cryptographic protocols.

The Belgian Government’s goal is to enable citizens to carry out on-line
secure transactions with government agencies, to access e-government appli-
cations and to perform e-banking, or other private applications. Under current
plans, every Belgian citizen will receive an identification card bearing his or
her name and photograph and two digital certificates, one of which can be
used for authentication, the other as a digital signature for documents such as
declarations or application forms (EPIC and Privacy International, 2004).

In February 2003, the Parliament approved the introduction of BELPIC and
the new cards were tested in 11 municipalities (communes) until September
2003. Following this, the government decided to roll-out the cards to around
nine million citizens by the end of 2006. Every Belgian citizen will be required
to own an electronic identity card by the end of 2009 (Expatica, 2004).

Though much can be said about including cryptographic protocols on the
card, the security of the card deserves scrutiny. In an interesting develop-
ment, it appears that the Belgian Government is intentionally making spell-
ing mistakes on its cards in order to confuse fraudsters (Libbenga, 2005),
which leads to the conclusion that they accept that the card can be forged.
In addition, a cryptography research team from the Catholic University of
Louvain disclosed serious weaknesses in the Belgian biometric passport
(Avoine et al., 2007). The Belgian e-ID cards do not implement any access
control mechanisms. This means that it is difficult to prevent others from
reading identity information from the chip. Moreover, there is no way for the
citizen to choose what information will be released (De Cock et al., 2008).

Estonia

The Estonian identity card (‘“small in size, big in content”) (Republic of
Estonia, 2009) is the country’s primary identification document. Its virtues
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have been promoted by the former UK Home Secretary, Charles Clarke,
in a Channel 4 television documentary on fighting identity fraud, telecast
in March 2007.

The card contains the holder’s name, sex, citizenship, date of birth,
place of birth, personal identification code, photo, signature, date of
issue and date of expiry, and document number. The personal identifica-
tion code is widely used in government and private sector databases. For
resident aliens with valid papers, the card also contains residence and
work permit data. In addition to many security features, the card has
a machine-readable code and a chip which contains both copies of the
visual data on the card and two security certificates to verify the indi-
vidual and supply digital signatures (Estonia Citizenship and Migration
Board, 2009).

France

The French have a long history of identity documents, numbers, and mark-
ings. In 1832, the French stopped branding criminals, but the following
year they implemented a central store of information on repeat offend-
ers. In the 1800s all movement within the country was monitored through
the use of internal passports, permitting police to follow the travels of
migrants. Eventually this was abandoned on civil liberties grounds in the
Third Republic. But, at the same time, the new Government invented a new
identity card with a fingerprint and central records storage, implemented
in the 1920s, though only in one French Department (Seine). This system
was not implemented across the entire country due to strong resistance,
mainly from the French Human Rights League and the CGT Union (the
General Confederation of Labour) (Noiriel, 2005). This changed under
the Vichy regime. The system was then generalized and complemented by
an identification number, together with the mandatory declaration of any
change of residence address (Piazza, 2005).

In response to the fall of the Vichy regime, the card was changed in
1955 to remove reference to religious belief (particularly the tag “Juif,” i.e.
“Jew”). The central records-file was also abolished. In 1974 the Government
decided to phase out the collection of the fingerprint and began moving
toward an optional card. This gradual reduction in the regime represents a
stronger regard for civil liberties with regard to identity cards.

A first attempt to introduce a digitized identity card (originally prom-
ised to combat illegal immigration, terrorism, and identity theft) was
halted in 1981 after a change of government, but 1987 saw the introduction
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of a new identity card, made of plastic and designated as “secure” (Decret
n87-178, 1987). This is the form of the current national identity card. It
is not mandatory and while a fingerprint is taken it is not digitized and
does not appear on the card. It is stored securely and only on paper. While
a judge, in a specific case where the police already have a suspect, can
access that paper with the fingerprint, conditions for access are tightly
regulated (Decret n55-1397, 1955, Article 5).

A central database was eventually introduced, but it is limited only to
the delivery of the card system. The information on the database is kept
to a minimum and apart from the information on the card, it includes
information on the history of the card, that is when it was issued and
presumably if it was reissued; but there is no audit trail of each transac-
tion done with the card. This information may only be accessed by those
responsible for the management of the card system. Although the police
may access information in the database, they are limited to accessing
the name, sex, birth date, and card number and only in circumstances
involving an offence (Decret n55-1397, 1955, Article 11). The linking of
one file with any other is disallowed. There are also strict rules regarding
the reading of the cards: when read electronically, the card information
cannot be stored unless it is for card management purposes. Contact with
the central register is only permitted to verify whether the card has been
stolen (Decret n55-1397, 1955, Article 12). To this day, in France there are
continued negative responses to the centralization of personal information
(Noiriel, 2005).

On top of a long history, it is essential to understand evolutionary or
revolutionary proposed policy changes. For instance, research in 2005
found that there were two separate innovations planned for the French
card. One is emerging from the Ministry of State Reform, the other from
the Interior Ministry. Each had very different goals and in turn very dif-
ferent implications.

France I: E-government strategic plan

The French Minister for State Reform wished to oversee a strategic plan to
provide services to citizens, the private sector, and the public sector sup-
ported by e-government initiatives (French Government, 2004). The plans
emphasize the need for user-friendly and accessible solutions that create a
climate of trust.

In its plan to enhance e-government, the French Ministry of State
Reform aimed for a user-oriented system, allowing for multiple forms of
identification. The emphasis is on simplicity and proportionality and the
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amount of information collected will be minimized to increase the confi-
dence of users. The Ministry acknowledged that e-government gives rise
to two contradictory requirements:

e simplifying formalities for the users, which entails breaking down the
barriers between government departments, making exchanges flow
more smoothly without the user being systematically asked repeatedly
for documents, for example, which he has already supplied; and

e upholding the protection of personal data, which may in fact restrict
the interconnections between government departments. (French
Government, 2004, p. 13)

The French Ministry of State Reform developed its solution to this
conflict:

Government guidelines are clear: do not authorise uncontrolled gen-
eralised exchanges between departments. However, the development
of e-government must grant citizens more transparency in the moni-
toring of their administrative papers and better control of their per-
sonal details (confidentiality, right to access and correct data regarding
them). (French Government, 2004, p. 13)

To enable this, the Government promised to provide tools and services
which will enable citizens and professionals “to exercise their rights more
simply and completely” (French Government, 2004, p. 13). These tools
and services include:

¢ Decentralized storage of data: The French Ministry of State Reform is
aware that there are several options available, including centralizing all
the data of every user, but notes that “This solution is not implemented
in any country, for obvious reasons of individual freedoms and near
technical impossibility” (French Government, 2004, p. 13). The French
Government proposes instead that all data will remain decentralized
within each department.

¢ Distributed identifiers: The French strategy acknowledges that the
easiest solution would be to call for a unique universal identifier for all
citizens, but the French designers have foremost in mind that privacy
law was created to prevent a situation such as this. They further note
that the Germans consider such an approach to be an unconstitutional
practice.
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The French Government position states:

It should be remembered that, with regard to e-government, the State
must take a stance as guarantor (of individual freedoms, the authen-
ticity and enforceability of dematerialised procedures and actions,
the security of actions carried out by public servants, etc.) and the
Government wishes to confirm this position clearly both in the for-
mulation of the decisions taken and in their methods of application.
(French Government, 2004, p. 15)

As a result, French authorities do not see the need for anything more
than sectoral identifiers to preserve rights. They also admit that a solution
such as the national registry in the UK, which would include a listing of all
relevant identifiers, “would probably not go down too well in our country”
(French Government, 2004, p. 15). Instead the French Ministry of State
Reform calls for the creation of an “identity federator™

the most successful solution consists of creating an identity federa-
tor, enabling the user to use the single identifier to access each of the
services of his or her choice without either the government databases
or the identity federator itself being able to make the link between the
different identifiers. (French Government, 2004, p. 15)

Further proposals include an on-line environment where the user can
verify all the usage of her personal information and give consent if informa-
tion needs to be shared between departments. At the same time, the French
Ministry of State Reform stated its intent to preserve the ability of users to
not identify themselves to government departments unless necessary.

The French Ministry of State Reform chose to follow a proportion-
ate path to identification and data management. Their systems will, at
a technological level, be less complicated and will be more resilient to
attack and failures. The Government sees the benefits of e-government
but understands and resists the temptation to coalesce or link all personal
information held by government departments. In order to ensure user trust
and adaptability of current and future systems, there will therefore be no
central registry, no single identifier and no centralized list of identifiers.

France II: The Ministry of Interior proposal

The interior ministry was at the same time proposing a completely dif-
ferent identity policy. The project, entitled “Identité national électronique
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sécurisée,” or the “INES” project, was officially announced in February
2005 (Piazza and Laniel, 2008).

This system in many ways mirrors the UK Home Office’s proposals.
In this policy, the card contains facial and fingerprint biometrics (two fin-
gerprints from the six taken). These biometrics will be stored in a central
database. As in the UK, the French Government asserts that this is inevi-
table because of international requirements to adopt a biometric passport
and adds that it should comply with the European Union standards, in
particular the EU Council decision of 13 December 2004, which applies to
countries party to the Schengen agreement.

There will also be a few variations on the UK proposal. The chip on the
card is predicted to be a contact-less card, allowing card-readers to ascer-
tain the information at a distance. The card will also be programmable, as
the Government wishes it to become an electronic wallet. The Government
is clear that it wishes this card to be made mandatory.

Civil liberties groups voiced numerous concerns regarding the proposal
(Various, 2005), asking for clarification of the nature of the “international
requirements” and recalling imagery from the Vichy regime (Marzouki,
2005).

Identity theft and fraud, particularly by terrorists, are given as some of
the principal reasons for the new card system. A coalition of civil liberties
groups, among them unions of attorneys and of magistrates, responded to
the government’s claims that the French Ministry of Interior itself recog-
nizes that France has no statistics to evaluate the scope and the nature of
the identity theft phenomenon. The French Government relies only upon
the statistics from the U.S. and the UK.

The coalition of groups also considers the argument that the cards would
aid in combating terrorism to be merely “an alibi” and points out that in
almost all of the most violent attacks in France the terrorists used their own
identities. A similar conclusion was reached by the President of the French
National Observatory of Delinquency, who considers that identity fraud
“remains quantitatively marginal in criminal matters, while it is increasing
in the commercial sector” (Bauer, 2005).

The proposal faced significant scrutiny. When the Government first
introduced this project, it opened up a consultation session. However, dur-
ing this consultation process, it was announced that the policy had already
been decided. A draft law was released and was placed under review by
the Commission Nationale de I'Informatique et des Libertés, the national
privacy regulatory commission.

In June 2005 a consultative report was released by the Forum for Civil
Liberties on the Internet (Anonymous, 2005). This NGO was asked by the
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then-Minister of the Interior Dominique de Villepin to conduct a consult-
ation on the proposed scheme. The report found that the plans were overly
vague and therefore called for:

e better studies on identity fraud;

e the decoupling of the project from the passport system;

e studies on the risks of using a single identifier;

e the responsibility for the project be shifted to the privacy commission;

o the creation of a new social contract between the citizen and the state;

e studies on the contact-less nature of the chip;

e a clear statement from the Government on whether the card will be
required for commercial transaction;

e assurances that the card would be free at enrolment (though individuals
could be charged for renewal or loss); and

e aclear Parliamentary debate on the obligatory nature of the card.

A law implementing the system was due to be introduced into the French
Parliament in September 2005. In October/November 2005 identity checks
that target minority communities disproportionately were said to be the
basis for widespread rioting (Wadham et al., 2006). At the time of writing,
neither policy has moved forward.

Germany

Germany provides one of the most interesting examples of identity cards.
Most Germans readily carry around their identity cards but, because of
past abuses, are also quite wary of the collection of personal information
by the Government.

Compulsory registration began in 1938 and cards were introduced in 1950.
It is not mandatory to carry the cards, although the police have powers to
compel production of the card. From age 16, everyone is compelled to hold
an identity card and the only authentication required is a birth certificate.

Under Federal Data Protection Law, the Federal Government is forbid-
den from creating a back-end database of biometrics for the identity card.
That is, German privacy law prevents the creation of a central database.

Instead, any information that is collected for the identity card sys-
tem is stored locally at the registration offices. A private contractor,
Bundesdruckerei GmbH, uses this information to issue the card, but as soon
as the document is completed, all personal data are deleted and destroyed
(Standing Committee on Citizenship and Immigration, 2003).
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No federal agency or private sector organization can use the identity
card number for registration. The scheme is organized at the level of the
Lénder (provinces), which collect the address and details of secondary
places of residence. This information is not protected by law because it is
not considered private; as a result, it is made generally available for a fee
(Home Affairs Committee, 2004).

Slowly, Germany has moved toward biometric identity cards. The
German Prevention of Terrorism Act of 2002 includes a specific provision
that biometric data in passports and identity cards may only be stored on
the cards and not in centralized databanks. It took many years for a politi-
cal solution to be found to deal with concerns over privacy.

Data Protection authorities are concerned that a biometric system must
meet some basic criteria. First, the biometric data must not be used to gain
other information about personal attributes (for example, reviewing photos
in order to determine race). Second, individuals must know which biomet-
ric data will be stored and how they will be used. Third, the biometric data
should only be used for the purpose of identification. Finally, mechanisms
must be put into place to ensure accuracy in the use of biometrics and to
prevent discrimination (Various, 2002). These criteria are simply a restate-
ment of German privacy law.

The costs and feasibility of biometrics are an issue. The Federal Parliament’s
Office of Technology Assessment advised against complex systems involving
centralized databases, warning of “a gigantic laboratory test” and varying
costs. The report says that, depending on different scenarios and document
features, the cost could range from € 22 million to € 700 million for imple-
mentation and from € 4.5 million to € 600 million for annual maintenance of
systems for passports and identity cards (eGovernment news, 2004a).

In 2007 a political solution finally emerged and the German Parliament
authorized two fingerprints and a photograph of the individual’s face on
the card. The primary safeguard against abuse and the solution to the pol-
itical challenge set by the second-largest party in the Parliament was that
the biometric data should reside only on the card and could not be stored
elsewhere. The Social Democrats concluded that because the storing of
the data elsewhere had been “ruled out completely,” the Social Democrats
could finally support the initiative (Heise Online, 2007).

Later, further safeguards emerged when the German government noted
that the smart identity card would support pseudonyms for electronic trans-
actions. In one example, the Government promised that an individual card
number is used to generate a pseudonym that cannot be reconverted math-
ematically to the original card number, which could be used to register at
a site on-line (eHealth Europe, 2008; Heath, 2008).
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As there are other cards in use within Germany, including a separate
card for access to health care, identity cards are not required for access to
all public services. In May 2002, the Government announced plans for the
development of an electronic universal healthcare card. The proposed card
will contain, among other data, a patient’s identification and emergency
healthcare information. Patients will be able to use the card to fill pre-
scriptions and disclose healthcare information to physicians on a voluntary
basis (EPIC and Privacy International, 2004).

An interesting controversy arose surrounding a proposed “smart job-
card,” envisioned for all employees in Germany. It was intended that data
such as current employer, salary, and working hours would be stored in a
centralized database, which all social security departments could access,
albeit only with consent. However, the Data Protection Commissioners
have argued that this project constitutes systematic data collection without
a specific purpose and therefore violates the right to self-determination
expressed by the Constitution and jurisprudence. The commissioners also
feared that the use of the social security number as a personal identifica-
tion number would create serious privacy challenges.

Greece

In Greece, all individuals are compelled to carry cards because the police
have the right to demand their production. Cards are issued at age 14, when
the individual must register at their local police station, bringing along a
birth certificate and a witness (often a parent). The police have argued that
forgery and counterfeiting of the cards is quite rare because of the enrol-
ment process (Standing Committee on Citizenship and Immigration, 2003).
The data collected in the enrolment process is sent to three Government
departments and stored centrally, with the police maintaining control over
the central database.

The situation in Greece is also very interesting because of the legal
challenges to the information held on the cards. Since a decree in 1969,
cards have been required to include a photo, a unique number, finger-
print, surname, father’s name, mother’s name, spouse, place of birth,
shape of face, blood type (optional), place of residence, profession, and
religion.

In 1986 the card was changed to include compulsory recording of blood
type and the status of the individual’s military service; the freedom to with-
hold details of religion was also sanctioned. A further innovation occurred
in 1991 when the Unique Code number of the Register was abolished.
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In 2000, the Data Protection Commissioner called for a reconsideration
of the items on the card. The Commissioner argued that a number of items
were irrelevant and inappropriate, thus exceeding the purpose of process-
ing and called for the removal of

e The fingerprint, as it is: “not necessary for the verification of the identity
of the data since this is, in principle, evident from the photograph. In
addition, according to the common perception, the fingerprint (‘“record”)
is associated with the suspicion or the ascertainment of criminal activity
(“branded criminals™);

e Spouse name;

e Profession;

e Nationality, as according to legislation only Greeks can bear cards;

e Residence, as it is likely to change; and

e Religion.

The Commissioner maintained that the processing of this information
was “unlawful even if the data subject has given his/her explicit consent”
(Greek Data Protection Authority, 2000).

Since that decision, the card no longer holds this information. More
recently, the Greek Data Protection Authority prevented the Government
from implementing biometric checks at the borders (eGovernment news,
2003).

Hungary

The emergence of strong privacy safeguards in Hungary reflects those
encountered in Germany and Greece. The most notable development in
privacy protections was the Hungarian Constitutional Court decision in
1991 regarding the collection of census information.

At the time, the State Census Bureau collected data on every Hungarian
citizen. Each individual was issued with a personal number arising from
this record, which was used to create a trail of his or her interactions with
the state. A record was maintained on each citizen. This included: basic
personal identification and residential address data and data on educational
and professional qualifications. This information was collected in order to
“gather data needed for a uniform basic personal record system” but lacked
a clearly established purpose. The law enabling this system (Decree, 1986)
also permitted the bureau “to utilize in the course of providing its services
data obtained from other records — with the concurrence of the affected
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organizations.” Such data could also be shared with other private persons
and organizations (Hungarian Constitutional Court, 1991).

In 1991, a case went to the Constitutional Court on a petition for judi-
cial review. The Court found that under paragraph 59 of the Constitution,
everyone has the right to protection of personal data. The collection and
processing of personal data for arbitrary future use without a specific pur-
pose was determined to be unconstitutional. Therefore, a general and uni-
form personal identification mark (personal number) for unrestricted use
was ruled to be unconstitutional (Hungarian Constitutional Court, 1991).

Ireland and the Common Travel Area

A particular complication of the UK National Identity Scheme is its likely
effects on Ireland, particularly as a result of the Common Travel Area
(CTA) that exists between the UK and Ireland.

Under the conditions of the Common Travel Area, citizens of each country
may travel freely within the Area to seek employment, or for any other reason,
without being subjected to immigration controls. Border authorities may, how-
ever, require the presentation of passports or some other form of identification.
Moreover, there are proposals for increasing the amount of “ad hoc immigra-
tion checks” on vehicles to target non-CTA nationals (Holder, 2008).

The rights to free travel (within the UK) are enshrined in the 1949
Ireland Act, which stipulates that Irish citizens living in Britain can enjoy
full freedom of movement between the two countries and should enjoy
the same benefits as British citizens. The legislation ensures that they are
not treated as foreign nationals. The UK government has not signaled any
intention to repeal these provisions.

Speaking in the House of Commons during the first debates about the
Bill, Ulster Unionist Party Leader, David Trimble, asserted:

If the proposal reaches its final stage of being a compulsory identity card
system, it will be necessary to have persuaded the Irish Republic to intro-
duce an almost identical system. A common or shared database will prob-
ably be needed for it to operate. [20 December 2004: Column 1990]"

In a holding answer to a related question put by David Lidington MP,
the then-Minister for Citizenship and Immigration, Des Browne, stated:

The principle of the Common Travel Area will be unchanged by the
introduction of identity cards. All third country nationals who have

* All these are references to Hansard — “the edited verbatim report of proceedings in
both Houses” — available at http://www.publications.parliament.uk/pa/pahansard.htm
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permission to stay in the UK for more than three months, irrespective
of their point of entry, will be required to enrol on the register at the
three-month point. [WA 204527]

This position was confirmed by the then-Home Office minister Beverly
Hughes who, in answer to a question from Sarah Teather MP, said: “The
Government’s proposals for identity cards do not compromise the principle
of the Common Travel Area” [WA 149931].

The principle of the Common Travel Area may well be unaffected by
the identity card proposals, but a number of practical issues are likely to
emerge if it is to be maintained with Irish membership. The human rights
and law reform group, JUSTICE, has observed:

The Government needs to address whether the Common Travel Area
can continue as a viable concept under the ID card proposals. The
problems are technological as well as legal and ideological; reliance
on the use of new equipment, who is responsible for this and whether
they wish to be responsible are all questions that need to be considered
to make the transition a smooth one. (JUSTICE, 2004)

The Irish Department of Justice has also expressed concern about the
fate of the Common Travel Area, postulating that an identity card system
may need to be established for Ireland.

A report by the Northern Ireland Human Rights Commission (Holder,
2008) highlights particular problems that are likely to arise because of
the specific arrangements found in Northern Ireland. In particular, British
and Irish citizenship and identity rights are enshrined in the terms of the
Belfast (Good Friday) Agreement. This recognizes:

the birthright of all the people of Northern Ireland to identify them-
selves and be accepted as Irish or British, or both, as they may so
choose and accordingly confirm that their right to hold both British
and Irish citizenship is accepted by both Governments and would not
be affected by any future change in the status of Northern Ireland.
(Paragraph 1(vi) Belfast (Good Friday) Agreement)

It is estimated that 400,000 Irish passports have been issued to Northern
Ireland residents in the last 10 years. Many of these people who see them-
selves as Irish are likely to be resistant to carry British Identity Cards and
register on the British National Identity Register, particularly if the card
identifies them as British Citizens and carries British symbols (see also
Enterprise Privacy Group, 2008).
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If many individuals choose not to carry a (British) identity card, there
is an increased risk of discrimination amongst this community. If instead
of a British Identity Card, they enrol for an Identification Card that will
have “to be issued to EEA nationals or to British nationals not eligible
for a travel document” (UKIPS, 2008g, Appendix 2) there is a risk that
they will either be discriminated against, or the incorrect inference that
they are ineligible for a travel document may be made. There may also be
knock-on effects as to the utility of the identity card in Northern Ireland
where a significant proportion of the population may choose not to have
one (Holder, 2008).

It is perhaps unsurprising that the Government is reviewing the rules
and operation of the Common Travel Area to explore how border security
can be strengthened [WA 168405].

Italy

In Italy, citizens must agree to have their fingerprints taken and recorded
in a database in order to be issued with a national identity card; however,
a ministerial decree states that the association between the identity card
and the fingerprint can be made only if expressly requested by the citizen
(Decree, 2000).

According to the Italian Privacy Commissioner:

identity cards continue to be part of Italian culture, even though they
were introduced under the fascist government of Benito Mussolini in
the 1930s. As such, many privacy issues that have been raised in the
common law countries with respect to national identity cards do not
have the same impact in Italy. However ... the proposed use of biometric
identifiers has begun to raise some eyebrows. In particular, taking fin-
gerprints is often, as in Canada, associated with criminality. Although
the current national identity card has a blank spot for a voluntary
fingerprint, the Committee was told that almost no one provides an
imprint. Using fingerprints as the biometric identifier could provoke
a negative response in Italy. (Standing Committee on Citizenship and
Immigration, 2003)

A decree from the Council of Ministers in February 2004 called for
a smart “national services card,” the aim of which is to boost internet-
based e-government services. It will contain: identification data of the
holder (name, date of birth, place of residence, etc.), a unique number
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identifying the card, issuance and validity data, and the name of the
issuing administration. This information will be both written on the
card and stored on the card’s chip, which will also contain a basic digital
signature function and a container for qualified certificates (eGovern-
ment news, 2004c¢).

This smart card is not the same as the electronic identity card. It does
not contain a photograph of the holder and therefore cannot be valid as a
proof of identity. However, it is instructive to look at the challenges that
the Italians faced in adopting this new card. They identified three prin-
cipal problems: first, the process of standardizing the smart card without
recourse to proprietary solutions; second, overcoming difficulties caused
by the fragility of the microchips on the card; third, uncertainty as to what
information would be contained in the chip.

The Netherlands

Events in the Netherlands provide insight into the transformation of public
opinion due to concerns of crime and national security and into the chal-
lenges of enforcement.

Historically, the Dutch have been opposed to centralized government
systems. In 1971 there was widespread resistance to the census: 268,000
people refused to comply with the census, despite threats of a substantial
fine or a 14-day prison sentence. An even larger number of people entered
false answers. Ten years later, a census was cancelled when polls indi-
cated that resistance to it would be significant. Since then, the Government
has pursued other forms of data collection, through the use of a national
insurance number and databases of the National Bureau of Statistics.
The national insurance number is used widely and is even printed within
passports.

The idea of a mandatory identity card was circulated a number of times
in the 1980s. Successive Ministers of Justice concluded that there was nei-
ther sufficient support nor any proven need for mandatory carrying of the
identity card.

In January 2005, the Dutch Government implemented the “Extended
Compulsory Identification Act,” requiring compulsory identification for
all individuals over the age of 14. Individuals are required to show identifi-
cation to the police when asked but are not required to carry identification
at all times.

The law does not mandate a new identification card; the existing pass-
port and drivers’ license will be used instead. All three are valid identity
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documents. Drivers are warned that they should also carry their passport
or identity cards with them at all times, as their license may be confiscated
after a car accident, leaving them vulnerable to fines if they are stopped.

The costs of the regime are complicated. Many people are forced to buy
an identity card, particularly if they do not have a passport or a driver’s
license. This applies particularly to younger and older people. Anyone los-
ing their identity card must pay a fine of €30. In addition, in order to ensure
possession of a card at all times, it is necessary to pay €30 for next-day
service. As the card itself costs €30, losing a card can cost €90. The gov-
ernment froze the cost of the card for the first three years of operation.

According to reports, the compulsory identification proposal is widely
seen as a symbolic gesture to satisfy public concerns over crime and
security. The Council of State, the highest legal advisory body in the
Netherlands, strongly criticized the proposed law for the lack of any sub-
stantive evidence that it would help in the battle against terrorism.

According to the Dutch Public Prosecution Service, the identity checks
mainly take place in specific circumstances:

ID control mostly occurs in situations of disorder or possible violence,
for example at night in entertainment districts. Also in situations with
an elevated risk of disorder, such as allowing the policy to verify iden-
tities of individuals at soccer matches. (EDRIGram, 2005)

The Public Prosecution Service has indicated clearly that it wants to
make an example of those who do not carry an identity card:

The main rule is there will be few escapes available for people who
cannot immediately present their ID. There is no right to an easygoing
treatment, because it will in the end undermine the value of mandatory
ID for law enforcement. (Openbaar Ministerie, 2005)

Under the law, the police can demand an identity card under any cir-
cumstance where the police think it is reasonably necessary. Frequently, it
is demanded for minor offences such as using a bicycle without a light. The
Public Prosecutor’s guidance on the matter outlines a few examples of a rea-
sonable exercise of duty when “maintaining the public order,” including:

e acar driving at night through an industrial park;

e following a shooting on the street or in a bar when it is relevant for the
investigation to determine the identity of possible witnesses;

e identifying an unknown, new member in a group of known drug
dealers;
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e youths causing nuisance in public space;

e suspecting a person amongst a crowd to have started the fire, in the
event of a fire;

e events such as football and demonstrations in case of riots or the threat
of riots; and

¢ in response to public unrest or disturbance, or threat of violence in pop-
ular night time districts, or at public events where there is a risk of dis-
turbance of the public order (Anonymous, 2004).

One notable case involved an elderly woman who used a pair of nail
scissors to cut some twigs in nearby woods. Cutting twigs is forbidden and
she was spotted by a forester, who demanded her identity card. Because
she could not produce it, she received two fines; one for cutting the twigs,
one for not showing her identity card. She burst out in rage and was given a
third fine: for insulting an officer in the course of his duty (De Volksrant,
2005).

Within the first 24 hours of operation of the new Act, the city of
Rotterdam issued 20 fines. In the first month 3,300 fines were issued to
those who could not immediately show a valid identity card when asked.
During the following two months, the average rose to 5,300 individuals
per month fined for being unable to produce their identity card. After three
months in operation, 15,984 fines had been applied, generating €800,000
in revenue for the Government (Parool, 2005).

The law was due to be evaluated in 2008, including a consultation of
all those with the power to demand identity cards, including the police,
park-wardens and environment control staff. According to the Minister of
Justice:

the law is part of a quantity of measures to enhance security in NL
and reduction of crime and nuisance. The question if criminality and
nuisance are reduced exclusively because of the law thus cannot be
answered. (Ministerie van Justitie, 2005)

There are indications that the police are not happy with the new law
because it increases the amount of reporting that they must perform. They
are also frustrated that they always have to find justification for stopping
individuals.

In 2008 the Dutch government decided to go a step further and pro-
posed a national biometric database. Under this proposal, all individuals
over the age of six will be fingerprinted. The government argued that bio-
metric information is already collected for passports and other purposes
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and rather than having all this information stored in separate databases
they could be merged into a single national database. Access to the data-
base would be restricted to cases where ““serious crimes” have been com-
mitted (Houtekamer and Verkade, 2008).

Spain

Spanish identity cards were first introduced by General Franco, with the
primary motive of controlling the populace. The primary motive now is to
control illegal immigration.

In 2003 it was reported that the Spanish were also trialing a social secu-
rity smart card, containing a microchip with national identity number,
medical information. Information on the chip could be accessed by health
professionals using a special reader. The project to develop and distribute
8 million cards was originally estimated at €55 million.

A Canadian Parliamentary Committee that traveled to Spain to observe
their identity card scheme was surprised by the amount of information that
is collected. When they discussed the invasive nature of the proposals and
the problems of mass databases in Spain with the Spanish Data Protection
Authority, they were disappointed by the:

evasiveness of data protection officials when questions were asked
regarding the potential for data misuse by government departments
or the state security apparatus. We were told that laws exist to protect
personal data, but when probed further, officials were unresponsive.
(Standing Committee on Citizenship and Immigration, 2003, p. 25)

In February 2004 the Spanish Council of Ministers approved a new
card. It included

¢ An electronic certificate to authenticate the identity of the cardholder;

e A certified digital signature, allowing the holder to sign electronically;

e A biometric identifier (fingerprint);

e A digitized photograph of the holder;

¢ A digitized image of the holder’s handwritten signature; and

e All the data that is also printed on the card (date of birth, place of resi-
dence, etc.) (eGovernment news, 2004d).

At the time, the proposal was criticized for the lack of Parliamentary
debate on the issue and the use of a Government decree to implement the
system through an opaque process.



A review of national identity policies

By the time that the project was approved, the predicted cost was €100
million over the next four years. The launch of a pilot system was delayed
by one year and the first cards were issued in late 2007 (eGovernment
news, 2004b).

Sweden

Identity cards in Sweden are not compulsory, but are helpful for interaction
with government services and also to open a bank account. The card costs
about £20 and is issued so long as your application is supported by a per-
son already carrying a valid Swedish card who can vouch for your identity.
Cards are issued by post offices and banks.

Although there is no compulsory card in Sweden yet, all individuals
must have a personal number and a record on the national register and can
choose to be issued a “certified identification card.” Access to the regis-
ter is tightly regulated. It has existed since the seventeenth century and,
according to one report, was run by the Church until 1990.

There are plans to introduce identity cards with biometrics on them
when the passports are updated, but plans keep on being delayed. As in
Denmark, the biometrics will only be on the chip and the card will be
merely for travel within Schengen, not for other purposes such as combat-
ing crime or identity fraud. It will not be compulsory to carry the card and
the card will not be linked to the register because of opposition on grounds
of civil liberties (Home Affairs Committee, 2004).

In 2007 foreign nationals living in Sweden began to have problems being
issued with identity cards. They were previously issued to foreign citizens by
state-owned Svensk Kassaservice and by banks. In January 2007, however,
it is reported that Svensk Kassaservice stopped issuing identity cards to peo-
ple who are not Swedish citizens or who are not closely related to a Swedish
citizen. Some banks have taken the same line. At the same time, many for-
eigners legally resident in Sweden, including EU citizens, say they have had
their passports refused as identification documents when using credit cards,
picking up parcels, and trying to prove their age (The Local, 2007).

EU initiatives

From the review of the cards in some EU member states, it quickly becomes
apparent that there is a diversity of approaches to identity systems. Some coun-
tries have biometrics, some contain health information, and some involve central
databases. There is no common profile to all of these systems (Myhr, 2008).
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The European Union is working to minimize this variety. Through a
number of initiatives, the EU is hoping to standardize cards of all types.
All too often, this is effected with minimal debate and even less aware-
ness regarding the proposed policies. EU/Schengen passport policy is a
prime example of this practice. As discussed in Chapter 5, the passport
proposal received a bare minimum of analysis and debate within European
institutions and few therefore noticed the insertion of the requirement for
fingerprints. Now member states are busy trying to implement not only the
International Civil Aviation Organization (ICAO) standards but also the
EU requirements that were decided with minimal scrutiny.

EU driving license

The EU is working to standardize the 110 different types of driving licenses
that are issued within Member States for Europe’s 200 million license hold-
ers. The new license will involve a photograph on a smart card. The policy
was supported quite strongly by the European Parliament (Billings, 2005),
where the rapporteur for the legislation suggested that the new rules:

would be good for tourists, preventing the countries from applying
restrictions to their driving licence. They will be also beneficial for
fighting fraud, by creating a legal security system network in Europe.
(Kubosova, 2005)

Some significant disagreements led to a simpler license than what was
originally envisaged. For example, some countries were keen to standardize
policies on drivers aged over 65. The new standard will be rolled out over next
twenty years with the first cards being issued in 2013 (BBC News, 2006a).

The Hague Programme’s standardized identity

The most significant program will also be the most influential. In November
2004, the European Council adopted a new multiannual program, entitled
the Hague Programme; this builds on:

the ambitions as expressed in the Treaty establishing a Constitution for
Europe and contributes to preparing the Union for its entry into force.
(Council of the European Union, 2004)

It is intended that the Hague Programme will facilitate the establish-
ment of agreed areas upon which Member States’ ministers for Justice
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and Home Affairs wish to work at the EU level. The aim is to har-
monize policies within the EU that can then be taken back to national
Parliaments.

Among the many policies within the Hague Programme, the Council
called for “a coherent approach and harmonised solutions in the EU on
biometric identifiers and data” (Council of the European Union, 2004,
p. 16). This was later elaborated as:

The European Council invites the Council, the Commission and
Member States to continue their efforts to integrate biometric identi-
fiers in travel documents, visa, residence permits, EU citizens’ pass-
ports and information systems without delay and to prepare for the
development of minimum standards for national identity cards, tak-
ing into account ICAO standards. (Council of the European Union,
2004, p. 17)

The European Commission then had the responsibility to develop an
action plan; it identified ten priority policy areas (Communication from the
Commission, 2005). Under the priority of “Internal borders, external bor-
ders and visas: developing an integrated management of external borders
for a safer Union,” the Commission has set a deadline:

In order to enhance travel documents security while maintaining
full respect for fundamental rights, biometric identifiers will be inte-
grated in travel and identification documents from 2005 onwards.
(Communication from the Commission, 2005)

Most of these decisions took place under the UK presidency of the EU,
placing the UK in the awkward situation of being the only country with a
Bill before its Parliament questioning the need for an identity card, even
as it had the task of harmonizing and standardizing identity cards across
Europe. It was all the more challenging because the UK is not party to
the Schengen agreement and is thus under no obligation to adhere to the
requirement for standardized identity documents.

An initiative that began as an EU policy of ensuring a coherent standard
for driving licenses has expanded incrementally to include visas, passports,
and residence permits for third-country nationals (European Commission
Justice and Home Affairs, 2009). It has now reached a point where it is
likely that the EU will decide not only whether any given member state
will have identity cards, but also their form and structure.
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Identity cards in common law, Commonwealth,
English - speaking countries

When a Canadian Parliamentary Committee reviewed the idea of a bio-
metric identity card, it decided to conduct a tour through countries with
identity cards. Following a visit to the UK, they moved on to mainland
Europe:

The relationship between the individual and the state in Canada, the
U.S., the UK and Australia was also discussed as a commonality that
distinguishes our countries from those with a long-standing tradition
of national identity card systems. This cultural difference became
readily apparent to Committee members during our travel in conti-
nental Europe. (Standing Committee on Citizenship and Immigration,
2003, p. 32)

It is difficult to explain exactly why there are such cultural differ-
ences between European countries and those countries identified by the
Canadians (Froomkin, 2009). It is possible to say that it is because of the
common law system: with the exception of Malaysia, Singapore, Hong
Kong, and Cyprus, no common law country in the world has ever accepted
the idea of a peacetime identity card. South Africa, which has a mix of
legal systems including common law and Dutch civil law, does have a
national identification system project (HANIS) replacing the earlier apart-
heid based pass laws and identification cards (Bowker and Star, 1999, ch 6;
Breckenridge, 2008).

It could simply be an aspect of “our culture” to reject identity cards. The
Australian (Clarke, 1987) and New Zealand public have rejected similar
proposals outright. Following widespread criticism (Elliott, 2003), Canada
abandoned its proposed biometric identity card system in early 2004, opt-
ing to focus its efforts on enhanced border security. National identity card
proposals have consistently been rejected by the United States Congress.
However, cultural explanations are unconvincing: in all of these countries,
polls have at some point appeared to demonstrate a firm support for iden-
tity cards, similar to the oft-quoted 80 percent in support of the UK card
in 2004.

Another possible explanation is socio-legal: the citizens of these coun-
tries enjoy rights to be left alone and these are embedded within their
histories. It may be that rejection of identity cards is symptomatic of the
restraint expressed in both the unwritten and written constitutions of these
countries. Wadham et al. (2006) express this in terms of the Diceyan notion
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of “residual liberty,” that is “that everything the citizen does is legal unless
explicitly made illegal by government” (p. 11).

Other explanations abound. The controversies that have arisen in each
country during consideration of identity cards may be the product of a
clearer and more open parliamentary process. Often practical issues of
costs and technological effectiveness have been powerful counterbalances
to claims regarding the ability of cards to provide efficient government,
effective law enforcement, and even the prevention of terrorism.

Australia

Australia has an exceptional history with identity cards. The debate on
proposals to introduce a card in the late 1980s provides significant insights
into the whole issue of identity cards in every country (Wadham et al.,
2000).

Identity cards are not alien to Australia. Australians were given an iden-
tity card during the Second World War which relied on the imposition of
rations as an incentive for registration and production of the card. It was
dropped soon after the hostilities had ended (Rule, 1974).

Thirty years passed before the idea of a national identity card was
again raised. Three reports, The Asprey Report of the Taxation Review
Committee (1975), the Mathews Report on inflation and taxation (1975),
and the Campbell Report on the Australian Financial Systems (1975), sug-
gested that the efficiency of the Commonwealth Government could be
increased and fraud better detected, through the use of an identity card
system. Two Cabinet Ministers of the Fraser Government were reported
as viewing such a proposal as politically unworkable and the idea went no
further (Graham, 1990).

The issue surfaced again in the early 1980s, when widespread concern
about tax evasion and avoidance, coupled with concerns over the extent of
welfare fraud, led to a belief that an identity card or national registration
procedure might assist the government’s administration processes. Fears
over the extent of illegal immigration added fuel to these suggestions.

The identity card idea was raised at the national Tax Summit in 1985
(initially by Labor MP David Simmons and later by the chief executive of
the Australian Taxpayers Association (Clarke, 1992)) and found its way
into legislation the following year. Playing on patriotism, the government
called it the “Australia Card.”

The Australia Card was to be carried by all Australian citizens and per-
manent residents (separately marked cards would be issued to temporary
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residents and visitors). The card would contain a photograph, name,
unique number, signature, and period of validity and it was intended that
it be used to establish the right to employment. It would also be necessary
for the operation of a bank account, provision of government benefits,
provision of health benefits, and for immigration and passport control
purposes.

The plan consisted of six components:

e Register: A central register containing information about every member
of the population, to be maintained by the Health Insurance Commission
(HIC);

e Code: A unique numerical identifier to be given to every member of the
population and assigned by the HIC;

e Card: An obligatory, multipurpose identification card to be issued by
the HIC to every member of the population;

¢ Obligations: The law would require all individuals to produce the card
for a variety of reasons and would require organizations to demand the
card, to apply sanctions to people who refused to do so, and to report the
data to the government;

e Use: The number and the Australia Card register were to be used by a
variety of agencies and organizations as their administrative basis; and

¢ Cross-notification: Agencies using the system would be required to
notify each other of changes to a person’s details (Clarke, 1992).

Despite the extraordinary change that the plan was likely to prompt in
the relationships within the Australian community, the proposal caused
hardly a ripple of concern. Early opinion polls showed that 70 percent of
the public supported the scheme.

Not everyone was enthusiastic about the plan: a few journalists ran
occasional stories raising questions about the proposal and the official
Parliamentary opposition party was against the plan. Most significantly, a
small number of committed academics and advocates worked to provide a
critical analysis of the scheme and its implications.

Legal centers, civil liberties councils, academics, and advocates joined
in opposition to the identity card plan and over the next two years, a strong
intellectual foundation was developed (Davies, 2004).

Australian data protection expert Graham Greenleaf, one of the pio-
neers of the anti-identity card movement, warned:

Is it realistic to believe that the production of identity cards by children
to adults in authority to prove their age will be “purely voluntary”?
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The next generation of children may be accustomed to always carrying
their cards, to get a bus or movie concession, or to prove they are old
enough to drink, so that in adult life they will regard production of an
ID card as a routine aspect of most transactions. (Greenleaf, 1987)

Advocates pointed out that, although it is true that some civil law coun-
tries (such as Spain or France) have an identity card, none would have been
as intrusive or dangerous as that proposed by the Australian Government.
The Australia Card would go much further than the mere identification
purpose of identification cards in other countries by creating a central
information register that would touch many aspects of a person’s life.

At the end of 1985, the opposition-controlled Senate forced the appoint-
ment of a Joint Select Committee to investigate the proposal. The Committee
raised a wide spectrum of concerns. The majority of the Committee,
including one government member, opposed the scheme warning that it
would change the nature of the relationship between citizen and state and
create major privacy and civil liberties problems. The Committee further
commented that the cost benefit basis for such a scheme was speculative
and rubbery and that all common law countries had rejected such propos-
als (Joint Select Committee, 1986). The fact that no common law country
has accepted an identity card was crucial to the whole debate over the
Australia Card.

The Committee’s report formed the basis of the Parliamentary oppos-
ition’s rejection of the scheme. On two occasions the Government pre-
sented the legislation to the Senate, where it did not have a majority,
only to see the bill rejected. After the second rejection by the Senate, the
Government used the issue as the trigger to employ its constitutional right
to call an election on the identity card legislation and to call a joint sitting
of Parliament, where it would have a majority.

In fact, the election campaign of July 1987 contained almost no refer-
ence to the identity card issue. In the opinion of the media, the identity card
was simply not on the agenda as neither the Government nor the oppos-
ition raised the identity card as a key issue during the election campaign.
The government was reelected and promptly resubmitted the identity card
legislation.

Within weeks, a huge and well-organized movement was underway.
Rallies were organized on an almost daily basis and although these were
described as “education nights,” the reality was that most were hotbeds of
hostility rather than well-ordered information sessions (Davies, 2004).

On the night of 14 September 1987, 4,000 angry people packed the
AMOCO hall in the central New South Wales town of Orange. One in
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seven of the city’s population attended the meeting. Other towns responded
in similar fashion.

The massive wave of public outrage was generated by scores of ad hoc
local and regional committees across the country. Rallies formed on a daily
basis, culminating in a gathering of 30,000 outside Western Australia’s
Parliament House. The Australian Privacy Foundation, which had organ-
ized the campaign, had planned rallies in Sydney and Melbourne that were
likely to block the Central Business District.

A major national opinion poll conducted in the closing days of the cam-
paign by the Channel Nine television network resulted in a 90 percent
opposition to the card. The normally staid Australian Financial Review
produced a scathing editorial which concluded:

It is simply obscene to use revenue arguments (“We can make more
money out of the Australia Card”) as support for authoritarian impo-
sitions rather than take the road of broadening national freedoms.
(Australian Financial Review, 1987)

By mid-September, the Government was facing an internal crisis. The left
of the party had broken ranks to oppose the card, while right wing members
(particularly those in marginal seats) were expressing concern within cau-
cus. Deputy Prime Minister Lionel Bowen urged the Party to tread with cau-
tion and suggested that a rethink might be necessary (Davies, 2004).

Within weeks, in the face of mass public protests, a party revolt, and
civil disobedience, the government scrapped the identity card proposal.
It was provided with the convenient face-saver of a technical flaw in the
legislation revealed by opposition senator John Stone. The government had
the option of reintroducing the legislation but did not do so. Journalists
reported that the government was overwhelmed with joy that the flaw had
been discovered.

All these years later, this case sounds a warning to other governments
on identity cards, although it should be said that it has not prevented a slow
movement toward a national identity system.

Australia is imposing basic biometrics into passports, but this will be
limited to a digital photograph. It will result in an AU$19 increase in the cost
of passports (Riley, 2005a). As part of a broad National Identity Security
Strategy, the Government is also planning a national “document verification
service” designed to combat identity-related fraud. This would enable the
cross-checking of birth certificates, drivers’ licenses, and passports through
a central data exchange hub (Riley, 2005b). The Government is opposed to
the introduction of a single number to identify every Australian.
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Around the time that the UK government introduced its Identity Cards
Bill, the Australian government renewed its interest in an identity card for
Australia. In January 2006, a formal enquiry was announced by Attorney
General Philip Ruddock. This investigated whether Australia needed an
identity card and how much it would cost. Shortly thereafter, however, the
proposals were revised to take the form of a health and welfare services
card, or “Access Card” (Wilson, 2008). As part of the preparation for these
plans, Professor Alan Fells was given the task of reviewing other proposals
and his visit to the UK coincided with the leaked e-mails and review of the
Scheme that resulted in the Strategic Action Plan.

The Access Card was intended to be compulsory and near-universal
although it would not be compulsory to carry it (Greenleaf, 2007). The
roll-out of the card was intended to be rapid (1-3 years) which would lead
to problems as there would then be a period of low enrolment until another
peak coinciding with the expiry of the first cards.

These proposals were among the first policies dropped following the
election of a new government, previously in opposition, in November 2007
(Arnold, 2007).

Canada

The issue of identity cards in Canada had a short lifespan. This may in part
be because the Canadian Government never actually introduced a specific
proposal. Rather, the Minister of Citizenship and Immigration proposed a
national discussion on identity cards on the grounds that if Canada did not
consider an identity system, it might instead be imposed upon Canadians
because of U.S. border restrictions. According to the minister at the time,
Denis Coderre:

If you have that entry-and-exit program when you will have to be fin-
gerprinted, you will say, “I’'m a Canadian citizen, why do you need my
fingerprints and what are you going to do with it?”” Well, wouldn’t you
like to have a debate among ourselves and say, as Canadians, we will
build that the Canadian way? If we can have the technology with our
own scanners, we can say we will take care of our own people with our
own scanners. (Clark, 2003)

Although no proposal was tabled, it was left open to a Parliamentary
Standing Committee on Citizenship and Immigration to investigate the case
for the cards (Standing Committee on Citizenship and Immigration, 2003).
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The Committee held a number of consultation sessions, met with local lead-
ers, and traveled internationally to consult with countries with identity cards
and those without. After a few months it released an interim report. The
interim report outlined a number of concerns. These included a transform-
ation of the relationship between the individual and the state, data protection
and privacy, function creep, the weaknesses in the technology, overreli-
ance on a single card, identity theft generated by the card, costs, and race
relations.
The interim report concluded by stating that:

It is clear that this is a very significant policy issue that could have wide
implications for privacy, security and fiscal accountability. Indeed, it
has been suggested that it could affect fundamental values underlying
Canadian society. A broad public review is therefore essential. The
general public must be made more aware of all aspects of the issue and
we must hear what ordinary citizens have to say about the timeliness
of a national identity card. (Standing Committee on Citizenship and
Immigration, 2003, p. 40)

No further work followed and no final report was issued. Rather, with
those words the initiative was abandoned.

At the same time, however, further policy changes were afoot in the
realm of drivers’ licenses. Every province in Canada is responsible for
issuing drivers’ licenses. Increasingly these licenses are becoming digi-
tized and photographs are being collected and stored on databases. The
province of Alberta has even implemented facial recognition into their
licensing system. And there is pressure from the U.S. to implement con-
tact-less chips and collect further information including immigration sta-
tus into the “Enhanced Drivers Licences” (EDLs) in order to permit their
use for crossing the U.S. border.

In the case of George Bothwell, whose license was issued by the prov-
ince of Ontario, this resulted in a constitutional challenge. As a Christian
fundamentalist, Bothwell mounted the challenge to prevent his driver’s
license from being entered on a database. He considered that this was
not in accordance with his religious beliefs (with reference to the Book of
Revelation from the New Testament):

The danger is when the central authority captures digital identifiers
from people and stores them in a central data base for any authority
with the right technology to access. (Makin, 2003)
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Bothwell argued that this was a violation of the Charter of Rights and
his right to freedom of religion, particularly if the database contains face,
fingerprints, or eye scans (CBC Online, 2003). Clearly, Bothwell was con-
cerned with his right to privacy. According to Canadian jurisprudence:

Grounded in man’s physical and moral autonomy, privacy is essential
for the well-being of the individual. For this reason alone, it is worthy
of constitutional protection, but it also has profound significance for
the public order. The restraints imposed on government to pry into the
lives of the citizen go to the essence of a democratic state. [R v Dyment
1988 2 S.C.R. 417]

Bothwell was pursuing his right to privacy on the basis of his freedom
of religion, but he lost his case. The Court decided that his religious beliefs
did not meet the criteria under the religious freedom section of the Charter.
As he was not part of an organized religion, his beliefs were not recog-
nized as religious. The court therefore managed to avoid dealing with the
other issues, specifically privacy, because they were focused on establish-
ing whether he met the test(s) for religious freedom.

As is the case in Australia, despite setbacks on identity cards, the
Canadian Government is moving to implement biometric passports.
Although the national identity card was abandoned officially in March
2004, in April 2004 the Government announced its plans for biometric
passports. While outlining the Canadian National Security Policy, the
Government declared that Canada will deploy facial recognition biomet-
ric technology on the Canadian passport, in accordance with international
standards.

The Canadian Government justified this change, like most other coun-
tries, as necessary “to maintain our reputation as a First World nation”
(Schick, 2004).

The policy refers to the ICAO statement from May 2003 to explain its
choice of facial biometrics. This was decided on grounds that this biomet-
ric was the most unobtrusive. The National Security Policy states that:

Canada will begin issuing a biometrically enabled smart chip passport in
early 2005. There will be no change in the way that Canadians apply for a
passport. However, the photo that they submit will be digitized and stored
on a chip imbedded in the passport. (Privy Council Office, 2004, p. 53)

There are no plans to compile a searchable electronic database of the
images or other data encoded on the chip although there are reports that
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the Passport Office has been considering the idea of screening applicants’
photos against images of suspects on terrorist watch lists.

There are further developments under the Smart Border Agreement.
This is an agreement with the U.S. Government on data-sharing and com-
mon standards between the two countries at border points. The “Smart
Border Declaration” (Foreign Affairs and Trade Canada, 2003) was signed
in December 2001. The action plan includes the development of common
standards on biometric identifiers, an agreement to use interoperable tech-
nologies to read the biometrics, and an agreement to use cards that can
store multiple biometrics. Given the date of this document, it is likely to
have been the driving force behind the national identity initiative. The two
countries continue to work on methods of sharing data and standardiz-
ing policies and technologies, including through the Western Hemisphere
Travel Initiative.

United States

Although the United States has no national identity card, it is implement-
ing a variety of schemes that share many of the attributes of identity cards.
These include the “REAL ID” policy for Enhanced Driver’s Licenses and
the Transportation Worker Identification Credentials (TWIC). In addition,
it has been a forerunner in recording face and fingerprint biometrics from
foreign nationals entering the country.

REALID

Though Americans are generally opposed to identity cards and have
rejected all prior proposals to implement such a system, in February 2005
the U.S. House of Representatives approved the REAL ID Act. It became
law in May 2005 following unanimous approval in the Senate. It had been
attached to a funding bill for the military operations in Iraq and tsunami
relief. Up until this point, the legislation had encountered significant oppos-
ition from politicians and groups from across the political spectrum.

A relevant aim of the law is to establish and rapidly implement regula-
tions both for U.S. driver’s licenses and for identification document secur-
ity standards (Froomkin, 2009). The law requires the United States to deny
driver’s licenses to undocumented immigrants. This requirement is seen
as moving the license into the realm of a de facto “national” identity card
(Gates, 2008).
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The first step lays the foundations by requiring that federal agencies
refuse any driver’s license that does not meet minimum document require-
ments and issuance standards, including verification of immigration status
and federal antiterrorism standards. As a result, temporary residents in
the U.S. will only get a driver’s license that is valid until their authorized
period of stay expires. For all other noncitizens, licenses will be valid for
only one year.

According to the American Immigration Lawyers Association:

Preventing immigrants from obtaining driver’s licenses undermines
national security by pushing people into the shadows and fueling
the black market for fraudulent identification documents. Moreover,
it undermines the law enforcement utility of Department of Motor
Vehicle databases by limiting rather than expanding the data on indi-
viduals residing in a particular state. Perhaps more to the point, it is
clear from the 9/11 and Terrorist Travel staff report that the proposed
restrictions would not have prevented a single hijacker from obtain-
ing a driver’s license or boarding a plane.... The terrorists did not
need U.S.-issued driver’s licenses to board the planes on September
11; they had foreign passports that allowed them to board airplanes.
Use of foreign passports to board airplanes would still be permitted
under this provision. (American Immigration Lawyers Association,
2005)

The Act also requires that the United States sign up to the interstate
compact for sharing licensing information.

The database that is generated under this regime will also be shared
with Mexico and Canada. The law specifies information to be held in the
database, including name, date of birth, gender, digital photograph, signa-
ture, and address.

The law also repeals earlier statute and allows the Secretary of Homeland
Security to “prescribe one or more design formats™ for the licenses. The
White House announced its support for the bill, as it will strengthen the
ability of the United States to protect against terrorist entry into and activ-
ities within the country.

In an interesting development, the state of Georgia has prohibited the
use of fingerprints in driver’s licenses. This followed concerns regarding
identity theft and acknowledgment by the law enforcement community that
the fingerprints were not being used for combating crime. The state assem-
bly of Georgia responded by passing a law, by a wide majority, prohibiting
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the collection of fingerprints. The law also requires that all existing finger-
prints be deleted from the licensing databases:

Not later than 30 days after the effective date of this paragraph, the
department shall destroy all records of fingerprints obtained on and
after April 15, 1996 and prior to the effective date of this paragraph
from applicants for drivers’ licenses, identification cards and identi-
fication cards for persons with disabilities issued by the department
and shall compile and make available for public inspection a list of
all persons or entities to whom the department provided such finger-
print records. Notwithstanding the provisions of this paragraph, fin-
gerprint images electronically stored on existing drivers’ licenses will
be destroyed upon application for a renewal of the driver’s license.
(Georgia, 2005)

State-level opposition is strong. As of 2008, eleven State Congresses
have enacted legislation that prohibited its government from implementing
REAL ID. Another nine State Congresses have passed resolutions denoun-
cing REAL ID. A further six Congresses have approved anti-REAL ID
legislation in one chamber and eleven have introduced anti-REAL ID
legislation (ACLU, 20009).

Implementation issues associated with complying with the Act mean
that all 50 states have applied for extensions to the original implementation
date of 11 May 2008, effectively extending the deadline to 31 December
2009 (although the states have until 11 October 2009 to request a further
extension (Department for Homeland Security, 2008)).

After the 2008 elections, President Barack Obama appointed Janet
Napolitano as the new Secretary of the Department of Homeland Security
(DHS). When she was Governor for Arizona, Napolitano was critical of the
REAL ID law and her state had passed anti-REAL ID legislation. There
are emerging reports that she proposes to limit the deployment of the Act,
though more to consider cost issues rather than on civil liberties grounds
(Modine, 2009).

Transportation Worker Identification Credential (TWIC)

Transportation workers have been identified by the DHS as a particular
class of individuals with special status in relation to transportation secur-
ity. This arose in response to the Maritime Transportation Security Act of
2002 (MTSA). This Act requires the use of a biometric identification cre-
dential for those who need unescorted access to secure areas of maritime
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facilities and vessels. As a result, the process requires a security threat
assessment before a TWIC card is issued. The applicant then submits fin-
gerprint biometrics and a digital photograph. As such, “TWIC is a secure,
verified credential that can be used in conjunction with the owner/operator’s
risk-based security program that is required in security regulations issued
by the Coast Guard” (TWIC, 2009). These cards currently cost $132 and
are valid for five years. They can also be used as valid state-issued identi-
fication documents for airport checkpoints.

There have been reports about initial enrolment problems associated
with capturing fingerprint biometrics with between 4 percent and 8 per-
cent failure to acquire rates being reported. In addition there are issues
of integrating the TWIC cards with existing infrastructures. Full roll-out
and evaluation of the effectiveness of TWIC has not yet been undertaken
although 1 million workers were enrolled by March 2009 (Congress Daily,
2009).

Biometric border controls for foreign nationals

Since 30 September 2004, all visitors to the United States have been fin-
gerprinted and had a photograph taken at the border. These measures are
part of a huge integrated information storage, matching, and profiling sys-
tem. In 1996 Congress called on the Attorney General to develop an auto-
mated entry and exit monitoring system for foreigners. This was expanded
significantly by the USA-PATRIOT Act that suggested the use of biomet-
rics. The Enhanced Border Security and Visa Entry Reform Act took the
USA-PATRIOT Act even further by calling for the integration of the bor-
der monitoring system with other databases.

The U.S. Visitor and Immigration Status Indication Technology (U.S.
VISIT) collects and retains biographic, travel, and biometric information
on all visitors, except Canadians applying for admission to the United
States as B-1/B-2 visitors for business or pleasure and those specifically
exempted. The purpose of this collection is to identify people who are
believed to potentially pose a threat to the security of the U.S., are known
or believed to have violated the terms of their admission to the U.S., or
who are wanted in connection with a criminal act in the U.S. or elsewhere.
This information will be shared with “other law enforcement agencies at
the federal, state, local, foreign, or tribal level,” who “need access to the
information in order to carry out their law enforcement duties.”

Personal information collected by U.S. VISIT will be retained for 75 to
100 years. It is kept alongside data collected from nationals of countries
that threaten to wage war and are or were at war with the United States.
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The system is to be used for a plethora of purposes. These include
national security, law enforcement, immigration control and “other mission-
related functions and to provide associated management reporting, plan-
ning and analysis.” It will assist in:

identifying, investigating, apprehending and/or removing aliens
unlawfully entering or present in the United States; preventing the
entry of inadmissible aliens into the United States; facilitating the
legal entry of individuals into the United States; recording the depart-
ure of individuals leaving the United States; maintaining immigration
control; preventing aliens from obtaining benefits to which they are
not entitled; analyzing information gathered for the purpose of this
and other DHS programs; or identifying, investigating, apprehend-
ing and prosecuting, or imposing sanctions, fines or civil penalties
against individuals or entities who are in violation of the Immigration
and Nationality Act (INA), or other governing orders, treaties or regu-
lations and assisting other Federal agencies to protect national secur-
ity and carry out other Federal missions. (Department of Homeland
Security, 2003)

This information will then be shared with other government depart-
ments and used in other surveillance programs. The U.S. Government
has already made visa information available to law enforcement officials
across the country, including photographs of 20 million visa applicants.
This “sensitive” information will be shared with 100,000 investigators
across the country and they will have access to seven terabytes of data on
foreigners.

The Government Accountability Office (GAO) assessed U.S. VISIT in
March 2004 and declared that it is:

inherently risky because it is to perform a critical, multifaceted mis-
sion, its scope is large and complex, it must meet a demanding imple-
mentation schedule and its potential cost is enormous. (Government
Accountability Office, 2004)

Pointing to other data collection and mining initiatives, the GAO warned
that the project is “increasingly risky.”

The project is also quite costly, particularly as it grows larger and more
complex. The U.S. Government has commissioned a $15 billion contract to
fully develop U.S. VISIT into a system that creates detailed dossiers on all
visitors to the U.S. (even though DHS had originally budgeted $7.2 billion).
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The system is likely to include other biometrics in the future; according to
the contract winner, Accenture:

Part of our approach is to continually assess technology innovations.
For a 10-year contract that’s a generation or two of technology and
biometrics is a very hot area. (Lichtblau and Markoff, 2004)

In its Privacy Impact Assessment, the DHS has contended that U.S.
VISIT actually protects the privacy of foreigners. When U.S. VISIT was
first put into operation, however, there were no rights of redress for indi-
viduals who faced any sort of adverse consequences. Following a review
by the GAO (and some outcry by legal and civil rights advocates) there
is now a limited appeal process, including a human review of the fin-
gerprint matching process and provision for some correction of faulty
information.

A further assessment by the GAO was carried out in February 2005.
This found that a security risk assessment had not yet taken place and
that the privacy impact assessment was lacking. The problems arose par-
ticularly because U.S. VISIT is made up of various preexisting systems,
operated in different ways by various DHS organizational components.
The GAO found conflicting protections under the Privacy Act for infor-
mation that came from a variety of sources, arising from the fact that
U.S. VISIT is an amalgamation of a number of different data sources.
The GAO found that, while access to travel information was limited to
authorized users, the data stores for fingerprints and face-scans: “do not
consider privacy at all.” This was considered to be symptomatic of the
wider problems with U.S. VISIT, including rising costs and the lack of
reliable cost estimates, management problems, and capacity issues. The
GAO concluded that the DHS should reassess plans for deploying an
exit-capability.

An earlier GAO report makes the point that the false nonmatch rate for
fingerprinting can be extremely high — up to 36 percent. With 300 million
visitors to the U.S. every year, the potential for mass error increases, yet
little attention had been paid to these issues.

From 29 November 2007 the DHS has begun collecting ten fingerprints
from international visitors at selected locations, with the intention that this
will become policy at all points of entry. This extension comes despite a
GAO report that found ““security control weaknesses that place sensitive
and personally identifiable information at increased risk of unauthorized
and possibly undetected disclosure and modification, misuse and destruc-
tion” (Government Accountability Office, 2007).
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The GAO also reports problems with the methodology used to match
records of foreign nationals leaving the country with prior arrivals data
(Government Accountability Office, 2008a).

Identity cards in other countries
China

Since 1985 the Chinese Government has issued an identity card to every
citizen. This card originally held relatively simple information, including
nationality, birth date, identification number, and household registration
information. Often this was issued and stored by the province.

In 2003 the Government passed a new law to update the identity card.
According to one Public Security official:

The ID card and the ID number are mainly going to be used to verify
aresident’s identity, safeguard people’s rights, make it easier for people
to organize activities and maintain law and order. (Chen, 2003)

The new card contains a chip to store the additional information.
Although DNA was considered as a biometric to be stored on the chip
and in a database (Best, 2003), this was eventually rejected. Similarly,
the Chinese did consider requiring a fingerprint but believed that it was
too daunting to collect all this information and in any case they doubted
the reliability of the technology. According to an official at the Chinese
National Registration Centre:

Such an effort to introduce biometrics, [given] the huge quantity (of
cardholders), [it] is not feasible to start. (Balaban, 2003)

Even the digitized photo on the chip will not be part of a facial recog-
nition system. Information kept on the card can, however, be accessed by
a reader held by both public and private sector organizations and verified
on-line (Chinaview, 2008).

The public response to the new card was reported as relatively mute. It
is believed that Chinese citizens were resigned to the collection of infor-
mation by the Government. According to one professor, “our security offi-
cials already have all the information about us, anyway, so this is not a big
change” (Chen, 2003).
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From 2004 the Government began issuing a “second generation” man-
datory identity card involving contact-less chips (Brown, 2008). These
chips contain very little storage capacity (4k), so information on the chip
will be limited to name, gender, ethnicity, residence, and date of birth
(People’s Daily, 2004).

Hong Kong

Hong Kong residents have carried identity cards since 1949. In 2002, the
Government introduced a new card that would include a smart card, the
Hong Kong Smart ID card (HKID) (Bailey and Caidi, 2005). These are
being deployed as part of a seven-year plan costing $400 million. The ter-
ritory-wide card replacement exercise was completed on 31 March 2007.

The new card contains basic information on the individual, a fingerprint
image, and an identity number. The data are stored only on the card, not
in a government database, but the legal regime behind the card allows the
unrestricted use of identification numbers, thus still permitting the profil-
ing of activities of individuals across the public sector (Greenleaf, 2002).
The Hong Kong Privacy Commissioner’s smart card Code does provide
limited controls on the private sector use of the number.

The card system was designed from the outset as a multiuse card, with
few limits and safeguards on its uses (Greenleaf, 2008). In response to con-
cerns regarding privacy, Hong Kong’s Secretary of Information Technology
and Broadcasting stated in January of 2002 that there “will be no more data
on the surface of the card, than the data that already appears” and that:

only minimal data will be stored in the card’s chip. Except for essen-
tial immigration-related data and digital certificates, personal data in
respect of nonimmigration related applications will be kept at back-
end computer systems of the concerned government departments.
None of the proposed nonimmigration applications (that is, using the
card as a driving license and library card, storage of a digital cer-
tificate and change of address) will be mandatory. Cardholders will
have a choice on whether to include the applications on the card.
(Yau, 2002)

As concern grew regarding what could be stored on the card, the
Government backed down on proposals for the cards to carry health and
bank records and posted the Privacy Impact Assessment for smart cards
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on its website. As the card is designed for multiple purposes, there is noth-
ing restricting the Government from placing this information back on the
policy agenda.

India

India has recently announced plans to implement biometric identity cards
(Mehmood, 2008). A group of Indian ministers has approved the estab-
lishment of a Unique Identity Authority that will issue unique identity
numbers to all citizens from 2010. This identifier would be a permanent
identifier from birth to death, obviating the need for multiple documentary
proofs. The roll-out will begin with all voters on the current electoral roll
and will roll-out to include under-18s who are not part of the voter lists. In
due course it is intended that photographs and biometrics will be added to
the register (The Hindu, 2008).

In a similar manner to the UK proposals, it is intended that the biomet-
rics will be stored in a central database (Espiner, 2008).

Japan

The Government of Japan approved the change of a law regarding “basic
resident registers” in 1999. This involved the central government issue of
an 11-digit number to all citizens and residents. Previously computerized
resident registration information at local databases is now connected to
the Resident Registry Network System, otherwise known as “Juki Net.” In
essence, Juki Net is a network of registries, each run by local governments
(Ogasawara, 2008).

Since the launch of Juki Net in 2002, it has been plagued with trou-
bles. In the first year only 250,000 citizens signed up for the Juki Card
(CardTechnology.com, 2004), while a number of local governments refused
to connect to the system because of fears for personal information security.
The government of the city of Yokohama, for example, at first refused to
register its 3 million residents. When it finally decided to join the system,
it allowed for citizens to opt out.

In order to address security concerns, the Nagano Prefecture carried
out a study employing a team of computer security experts and tested the
system’s security over the internet and local governments’ internal LAN
(Kallender, 2005). The study found that residents’ information could be
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accessed and data could even be falsified, but the Government refused to
agree that the system needed improvement (The Sydney Morning Herald,
2005). One of the researchers involved in the study contends that the
Government went so far as to censor a presentation he was supposed to
give to a security conference in Japan on the significant failures in security
that he had identified (InfoWorld, 2005).

A number of protests also erupted around the country upon the launch
of Juki Net, as well as numerous court cases questioning the constitution-
ality of the system. In the first case that was decided on 30 May 2005, the
court in Ishikawa prefecture ruled that individuals may not be required
to pass registered information through Juki Net because of the provisions
of Article 13 of the constitution, that protect privacy. The court further
ordered that the information of the 28 complainants be removed from the
system: this decision prevents the Government of Ishikawa from sharing
their information with the central Government. The Court also recognized
that giving residents a numeric “Juki Code” gives the central Government the
ability to search and gather further personal information within their data-
bases. It was felt that such powers could create a chilling effect among
Japan’s residents. The following day, however, another court in Aichi
Prefecture ruled in favor of the system. Similar lawsuits have been filed in
13 different courts across Japan, challenging the collection of data for Juki
Net. The confusion has yet to subside and according to some reports, the
system is hardly used (Ogasawara, 2008).

Malaysia

Malaysia has long had a national identity card, but in 2001 moved toward
a smart card scheme to replace both the older identity card and the driving
license. The card is called “MyKad,” or Malaysian Card.

The chip on the card contains a thumbprint and other personal infor-
mation, including basic health information. It can be used to pay road
tolls, to access automated teller machines and can also act as an electronic-
purse (Unisys, 2009). However, banks have dissuaded customers from
using the card for banking purposes (New Straits Times, 2004). The chip
on the card originally had 32k of memory storage, but the next gener-
ation card consists of a 64k chip, which permits the storage of multiple
certificates, issued for specific government services and can run over
30 applications.

The card is issued at age 12 and reissued at age 18. Children under age 12 are
issued with a “MyKid” card which currently does not contain a biometric,
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although the Government has considered the collection of biometrics from
new-borns (Oates, 2005). There is now also an “iKad,” an identity card for
foreigners.

Malaysia recognizes that it is leading the world on identity systems and
the Malaysian Government is willing to share its findings and technology.
According to the director of the National Registration Department:

A lot of governments including the U.S. will be looking at better identi-
fication systems to monitor the movement of people within their coun-
tries after the terror attacks. We are willing to share our technology. It
could be part of the solution to the security issue. (Knight, 2001)

In October 2007, it was announced that paperless applications for inter-
national passports would be accepted by simply submitting a thumbprint
and passport-sized photograph as the remaining information for the pass-
port could be verified from the National Registration Department (The
Star Online, 2007).

Middle East

Throughout the Middle East, governments are introducing identity cards,
with Oman, UAE, Saudi Arabia, and Israel in the process of issuing
“smart” identity cards. In so doing, they are coming across issues of iden-
tity exclusion (BahaiRights.org, 2008; Carr, 2009).

Oman was one of the first countries in the region to have a card pro-
grammed. The cards will store a single fingerprint and the police will be
supplied with fingerprint readers to verify the cards (Balaban, 2004). They
will be used for immigration management, particularly for workers from
Pakistan, Iran, India, and other developing countries. The Government in
Oman is also considering including multiple applications on the card, with
the possible implementation of digital certificates and digital signatures.
Interestingly, information held on the card cannot be released to all gov-
ernment agencies, or to the private sector.

In 2006 the United Arab Emirates (UAE) created a single, national iden-
tity card. This included fingerprint biometrics and smart card capabilities
such as digital signature and authentication certificates. Its use is man-
aged by the Emirates Identity Authority (EIDA) (Karake-Shalhoub, 2008).
Registration is currently open for UAE nationals, Gulf Cooperation Council
citizens working or residing in the UAE, expatriate government staff, and
professionals in the private sector. The EIDA has announced a deadline of
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31 December 2008 for all of the above categories. The UAE is also a fore-
runner in the use of iris biometrics for border control purposes, where the
technology is used to screen all individuals who require a visa to enter the
country against a watch-list. An estimated 10 billion real-time comparisons are
performed at the border crossing each day (Kabatoff and Daugman, 2008).

Philippines

On a number of occasions, various administrations in the Philippines have
attempted to introduce national identity cards.

One plan involved requiring Muslims in Manila to carry an identity
card at all times, supposedly intended to detect terrorists hiding in Muslim
communities. Although these measures were supported by the police and
intended to be put into effect within one week, the plan disappeared from
the agenda after a loud and widespread outcry against them by Muslim
groups, politicians, and civil liberties groups. Some sections of the Muslim
community may have supported such a plan as a reaction to the constant
harassment Manila Muslims have had to endure from police in their hunt
for members of Abu Sayyaf.

An earlier plan attempted to establish a national identity card linked
to a central database. In 1997, President Ramos issued Administrative
Order 308, “Adoption of a National Computerized Identification Reference
System.” The Order met with widespread resistance. The Philippine
Supreme Court invalidated the order and questioned whether the President
could authorize such an identification system by mere executive order:

Assuming, arguendo, that A.O. No. 308 need not be the subject of
a law, still it cannot pass constitutional muster as an administrative
legislation because facially it violates the right to privacy. ...

Unlike the dissenters, we prescind (sic) from the premise that the right
to privacy is a fundamental right guaranteed by the Constitution, hence,
it is the burden of government to show that A.O. No. 308 is justified by
some compelling state interest and that it is narrowly drawn. ...

Given the record-keeping power of the computer, only the indifferent
will fail to perceive the danger that A.O. No. 308 gives the government
the power to compile a devastating dossier against unsuspecting citi-
zens. (Hearing, 1998)

The majority declared the executive order as null and void. Since
2002 there have been several calls by politicians, police, and industry

65



66

Global challenges for identity policies

representatives for the introduction of a compulsory national identity card,
one of the main arguments for such a system usually being its benefit in
countering terrorism. Skeptics continue to point out that such a system
would do nothing to stop terrorists, but other groups, such as the Integrated
Bar of the Philippines, concentrate on ensuring the implementation of priv-
acy safeguards in any future identity card bill.

The Philippine Social Security System already has a Smart Card
with fingerprint information stored digitally, but this card is not com-
pulsory and the fingerprints have not yet been used for computer-based
matching.

The Bureau of Immigration and Deportation (BID) in August 2003 pre-
sented its plans for a biometrics-enhanced Smart Card for all aliens resi-
dent in the Philippines. This was introduced as a counterterrorist measure,
as the Immigration Commissioner confirmed:

By adopting this new technology the bureau will be at par with other-
immigration centers around the world and, with proper coordination
with international law enforcement agencies, it can now easily deter
unwanted aliens from entering the country. The Philippines, being the
closest ally of the United States, now becomes a tactical battlefield in
war against Al Qaeda and other international terrorist cells. (Privacy
International, 2005)

Besides the biometric data in the form of thumbprint templates and
facial biometrics the “Alien Certificate of Registration Identification
Card” (ACR-ICard) is supposed to contain personal information, criminal
records, and ACR payment transactions, as well as the date and time of a
subject’s arrival/departure.

After a terrorist attack in February 2005, plans were reintroduced for a
national identity card. The president signed another executive order calling
for its implementation and Interior Minister Angelo Reyes pushed for the
system as a solution to terrorism:

With a national ID system, you cannot claim to be somebody else
because there will be one number for each person. ... If you have noth-
ing to hide, you have nothing to fear. There will be no curtailment of
civil liberties. When terrorists attack, that’s when civil liberties are
curtailed. (Guinto, 2005)

Although the exact details of the card remain to be known, it is believed
that the Government of the Philippines is watching the UK process
carefully.
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Taiwan

For a number of years Taiwan has attempted to implement a bio-
metric identity card. New national identity cards were issued from 1
July 2005. In accordance with a 1997 Household Registration Law,
these new cards include a fingerprint of all citizens over the age of
14. Premier Frank Hsieh argued that the program would protect the
human rights of all:

My commitment to human rights is no less than anyone else.... The
principle of administration based on law restricts government ... [and]
in fact guarantees the human rights of the great majority of the people.
(Engbarth, 2005b)

The fingerprinting program came into question in April 2005 when
the Cabinet actually decided to recommend its abolition to the President
and the Parliament. Pressure against the Cabinet rose when the Interior
Ministry purchased 9,000 fingerprint scanners at an estimated cost of
NT$500 million (Engbarth, 2005c).

In May 2005, Vice President Annette Lu launched a public campaign
against the fingerprinting of all Taiwanese residents. She warned that fin-
gerprinting was unnecessary because they are not decisive factors in solv-
ing criminal cases. She also argued that creating a database of fingerprints
will likely create risks of computer crime. The vice president also argued
that the requirement was unconstitutional:

The government’s collection and storage of fingerprint records consti-
tutes a collection of individual data and involves the questions of guar-
antees of the individual right of privacy and information autonomy.
(Engbarth, 2005¢)

The Vice President was also concerned that the adoption of a finger-
printing program would hurt Taiwan’s international image as a democratic
society. She predicted that Taiwan would “probably become an inter-
national laughing stock.”

An alliance of over hundred human rights groups formed to oppose the
program. The ad hoc “Movement to Refuse Fingerprinting” included as
members the Taipei Bar Association and the Judicial Reform Foundation.
Supporters were planning to apply for identity cards but would refuse to be
fingerprinted. They would then lodge formal complaints with their local
governments if they are not issued with a card.
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Opposition parties claimed that the majority of Taiwanese supported
the fingerprinting program. According to one party leader, 70 percent of
respondents to polls agreed with the program (Engbarth, 2005b).

In June 2005, the Council of Grand Justices issued a temporary injunc-
tion to halt the program. This was the first time that the Council had used
this power (Engbarth, 2005a). The court froze the section on the collection
of fingerprints, on grounds that the database of fingerprints would involve
considerable administrative costs and if the database was later found to be
unconstitutional, these resources would be wasted.

In 2008 the city of Taipei decided to scrap all the fingerprints it had col-
lected between 2003 and 2005, after presuming that the system would not
ever be operational again. Though it had collected the fingerprints of more
than 700,000 citizens, the hard drives were “cut and smashed.” According
to the City Government, the biometric data was scrapped “mainly in
response to requests by the public, aiming at preventing possible leaks of
personal data” (China Post News, 2008).

Another interesting innovation occurred in 2008 when the Government
decided to ensure that Taiwan’s identity card numbers will not have more
than one occurrence of the number “4.” In Taiwan the number “4” is
believed to bring bad luck because its pronunciation resembles the word
“death.” The Government had to previously stop issuing identity cards
ending in 4 (Monsters and Critics, 2008).

Thailand

During the 1980s, the Thai Government introduced the Population
Information Network (PIN) to centralize in Bangkok all information
held on individuals and households at the provincial and district levels
(Ramasoota, 1998).

One of the current priorities of the Government is to replace that system
with a chip-based smart card, capable of holding much larger amounts
of data. When the Communications Ministry was finalizing its specifica-
tion for the new identity cards in January 2004, it announced that the first
major batch of the cards would be issued to citizens in the three provinces
of Patani, Yala, and Narathiwat from April that year.

The Government intends that the card should hold biometric informa-
tion and consideration is being given to what other information it should
contain. There have been arguments over the inclusion of individual social
security records, medical records, and a DNA profile, although the plan to
include medical records and DNA information was eventually dropped, as
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was the indication of a card holder’s religious affiliation. The government
claims to be on track for issuing cards to its 64 million citizens.

The principal reason for the roll-out of this new technology in the trou-
bled Southern Provinces can be found in the unease the Thai government
feels about its Muslim-Malay population. Many people in the Patani region
still have family contacts across the border in Malaysia and dual citizenship
is a widespread phenomenon, though not recorded by either state. Thai offi-
cials have long complained that insurgents and bandits can too easily slip
across the border and find refuge in Malaysia and they want to eliminate
dual citizenship in the region. The Government proposed to create a DNA
database of all suspected militants in the region and of all teachers at pri-
vate Islamic schools. Both the Thai Law Society and the National Human
Rights Commission have expressed concerns and pointed out that the col-
lection of DNA samples must be on a voluntary basis.

From 1 July 2005, individuals over the age of 14 applying for new cards
would have to submit a full set of fingerprints when applying (Lin, 2005).

Disentangling identity cards from identity policies

It is all too easy to suggest that because many countries have identity
cards there is a commonality to their identity policies, a commonality
that implies that identity cards are “an idea whose time has come” (Blair,
2005). As the examples in this chapter have shown, this form of argument
is fundamentally flawed: the existence of an identity card in a particular
country gives no indication as to the kind of identity policy in that country
and no indication as to whether these experiences can be applied in another
country (cf Home Affairs Committee, 2004 §38). Instead, it is necessary
to disentangle identity cards from a broader understanding of the identity
policies in these different countries.

For example, in many cases, there was limited, if any, discussion of the
identity policies underlying the identity schemes in existence. Many iden-
tity systems have been inherited from prior regimes of a completely different
kind: identity cards under Franco in Spain, registration by a Nazi Government,
national identity numbers by the Vichy regime in France, national registration
by the Church in Sweden, unstable governments in Greece, and Mussolini in
Italy. Sometimes they are implemented in times of war, as was the case in
Australia, Hong Kong, and the United Kingdom. In a significant number of
cases, identity cards have been implemented by decree rather than through a
national law, thus avoiding the national legislative process. This was the cho-
sen method in Spain, Greece, Italy, the Philippines, and Thailand.
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Where a debate about an identity policy does occur, there is usually ini-
tial broad support for identity cards, support that ebbs away when the flaws
of the system are seen, the penalties of noncompliance are noticed, costs
are disclosed and reviewed, and the implications are considered in detail
(Davies, 2004; Wadham et al., 2006).

Whether it is under constitutional law or because of public sentiment,
governments are not free to change their systems without some form of
public or legal negotiation. Even when systems were first implemented
under oppressive regimes, safeguards were eventually implemented. The
French and German systems are prime examples of this, with their variety
of restrictions and powerful regulators. Greece, where previously religious
faith, profession, and residence were indicated on identity cards, was com-
pelled to remove this by its national regulator. In Italy, officials have stated
that, although Italians like their identity cards, the implementation of a
fingerprint biometric would provoke a negative response.

Putting aside the issue of acceptance or rejection of identity cards, it is
increasingly clear that not all systems are built equally. That is, there are
significant variations in underlying national identity policies even though
there are common instances of an “identity card” across countries. Even
within the European Union, cards vary widely in their size, content, and
substance. Some have very large registries. Some rely on mandatory use.
Some involve biometrics. Some have considered and yet rejected biometrics.
Registration processes vary from registering at police stations to registering
at banks; from requiring the presence of a live witness to the submission of
a photograph signed by a referee; from the central storage of biometrics to
distributed systems that delete the biometric once a card has been issued.

The reasons for this variety are largely attributable to national legal
culture. The fact that a country has a national identity card does not mean
that its populace supports all forms of identity systems. Identity systems
in each country are designed with specific safeguards and it is this which
leads to the variability in design. Sweden refused to make use of the regis-
try; Germany cannot construct a database of biometrics; France has not
previously made its card mandatory; Italian regulators have wide powers
to ensure the adequate protection of data. Outside Europe the situation is
even more fragmented: some countries require iris scans and are consider-
ing the use of DNA, while the state of Georgia has removed fingerprints
from its driver’s licenses, China has abandoned biometrics and Taiwan
came close to declaring its fingerprinting program as unconstitutional.

Another interesting variation exists in relation to the nature of any
“national identification number” used. Some countries use a single iden-
tification number for all purposes; others issue sector-specific numbers.
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In some cases, specific legislation explicitly prevent the issuance of single
identification numbers, while in others, methods are used to create sector-
specific numbers that can only be (re)linked cryptographically (Otjacques
et al., 2007).

The form of the number varies as well. In some cases, the form of the
number has particular semantic properties: in Cyprus a prefix is used to
distinguish Cypriots from non-Cypriots, Malta has a different structure of
the number for Maltese citizens and foreigners. The Swedish “personnum-
mer” includes the person’s date of birth and, until recently, the county of
their birth. Finally, the ninth digit in the number is odd for males and even
for females. In the UK, in contrast, draft secondary legislation suggests
that the National Identity Registration Number (NIRNo) will be designed
to prevent the derivation of individuals’ characteristics. According to the
UK Government:

By reading the number alone without other information, it will not be pos-
sible to deduce any other personal information about the individual — for
example, this means that the number cannot be designed in such a way as
to impart information about an individual’s age, gender or nationality.

and

If reading any such number along with another such number and no
other information, it will not be possible to deduce any connection
between the individuals to whom they have been allocated, other than
that they both are registered on the National Identity Register. (UKIPS,
2008¢)

The review of the practices of other countries reveals further insights
into the issues surrounding identity policies. For example, the experience
in Japan with the weak security surrounding the Juki Net highlights the
risks to networking and creating a central registry. The Malaysian MyKad
experience has resulted in banks advising that the cards should not be used
to their full capabilities to access ATMs (cf BBC News, 2009b). Hong
Kong conducted a Privacy Impact Assessment before moving forward with
its card and rejected the implementation of a central database. Germany
also deletes registration information from central stores when they are no
longer needed and data are only collected locally. A number of countries
do not have onerous enrolment procedures, reducing costs and also min-
imizing the inconvenience for individuals. Some countries restrict the use
of identification numbers, Taiwan going so far as to try to gain acceptance
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for the numbers by adhering to local superstitions by minimizing the use
of the number “4.” Others have acknowledged that identity cards do affect
the relationship between citizens and police and have tried to find ways to
resolve the tensions that may arise. Many countries endow their national
regulators with broad powers to monitor abuse.

The functionality offered as part of the national identity policy, whether
in the form of digital certificates as found in the Belgian e-ID card (De
Cock et al., 2008; Van Alsenoy and De Cock, 2008), or various applications
found on MyKad or extra data and uses such as medical data proposed to
be held on the Spanish card, again reveal differing legal and cultural atti-
tudes underlying the implementation of the identity policy.

While countries differ on detailed issues, this review has shown that
there is no natural design for an identity scheme and that the development
of identity assurance mechanisms are as amenable to social (political,
popular, legal) influence as they are to any notion of the inevitability of
technological “progress” or modernization in any particular direction.

It also highlights the important role that the sponsoring department
can play in the shape of the eventual scheme (Whitley and Hosein, 2008).
Thus, once the UK and French proposals are tied to the Home Office and
Interior Ministry the other policy agendas of these departments are likely
to play significant roles in shaping the proposals brought forward before
parliament. For example, the UK Home Office and the French Interior
Ministry also have responsibility for crime prevention, policing, passports,
and immigration. This makes certain decisions, like the inclusion of fin-
gerprints into the register more understandable. They are no more, and
more likely much less, effective than other biometrics for tying a person to
a particular identity but have an opportunity to link the identity policy to
the other policy agendas of the sponsoring department. Thus, in the UK,
in an e-mail to those who had signed a petition against the introduction
of identity cards, the then-Prime Minister Tony Blair repeated an earlier
claim about the benefits of the scheme (Home Office, 2005d p. 3) by stat-
ing that:

The National Identity Register will help police bring those guilty of
serious crimes to justice. They will be able, for example, to compare
the fingerprints found at the scene of some 900,000 unsolved crimes
against the information held on the register. (Blair, 2007)

Most if not all countries are dealing with the issue of introducing or updat-
ing their identity policies, whether in the form of a card, an e-government
initiative, or a policing initiative. As such, many of the issues associated
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with technologically-leveraged identity policies may arise in many coun-
tries. Enrolment challenges, conflicting costs estimates, technology fail-
ures, problems of public confidence, and the need for safeguards may yet
be universal issues. As the Canadian Parliamentary committee’s interim
report concluded, changes in identity policy include transformations in the
relationship between the individual and the state, the need to consider data
protection and privacy issues, the worry about function creep and expansive
use of the identity policy beyond its original scope, challenges in the use of
advanced technology, confusion over the use of a single token or multiple
systems, problems introduced by the “new solution,” dynamics around costs
and governance, and issues regarding social cohesion and race relations.

Thus even if identity cards are untangled from identity policies, there
are still many generalized issues that the effective introduction of such pol-
icies need to address, revealing the limitations of existing policy analysis
and policy process for the study of technologically-leveraged policies.
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The life cycle of identity policy in
the United Kingdom

There are many stages to the life cycle of any policy and identity policy
in the UK is no different. There are questions about when the approach to
the identity policy arose and in response to which problems. There are the
details of the policy’s deliberative process, its eventual approval, its deploy-
ment, and enforcement. As this chapter demonstrates, the story of the UK
identity policy became increasingly personalized moving away from any
neutral, evidence-based norm that policy-making might be intended to fol-
low. Each stage in the life cycle of a policy provides opportunities for the
policy to be deflected or translated to address other stakeholders or policy
agendas. Nevertheless perhaps the most surprising feature of this case is
the way the policy has doggedly tried to keep to a simple narrative of prob-
lem, policy, and implementation.

The chapter begins by reviewing the two identity policies introduced in
the First and Second World Wars, before assessing the background to the
current legislation. Next the chapter outlines the Parliamentary passage of
the proposals as the Identity Cards Act (the Act) became law in 2006. It
then presents a series of further key events that have influenced the
on-going life cycle of policy as it moves toward implementation.

Two wartime cards

Identity policy is not new in the United Kingdom, potentially being traceable
back to the Doomsday book that in 1086 registered all the possessions of the
new King of England upon the landing of William the Conqueror. In fact,
the current National Identity Scheme (the Scheme) is the latest incarnation of
a national identity register that has appeared and disappeared in the United
Kingdom since the First World War. However, there is something relatively
unique about the UK amongst all of its European partners, in that until recently
it did not have a sustainable identity policy involving a national identity card.
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Reflecting on the experiences associated with the introduction and ter-
mination of these wartime cards will help place the reaction to the current
Scheme in a historical context and may explain some of the popular and
administrative responses to the Scheme’s implementation.

According to Agar (2005) before the introduction of identity cards dur-
ing the First World War, it was possible to find personal information listed
on eighteen disjointed, localized registers. This lack of clear data about the
UK population led to the development of the first National Registration
Bill during the First World War. In particular, there was a perceived need
to determine whether the UK could draw on a “patriotic population” that
was sufficiently large to support voluntarily both the military and indus-
trial requirements of the country in wartime. If the UK did not, then it
would need to consider conscription as an alternative (Elliot, 2006).

As aresult, rather than simply undertaking a census of the adult popula-
tion, the wartime government proposed a National Register listing the adult
population aged between 15 and 65, including their employment details and
requiring the State to be kept informed if they changed their address. The
implementation of the Register was based in the General Register Office
for England and Wales and the General Register Office for Scotland.

At an administrative level, the smooth running of the Register would
directly influence the reputation and effectiveness of the proposals and
raised questions about the administrative processes associated with their
implementation. For example, allocating every adult a unique identifica-
tion number, which could be used across the regions, required the creation
of a central index. Another concern faced by the Register Offices was their
classification of the employment categories of the individuals, as this could
determine who was to be exempted from military recruitment and hence
was potentially a matter of life and death, a decision that these civil serv-
ants had previously never faced (Elliot, 2006).

Once the register was in place, the War Cabinet was soon informed of
the number of men in England and Wales still available for national service:
1,413,900. As Agar (2005) notes, once this figure was determined, political
interest in National Registration (and the associated identity cards) waned.

During the Second World War, a second Register was introduced but
this time it was given a variety of purposes: coordinating national service,
national security, and the administration of rationing (Thompson, 2008).

In particular, it was the linking of the identity card with rationing that
made it a more significant part of public life during the Second World War
and beyond, as the absence of an identity card meant no legal access to food.

This scheme continued beyond the end of the Second World War, until
Clarence Willcock was stopped by a policeman in 1950 and asked to
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present his identity card. He challenged this request and, in court, argued
that as a piece of wartime legislation the carrying of an identity card should
no longer be enforced in peacetime. Though the court reluctantly agreed
that the card was legal at the time, the court also argued that a card could
antagonize the relationship between the citizenry and the police. In 1952
the scheme was scrapped.

Whilst the 1939 Act had three purposes for the register, by 1950 thirty-
nine government agencies were using the records. Although keeping track
of potential bigamists was suggested as one of the additional benefits of
the Scheme, Agar (2005) argues that this problem was not a particularly
prevalent issue at the time.

The new Bills and the Identity Cards Act 2006

Ever since the Second World War Identity Cards were scrapped, various
Home Secretaries are believed to have considered reintroducing some
form of national identity document, but each of these proposals had been
abandoned after the amassed expertise in the Civil Service had been pre-
sented to them. The current Scheme has its origins in proposals for “enti-
tlement cards” that were first proposed by the then-Home Secretary David
Blunkett in 2002 (Office of Government Commerce, 2003).

In the consultation document for the proposals (Home Office, 2002) the
core design of the Scheme is presented. It would entail

e establishing a secure database which could potentially hold core per-
sonal information about everyone who is lawfully resident in the UK

e implementing rigorous procedures to ensure that the information held
on the database was accurate and protected from unauthorized access;

e linking the core personal information to other databases which held
service entitlement information. This would allow service providers to
deliver their services more efficiently and effectively and in a way which
made it simpler for people to gain access to the services to which they
were entitled; and

e issuing entitlement cards to everyone on the central database so they had
a convenient way to access services (Home Office, 2002, §1.3).

In the consultation, the government sought the public’s opinion on “the
principle of establishing an entitlement card scheme as a more efficient
and convenient way of providing services, tackling illegal immigration
and illegal working and combating identity fraud” (Home Office, 2002, §P1),
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whether the card should be universal or targeted (§P2) and whether they
should be voluntary or compulsory (§P3). Views were also sought about
practical issues associated with the cards including the content and scope
of any associated legislation (§P5), incentives and sanctions to “help ensure
universal coverage” (§P6), the form of any personal identification num-
ber associated with the scheme (§P7), and the potential development of a
national population register (§P8).

As the Office of Government Commerce (OGC) Gateway 0 Review
(2003), undertaken in June 2003, shows the Home Secretary saw the intro-
duction of Entitlement/Identity cards as essential to reduce identity fraud
and improve our immigration controls (Office of Government Commerce,
2003, p. 3).

The review also noted that

The scope and objectives of an Entitlement Card scheme must be pre-
cisely defined at a very early stage and all opportunities and desires to
change or grow these requirements must be resisted;

The implementation risks must be minimized through the optimum
use of existing capabilities, skills and expertise; and

Entitlement Cards should represent a program of projects, as the low-
est risk implementation strategy will involve building on existing
operations and future initiatives in the Driver and Vehicle Licensing
Agency, Passport Service, Immigration and Nationality Directorate
and Citizens Information Project and possibly other areas as well
(Office of Government Commerce, 2003).

The report recommended that the Entitlement Card program be man-
aged by a single empowered organization. A second OGC Review was
undertaken in January 2004 (Office of Government Commerce, 2004). It
noted that

The combination of greater mobility and advancing technology is
making it increasingly difficult to protect and authenticate people’s
identity. As a result British citizens are facing growing threats to their
security and prosperity from illegal migration and working, organized
crime and terrorism, identity theft and fraud and fraudulent access to
public services. (Office of Government Commerce, 2004)

The review also noted that biometric passports were already being devel-
oped in the UK and that the U.S. would shortly require a biometric from
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foreign nationals entering the U.S. It understood that the Government’s
plans were to build a compulsory Identity Card Scheme in an incremental
fashion to “protect people’s true identity against fraud and to enable them
to prove their identity more easily without unnecessary intrusion by the
State.” This would involve establishing a National Identity Register (the
Register), proceeding toward more secure passports and driving licenses
based on biometric technology with personalized, specific identifiers, or a
stand-alone identity card for those who do not need a passport or driving
license (Office of Government Commerce, 2004).

The OGC Review made a number of detailed recommendations
including the continued requirement “to recognise the need of partner
Departments to make a success of their own businesses alongside their
participation in the Identity Cards scheme” and the requirement “to iden-
tify the preferred solutions to each of the main technical issues by the start
of the procurement phase.”

The Review also urged that “new costings and sensitivity analyses be
prepared, together with financial modelling, alongside the work on struc-
tures, standards, deliverables and technical issues discussed above” and
stated that the “CIP facility will need to be ready in time and to the required
standard if it is to be used to support the Identity Card programme” (Office
of Government Commerce, 2004).

On 29 November 2004, following a two-and-a-half-year gestation and
a name change from entitlement cards to identity cards, the Government
introduced and published its Identity Cards Bill. The Bill outlined an iden-
tity policy that was very similar to that envisaged in the original consult-
ation document and the OGC Reviews, based on a central register and the
use of biometrics. These components are discussed in more detail in the
next chapter.

The Bill was debated (in Second Reading) in the Commons on
20 December 2004 and was then considered in Committee in mid-January
2005. For details of how a Bill becomes law, see House of Lords (2008).
The Bill reached Third Reading on 10 February 2005 when it passed by
224 votes to 64. The Second Reading debate in the House of Lords took
place on 21 March 2005, after which the Bill was suspended pending the
General Election.

During the 2005 election, the Labour Party included proposals for iden-
tity cards in its election manifesto. Labour won the election, although with
a much weakened majority in the House of Commons. A revised version
of the Bill was promptly presented to the House of Commons on 25 May
2005 as one of the main items on the new policy agenda.
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It is important to also note a few more political dynamics. In 2003
a new nongovernmental organization established itself to fight the
Government’s policy, called NO2ID (www.no2id.org). In the ensuing years
it became significantly larger with greater resources to provide briefings to
Parliamentarians. Other human rights groups also emerged as opponents
to the Scheme and these groups played a significant part in raising public
and political interest in the issue.

A second and very significant development was that after the election,
the leader of the opposition party, the Conservative Party, resigned. Michael
Howard had been a strong proponent of identity cards when the Conservative
Party was in power and as Home Secretary he had also considered a national
identity card in the mid-1990s. So when the Bill went through the House of
Commons in late 2004 and in early 2005, the opposition party did not offer
a concerted effort to fight the Bill. In a famous moment, when the Bill was
receiving its Second Reading in December 2004, many Conservative MPs
were nowhere to be found and the explanation that emerged was that they
had all “gone Christmas shopping” (Kite and Freinberg, 2004).

When Mr Howard announced that he was stepping down as leader of
the Conservative Party, other members of the party began voicing stronger
opposition to the Bill. The party’s leadership contest ended up between two
strong opponents to the Bill, David Cameron (who, as a member of the Home
Affairs Committee that had looked into the Bill, had previously spoken about
his unhappiness with the policy, particularly the way it changed the relation-
ship between the citizen and the State (Cameron, 2004)) and David Davis
(who was appointed as the lead member of the Opposition on the Bill in the
Commons). With Cameron’s appointment as Party Leader the Conservative
Party position on the Bill became stronger, particularly on practical grounds.
Meanwhile, the third party of British politics, the Liberal Democrats, con-
sistently held strong beliefs that the Bill was contrary to civil liberties.

The LSE Identity Project Report

As the first version of the Bill was being considered by Parliament it
became apparent that there was very little deliberation about the details of
a Bill that could fundamentally alter the relationship between the citizen
and the State. Moreover, it became clear that many of the government’s
claims about the science and technology behind the Scheme (i.e. the design
of the Register and the use of biometrics for verification purposes) were
being accepted at face value with the prevailing discourse presented to the
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media being one of progress (Gamson and Modigliani, 1989). For example,
in June 2005 the then-Prime Minister, Tony Blair, said that identity cards
were “an idea whose time has come” (Daily Telegraph, 2005). Sometime
later, Tony Blair (2006) associated identity cards with modernity, former
Home Secretary John Reid (2007) related identity cards with civilization
and Home Office minister Liam Byrne (2007) argued that the Scheme
could become ““another great British institution.”

From an academic perspective this view of the success and benefits of
the Scheme would appear to reduce the intimate intertwining of society
and technology to a simple cause-and-effect sequence. The deterministic
focus on technology’s effect on society neglects the many ways in which
people can affect the role that technology plays in society. Politically, such
a view seems “‘to encourage a passive attitude to an enormously important
part of our lives” (MacKenzie and Wajcman, 1999, pp. xiv—xv).

Inspired by this insight, a group of researchers based at the London
School of Economics and Political Science (LSE) decided to undertake
research into the government’s proposals. The intention behind this work
was to enhance the policy debate. As Giandomenico Majone notes:

Good policy analysis is more than data analysis or a modelling exer-
cise; it also provides standards of argument and an intellectual struc-
ture for public discourse. Even when its conclusions are not accepted,
its categories and language, its criticism of traditional approaches, and
its advocacy of new ideas affect — even condition — the policy debate.
(Majone, 1989, p. 7)

The LSE “Identity Project” decided to present a thorough analysis of
the government’s proposed identity policy, taking into consideration both
issues of principle and concerns about practicalities.

The LSE team released an Interim Report (LSE Identity Project, 2005a)
in March 2005 to coincide with the Second Reading debate in the House of
Lords. The purpose of this report was to present many points of views on
aspects of the Scheme, to begin to inform the debate, and to seek feedback
on the analysis presented.

On 27 June 2005 the LSE Identity Project released its Main Report
(LSE Identity Project, 2005¢), the day before Parliament revisited the Bill
upon the reopening of Parliament after the general election. This report
was over 300 pages long and concluded that while an identity card sys-
tem could offer some public interest and commercial sector benefits, there
were a number of areas of major concern with the Government’s plans.
These are summarized in Table 3.1.
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Table 3.1 Key conclusions of LSE Identity Project

Multiple purposes: The UK scheme has multiple rather general rationales, suggesting that it
has been “gold-plated” to justify the high-tech scheme.

Will the technology work? No scheme on this scale has been undertaken anywhere in the
world. Smaller and less ambitious schemes have encountered substantial technological and
operational problems that are likely to be amplified in a large-scale national system. The use of
biometrics creates particular concerns, because this technology has never been used at such a
scale.

Isitlegal? Inits current form, the Identity Cards Bill appears to be unsafe in law. A number of
elements potentially compromise Article 8 (privacy) and Article 14 (discrimination) of the
European Convention on Human Rights.

Security: The National Identity Register will create a very large data pool in one place that could
be an enhanced risk in case of unauthorized accesses, hacking, or malfunctions.

Citizens’ acceptance: An identity system that is well-accepted by citizens is likely to be far
more successful in use than one that is controversial or raises privacy concerns.

Will ID cards benefit businesses? Compliance with the terms of the Identity Cards Bill will

mean even small firms are likely to have to pay for specialist readers which, together with other
requirements, will add to the administrative burdens firms face.

Shortly before the LSE Main Report was published, newspaper reports
at the end of May 2005 suggested that the LSE analysis was indicating that
the likely cost of identity cards could be of an order of £300 per person
(BBC News, 2005b; Doward, 2005; Pascoe-Watson, 2005).

The government responded robustly to these reports, with Ministers
stating that the likely costs of the card were nowhere near that presented
by the draft LSE report (Adams, 2005). By the following week, press cov-
erage was including details of the alternative Scheme being proposed by
the LSE Report, which was likely to be less costly than the government’s
proposals (Harrison, 2005).

The Government’s opposition to the LSE report escalated on 16 June 2005,
when the then-Home Secretary (the head of the Home Office) went on the
BBC Radio 4 Today program to describe the LSE’s costings as “simply mad,”
saying that the reports were “completely wrong” and that the kinds of figures
“that have been talked about in the media based on their briefings are total
nonsense.” He also accused the LSE of running “scare stories” (BBC News,
2005a). At this stage, the Government’s plans were to have the first identity
cards issued to UK citizens by the end of 2007 (Arnott, 2005).

Unsurprisingly, the Home Secretary’s outburst received extensive media
coverage raising public awareness of the cards considerably (Freeman,
2005; The Sun, 2005; Tempest, 2005; Whitley, 2009).

The Home Secretary acknowledged that the report had not been offi-
cially released and had not been seen by Home Office officials. The LSE
had frequently sought to engage with the Home Office, offers which had
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repeatedly been turned down. The LSE Director Howard Davies told The
Times

The researchers involved have offered to discuss this work with the
Home Office several times. Charles Clarke may not like the conclu-
sions, but he has no basis to question the integrity of the LSE or those
conducting the research. (Freeman, 2005)

As a result of the attacks on the integrity of the LSE as well as on the
research itself, the launch of the LSE report was rescheduled to 27 June
2005 (the day before the Second Reading debate) so that LSE Director
Howard Davies could introduce the launch of the report.

Speaking on 28 June 2005, the Home Secretary again attacked the LSE
research, calling it “technically incompetent” and singling out one of the pro-
ject mentors, Simon Davies, for being a “partisan” academic (Crace, 2005), a
claim repeated by the Prime Minister in January 2006 (Davies, 2006).

The reason for Howard Davies’s support for the LSE report became
clear in a letter he wrote to the Times (Winnett, 2005). In it, he accused
the Home Office of using “bullying and intimidation” in its attempt to
suppress a study about identity cards. He had received an aggressive phone
call from Sir John Gieve, Permanent Secretary at the Home Office (the
chief civil servant responsible for that department), who was said to have
been delivering a “political message.” Howard Davies said that he was
“genuinely shocked” by the experience. LSE Governors also claimed that
the Home Office had tried to delay publication until after the House of
Commons Second Reading debate. Lord Grabiner, chairman of the LSE
governors added: “We don’t take very kindly to interference with academic
freedom. Also, we think the work was done independently and objectively
and in the good academic tradition” (Winnett, 2005).

Howard Davies later wrote to a member of the House of Lords saying
“we have had some extraordinary responses to our work from the govern-
ment, who appear to think that they can deal with a Report from a group
of academics from a University in the way they would a submission from
the official opposition” [Quoted by Lord Phillips of Sudbury, 19 December
2005, Column 1552].

In late July 2005, the Home Office issued a response to the LSE “alter-
native blueprint” for an identity scheme (Home Office, 2005b) giving
further details about the logic underlying its own proposals including the
largely automated nature of the biographical enrolment check, the “com-
mon sense” underlying the approach of using a centralized database and
the claim that the approach “complies with industry best practice.” The
Home Office response to the LSE report also suggested that the LSE’s
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costings of the Government’s plan had allocated between £500m and £1bn
in marketing costs and questioned the validity of this amount. Responding
to this analysis of the LSE’s costings of the scheme’s likely marketing
costs, the LSE Identity Project pointed out that “the LSE report did not
set out an estimate for marketing costs or indeed for any line item of that
nature. Such a figure would, however, most likely be somewhat higher
than the range suggested in HO’s [Home Office’s] response document”
(LSE Identity Project, 2005b). Moreover, in the Research Status Report
issued in January 2006 (LSE Identity Project, 2006¢c) the LSE Identity
Project offered a possible explanation for the confusion: “Another report
from another organization, Kable, included marketing costs within their
estimates, following the example of a Home Office commissioned-study.
Though we collaborated with Kable on the costings models used, even a
superficial analysis of the two reports would note the absence of the £1bn
line item from the LSE report” (LSE Identity Project 2006c¢, fn10).

Parliamentary progress of the Bill

Details of the Parliamentary debates about the revised Bill are given in
Table 3.2. Even with Labour’s reduced majority, the scrutiny of the Bill in
the House of Commons was relatively limited. However, when the lower
House approved the Bill in October 2005, it was then sent to the House of
Lords where its passage became more problematic for the Government.
In particular, in the Lords the Labour party was the minority party and
faced effective, coordinated opposition from the other two main parties
(Conservatives and Liberal Democrats).

In early 2006, the Lords approved a number of significant amendments to
the Bill. These included a proposal that the Act only commence after a report
on the costs and benefits of the Scheme had been delivered to Parliament, that
citizens be offered a choice about whether their details be recorded on the
Register when they are issued with designated documents, deleting a clause
to ensure that the transition from a voluntary to compulsory system needed to
be made by primary legislation and changes to the appointment and report-
ing line for the Scheme Commissioner. As the Bill had been modified by the
upper House, it had to return to the lower House for further consideration.

When the Bill returned to the House of Commons, the Government con-
tinued to attack the LSE Identity Project’s reports, focusing particularly on
the question of the “marketing costs.” The Home Office minister respon-
sible for the Bill in the Commons Andy Burnham MP, wrote to members
of the Parliamentary Labour Party repeating the claim that “The LSE also
allocated an inflated £1billion marketing budget and assumed a much
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Table 3.2 Parliamentary passage of the Identity Cards Bill after the May 2005

Date House of Commons House of Lords
25 May 2005 Introduction to House
(First reading)
28 June 2005 Second reading
05 July-21 July 2005 Committee Stage
18 October 2005 Remaining stages
19 October 2005 First reading
31 October 2005 Second reading
15 November-19 December 2005 Committee stage
16 January-30 January 2006 Report stage
06 February 2006 Third reading
13 February 2006 Consideration of Lords’
Amendments
06 March 2006 Consideration of Commons’
Amendments
13 March 2006 Consideration of Lords’
Amendments
15 March 2006 Consideration of Commons’
Amendments
16 March 2006 Consideration of Lords’
Amendments
20 March 2006 Consideration of Commons’
Amendments
21 March 2006 Consideration of Lords’
Amendments
28 March 2006 Consideration of Commons’
Amendments
29 March 2006 Consideration of Lords’
Amendments
29 March 2006 Consideration of Commons’
Amendments
29 March 2006 Consideration of Lords’
Amendments
30 March 2006 Royal Assent

higher loss/theft ratio than is the case for existing documents. In that way
the research generated headlines of the kind that read “£300 for an ID card”
which some may say was the object of the exercise” (Burnham, 2006).
The Lords’ amendments about the Scheme Commissioner were over-
turned in the House of Commons. The question of costs and commence-
ment were addressed by an amendment introduced by Frank Dobson MP
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that was accepted by the Lords when the Bill returned there after its recon-
sideration by the lower House.

The issue of voluntary versus compulsory enrolment was more problem-
atic and the Bill “ping ponged” between the two Houses on five occasions in
February and March 2006 on the issue of linking the issuing of identity cards
to the renewal of passports before a compromise amendment was accepted
on 30 March 2006 (Whitaker, 2006). This amendment was proposed by
the former Cabinet Secretary Lord Armstrong and offered the concession
that, for a period until the next general election, a person could choose not
to be issued with a card although obtaining a passport would remain con-
ditional on biometric enrolment on the Register. The Bill received Royal
Assent shortly thereafter and on 1 April 2006, a new agency — The Identity
and Passport Service (IPS) — was created from the former Passport Agency.
Chapter 7 examines the debates about compulsion and costs in more detail.

Identity Cards Scheme or the National Identity Scheme

Throughout the deliberations about the Act, the resulting Scheme was
referred to as the Identity Cards Scheme and the requirement to report on
costs is labeled as a “Report to Parliament about likely costs of ID cards
scheme.” The Act also, however, refers to the National Identity Scheme
Commissioner, which suggests the National Identity Scheme might be
something different from the Identity Cards Scheme.

This confusion is not helped when the first 5.37 cost report (“about the
likely costs of the ID card scheme”) states that the Act “establishes in stat-
ute the framework for a National Identity Scheme” (UKIPS, 2006a). All
later IPS reports use the language of the “National Identity Scheme.” For
example, the 2006 Strategic Plan states:

The National Identity Scheme will be governed by the Identity Cards
Act 2006, immigration legislation, the secondary legislation (regula-
tions and orders) made under the Identity Cards Act 2006 and approved
by Parliament, and other legislation (e.g. the Data Protection Act, etc.).
(UKIPS, 2006b, §72)

The “immigration legislation” that is referred to is the UK Borders Act
2007, which had not been proposed at the time that the Identity Cards Bill
was being debated. The same document states that:

The National Identity Scheme is the term used to describe the
Government’s plans to improve the way that identity can be verified so

85



86

Global challenges for identity policies

as to provide greater convenience for individuals as well as improved
protection for the public. It will provide a new way to do this — more
securely, and more conveniently. It has three key elements that improve
on current systems:

¢ asingle National Identity Register,
e the recording of fingerprint biometrics,
e the issue of biometric identity cards. (UKIPS, 2008c, §1.16)

Under the UK Borders Act 2007, “there will remain a separate system
for issuing identity cards to foreign nationals by the UK Border Agency”
(UKIPS, 2008c, §1.19). “At a later date the identity cards issued to for-
eign nationals will be designated as ID cards under the Identity Cards Act.
From that point onwards identity details of foreign nationals will also be
held on the National Identity Register together with the identity details of
British and EEA nationals issued with identity cards” (§1.19).

This suggests, therefore, that until details of these identity cards issued
to foreign nationals are entered onto the Register, they are not technic-
ally part of the National Identity Scheme. Furthermore, according to the
Strategic Action Plan:

Appointing a commissioner to oversee the operation of the National
Identity Scheme is a key safeguard of the Identity Cards Act 2006.
The Commissioner will be recruited by means of an open competi-
tion, which will begin significantly before the first ID card is issued.
(UKIPS, 2006b, §74)

The first biometric identity cards for foreign nationals were issued in
late 2008 but the recruitment process for the National Identity Scheme
Commissioner did not begin until early 2009 and the Commissioner
is due in post in mid-2009. The holders of these first cards will also
not have any of the protections of the Scheme Charter, which sets out
the rights and responsibilities of individuals, businesses and of the
Government related to the Scheme, as this will only be published in the
second half of 2009.

This suggests that there is still not yet a “National Identity Scheme” in
operation in the UK despite some biometric identity “documents” having
been issued. This point is reinforced by statements like: “The National
Identity Scheme (NIS) is arriving over the next few years” (UKIPS, 2008e,
p- 3) and “This document sets out how the Government will deliver the
National Identity Scheme (NIS or “the Scheme”), how the Scheme will
work and be operated” (UKIPS, 2008a, p. 6 emphasis added). However it
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is also contradicted by the statement in the Delivery Plan that “the first step
in implementing the National Identity Scheme has been the introduction
of fingerprint visas through the UKvisas Biometrics Programme, which is
making a real impact overseas” (UKIPS, 2008a, p. 9 emphasis added).

Given this ambiguity, the Scheme referred to in this book refers to the
more broadly defined National Identity Scheme.

Other key events

Although the Bill received Royal Assent in March 2006, since then there
have been a number of key events that have shaped the development of the
Scheme. As an understanding of these is needed for the later chapters, each
of the key events is presented.

In this case, the period covers a number of “critical incidents” (Pettigrew,
1990) in the life of the Scheme. Each of these incidents reveals new data
associated with the relationship under study and each can best be under-
stood in relation to the previous events as a form of longitudinal case study
(Milne and Culnan, 2002; Organization Science, 1990; Walsham, 2006).

Science and Technology Select Committee inquiry

The question of the government’s use of scientific and technological
advice in developing the proposals for identity cards formed a key part of
a House of Commons Science and Technology Select Committee inquiry.
The inquiry looked at three areas of government policy: the classification
of illegal drugs, the use of MRI equipment, and the technologies support-
ing the Government’s proposals for identity cards.

The inquiry into identity cards took place after the Bill had become law
and received written and oral submissions from the Home Office as well
as representatives from industry and academia (Science and Technology
Select Committee, 2006).

Leaked e-mails and the Strategic Action Plan

On 9 July 2006 a leading Sunday Newspaper ran a front page headline story
entitled “ID cards doomed” based on leaked e-mails sent between senior
officials from the Office of Government Commerce and the Identity and
Passport Service. These e-mails had been exchanged on 8 and 9 June 2006.
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The first e-mail, from OGC Mission Critical Director David Foord,
warned:

even if everything went perfectly (which it will not) it is very debatable
(given performance of Govt ICT projects) whether whatever TNIR
[Temporary or Tactical National Identity Register] turns out to be (and
that is a worry in itself) can be procured, delivered, tested and rolled
out in just over two years and whether the resources exist within Govt
and industry to run two overlapping procurements. What benchmark
in the Home Office do we have that suggests that this is even remotely
feasible?

I conclude that we are setting ourselves up to fail. (The Sunday Times,
20006)

The response, from Peter Smith, Acting Commercial Director for the
Identity and Passport Service indicated what was likely to happen next:

The procurements we will (we hope) launch in the next few months —
not the TNIR but things like APSS and contact centre — are all neces-
sary (essential) to sustain IPS business as usual and we are designing
the strategy so that they are all sensible and viable contracts in their
own right EVEN IF the ID Card gets canned completely. So also less
dependence on business case approval etc. (The Sunday Times, 2006)

Following these leaks the recently appointed Home Secretary John Reid
delayed all aspects of the procurement process and ordered a full-scale
review of the proposed Scheme. As a result of this review, a new Strategic
Action Plan (UKIPS, 2006b) was released in December 2006 on the last
day before the Christmas Parliamentary Recess. This proposed a redesign
of the Scheme, for example by dropping the mandatory use of iris biomet-
rics and reusing three existing government databases rather than designing
a new National Identity Register from scratch.

Procurement and supplier short listing begins

In late October 2007, following a Pre-Qualification Questionnaire stage
(which solicited 11 responses) IPS announced a long list of suppliers who
would be invited to participate in a Competitive Dialogue with IPS, prior
to seeking final tenders for the Framework Agreement. This “long list”
consisted of eight suppliers: Accenture; BAE Systems; CSC; EDS; Fujitsu;
IBM; Steria; and Thales.
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The procurement approach is based around a “Framework Agreement”
that will involve a small group of suppliers (the “Strategic Supplier Group”
(SSG)) who will work with IPS to deliver capabilities for the Scheme.
According to the NIS Strategic Supplier Framework Prospectus, the major-
ity of components for the Scheme will be bought as managed services by
running “mini-competitions” among members of the “Strategic Supplier
Group” (UKIPS, 2007b). For example, two projects were described as hav-
ing received approval at the time that the prospectus was issued:

The replacement of core Application and Enrolment processes for
passports and the provision of desktop infrastructure for IPS; and

The replacement and upgrading of the existing systems for fingerprint
matching and storage in connection with immigration and visa require-
ments and transition to the replacement service. (UKIPS, 2007b, p. 17)

Members of the SSG would therefore compete to implement these
projects for IPS and the contracts for these systems were issued (to CSC
and IBM respectively) in April 2009 (Collins, 2009b). Other projects that
are envisaged include:

e Biometric recording, storage and matching needs, including the systems
integration of new and existing services;

e Biometric support;

e Further development of Application and Enrolment solutions to meet
future needs (which may include business process, people, systems, and
premises);

e Data sharing services;

¢ Biographical Background Checking Services (for the purposes of con-
firming identity);

e Identity Checking Services;

¢ Production, Management, and Distribution of passports, ID Cards, and
other products;

¢ Biometric Enrolment Services; and

e Other capabilities including entitlement checking services and associ-
ated case management services (UKIPS, 2007b).

However, in January 2008 two major companies (Accenture and BAE)
withdrew from the Competitive Dialogue process (Palmer and Burns,
2008b) and in February 2008 Steria also withdrew from the process
(Grant, 2008). This left only five suppliers in the Competitive Dialogue
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process and all five were appointed to the Strategic Supplier Group in May
2008 (UKIPS, 2008f).

Leaked plans

In January 2008, the lobby group NO2ID leaked what it claimed were
updated plans for the Scheme, based on the outcomes of an Options
Analysis process (NO2ID, 2008). According to this document, a “tactical
solution” for implementing the Scheme was proposed, including target-
ing particular groups for early enrolment. These include those in trusted
relationships, where it was claimed that there was a “strong narrative” for
linking identity assurance, vetting and Criminal Records Bureau checks.
Examples included airside transportation workers and young people (who
could use them as identification when opening bank accounts or applying
for student loans and accessing age-restricted locations such as bars and
nightclubs). The analysis suggested a two-phase approach, with the tar-
geted groups enrolled in the first half of 2009 and a “high level” approach
for enrolment from 2012 onwards. The plans also suggested downplay-
ing the role of biometric identifiers (“we should eventually work toward a
Scheme including a high proportion of fingerprint enrolment” (emphasis
added)).

HMRC data breach

Perhaps the most significant external event was the announcement by the
Chancellor Alistair Darling, on 20 November 2007, that a data breach involv-
ing “personal data relating to child benefit” had arisen in Her Majesty’s
Revenue and Customs (HMRC) [20 November 2007, Column 1101-]. On
18 October 2007, in response to a request from the National Audit Office
(NAO) for data in relation to payment of child benefit, a civil servant at
HMRC sent a full copy of the data on two password-protected compact
discs, using an obsolete version of compression software with weak encryp-
tion. The discs were sent using the HMRC’s internal mail service, operated
by TNT. The package was not recorded or registered and failed to arrive
at the NAO. When the requested discs did not arrive, a further set of discs
were sent, this time by recorded delivery. These did arrive. Senior manage-
ment at HMRC was not told about the lost discs until § November 2007.
The discs, containing details of all child benefit recipients, records
for 25 million individuals and 7.25 million families, have still not been
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recovered. The records included the names of recipients and the names of
their children as well as address details and dates of birth, child benefit
numbers, national insurance numbers and, where relevant, bank or build-
ing society account details.

Following this statement, the Chancellor appointed Kieran Poynter,
Chairman and Senior Partner of PricewaterhouseCoopers LLP to review
the circumstances surrounding the data breach and to make recommenda-
tions on urgent and longer-term changes required to ensure such breaches
do not recur. Poynter issued a first report, addressing what exactly hap-
pened and what urgent measures should be taken, on 14 December 2007
(Poynter, 2007). Poynter issued his final report in June 2008 (Poynter,
2008) at the same time as a slew of other government reports on data han-
dling and security (Cabinet Office, 2008a, b; IPCC, 2008).

Unsurprisingly, the news of a breach of this scale immediately renewed
concerns about the government’s plans to store the personal details of the
entire UK population on the three logically distinct databases that would
comprise the Register. There was renewed interest in alternative, more
secure means of storing this data in such a way that minimizes the risk of
similar large-scale breaches (LSE Identity Project, 2008).

The Crosby Review of Identity Management

When Gordon Brown was still Chancellor of the Exchequer, he
appointed Sir James Crosby to chair the Public Private Forum on Identity
Management. The forum was asked to review evolving technologies used
for identity management and consider how public and private sectors can
work together to maximize efficiency and effectiveness (Brown, 2006).
Crosby began his work in September 2006, consulting widely with govern-
ment, industry, and civil society. He presented his preliminary report to the
Chancellor in March 2007 and was invited to produce a fuller report for
later that year. Crosby’s review was mentioned in the leaked NO2ID report
and in the 2008 Delivery Plan and the government has claimed that it has
benefited greatly from the review and is incorporating key elements of it in
their plans, a claim that has been challenged by others.

Introducing the concept of identity assurance, Crosby states that “the
key element in common between the public and private sectors is the con-
sumer” (§1.2) and he therefore defines identity assurance as “a consumer-
led concept in which people prove who they are to others, be they retailers,
financial institutions, domestic or foreign governments etc.” (§1.3). In this
context, identity is “an informational representation of the chain of life
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events that is defined by who they are” (§1.4). For Crosby, the consumer
focus in identity assurance makes it distinct from identity management
which, although utilizing many of the same technologies, he sees as being
designed “to benefit the holder of the information,” whereas identity assur-
ance “is focused on bringing benefits to the consumer” (§1.6).

In terms of biometrics, Crosby notes that they provide “no ‘silver bul-
let’ in identity assurance” (§1.19) and pure biometric images are irreplace-
able once compromised. He therefore suggests that if biometrics are taken,
“the database need only store one of a number of nonunique digital rep-
resentations (a collection of points on the print) which can, if needs be, be
replaced by another nonunique representation” (§1.20). That is, from an
identity assurance perspective, full images of biometric data should not
be held on government databases although, from an identity management
perspective, other government departments (such as the police with their
collection of unmatched crime scene prints) may find the storage of full
images beneficial (Whitley and Hosein, 2008).

In order for the public and private sectors to benefit from an identity
assurance scheme, Crosby recognized the importance of widespread and
fast consumer adoption. He noted that “low-cost schemes have found it
easier to persuade citizens of the scheme’s benefits and have demonstrated
higher take up” (§3.5) where low-cost might involve cheap or free tokens and
low cost enrolment. According to Crosby, an effective identity policy has to
involve the private sector in the roll-out of any identity assurance scheme
and the scheme should be built on existing infrastructure and resources.

On the question of reliability Crosby notes that “it is technically impos-
sible for any identity scheme to provide 100 per cent assurance” (§4.7) and
argued that a quick and efficient repair of identity is also required. Such a
process would also help secure public trust in the scheme.

In summary, Crosby presents 10 key principles that, he suggests, will
lead to a consumer-led assurance scheme that has “universal status” (these
are summarized in Table 3.3) and a scheme that would provide significant
benefits to both the public and private sectors. Reading between the lines,
it is clear that Crosby is no fan of the National Identity Scheme as many of
the principles he proposes are not currently found in the Scheme.

Delivery plan 2008

On 6 March 2008, on the same day as Sir James Crosby issued his report on
identity assurance the Home Office issued what it called the “Delivery Plan”
for the National Identity Scheme (UKIPS, 2008a). This document confirmed
much that had been foreshadowed in the document leaked by NO2ID.
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Table 3.3 SirJames Crosby’s ten principles for the design of any identity assurance
scheme

1. The purpose of any scheme should be restricted to that of enabling citizens to assert their
identity with ease and confidence.

2. The scheme’s governance should be designed to inspire the highest level of trust among
citizens.

3. The amount of data stored should be minimized. (In this context, Crosby recommends that
only nonunique digital representations of biometric images should be stored and that any
additional data accessed during enrolment should not be retained.)

4. Citizens should “own” their entry on any register. (In particular, Crosby suggests that the
verification of identity should be performed “without the release of data,” that is, it should
not be possible to “push” data to other public or private sector organizations).

. Enrolment processes should vary between individuals and change over time.
. The scheme should be capable of being rolled out at pace.

. The scheme’s systems should be closely aligned to those of the banks.

0 N o wu

. Citizens should be able to rely on their cards being replaced and their identity being
repaired quickly and efficiently.

el

. Enrolment and any tokens will have to be provided free of charge.

10. The market should provide a key role in delivering a universal ID assurance scheme.

Source: Sir James Crosby, 2008, pp. 7-8.

In particular, it noted a “twin track™ approach to delivering the Scheme,
beginning with those who are employed in sensitive roles or locations and
in 2010, for young people on a voluntary basis. The second track would
involve, from 2011/12, high-volume enrolment of British citizens, offering
a choice of receiving a separate identity card, a passport, or both (UKIPS,
2008a, p. 7). The plan also suggests that the widespread availability of
personalized, joined-up services will be available in 2015. On 1 August
2008, French company Thales was awarded the contract to implement the
Temporary or Tactical Register (UKIPS, 2008I).

The 2008 Delivery Plan represents the third significant delivery option
for the UK’s National Identity Scheme. It presents a far slower roll-out
of identity cards to the UK population than the initial 2007 roll-out and
significantly changes the nature of the Scheme, including its enrolment
and verification functionality. The changes to the Scheme and the conse-
quences that result are examined in detail in Chapter 9.

Home Affairs and Constitution Committees

In March 2007 the Home Affairs Select Committee announced an inquiry
into “A surveillance society?” focusing on Home Office responsibilities
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‘such as identity cards’, the Committee’s report, including detailed discus-
sion of the Identity Cards Scheme was published on 8 June 2008 (Home
Affairs Committee, 2008).

In April 2007, the House of Lords Constitution Committee launched
its own investigation into the impact of surveillance and data collection,
which was set against a series of proposals including identity cards. Its
report, “Surveillance: Citizen and State” was published on 6 February
2009 and also included detailed consideration of the implications of the
Identity Cards Scheme (Constitution Committee, 2009).

Secondary legislation

In June 2003, the OGC Gateway Review of the Scheme had recommended
that “the key accompanying secondary legislation, will need to proceed
alongside the work on project definition” once a decision to proceed
had been taken in principle (Office of Government Commerce, 2003).
However draft secondary legislation was only presented for consultation
in November 2008 (UKIPS, 2008c).

This legislation included details about enrolling “Wave One” airport
workers, National Identification Number (NIRNo) Regulations (including
the decision not to have the NIRNo on the face or the chip of the card), and
detailed regulations and penalties associated with the issuance and update
of data on the Register.

Evolution of the political opposition

As described above, over the course of the debate about the government’s
proposals for identity cards, the political parties in Britain eventually drew
clear lines in the sand over the issue. In the 2005 election the Labour Party
was insistent in its support for a voluntary identity card scheme, with a
statement in its party manifesto stating as much. The Conservative Party
was a bit more confused at the time, but as a result of the leadership battle
after the election, the Conservative’s position became more clear.

In fact, by the time the Bill was revisiting the House of Commons the
Shadow Cabinet was offering emphatic opposition to it. When David
Cameron was elected as Conservative Party Leader one of his first pol-
icy announcements was that, should he win the next election, he would
abandon the proposals for identity cards. His opponent in the leadership
campaign, David Davis, was appointed as the Shadow Home Secretary,
making him responsible for continuing the opposition to the Scheme.
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After the Bill became an Act, the political opposition continued and, if
anything, increased. Notably, David Davis took the unprecedented action
of contacting the Cabinet Office and the IT industry to warn them about
the procurement process for the Scheme, reminding the firms that if the
Conservatives were to win the next election their intention would be to ter-
minate all the contracts relating to the Scheme.

David Davis eventually stepped down from his position and called a
by-election to get reelected with a mandate on protecting civil liberties in
Britain, including repealing the Identity Cards Act (Raab, 2009). He won
that by-election but was not reappointed as Shadow Home Secretary. To
date the Conservative Party continues to state its strong opposition to iden-
tity cards (Cameron, 2009).

With the possibility of a hung Parliament after the next election, the
continued opposition to identity cards by the Liberal Democrat “third
party” suggests that a coalition alliance between these parties would result
in the Scheme being scrapped.

95



The proposed National ldentity
Scheme for the United Kingdom

It is widely appreciated in policy analysis that any given policy is much
more than the legislative language that authorizes it. What is more dif-
ficult to capture, however, is the full picture of a policy, as the creators of
the policy themselves may not fully appreciate its long-term version. When
this policy enshrines itself in a technology or an infrastructure it becomes
essential, for the purpose of policy analysis, to understand both the pro-
posed legislative language and also the descriptions of the “full picture.”
Details of the full picture, as much as the policy makers themselves know
them, tend to leak from the reports and formal documents issued by the
creators of a policy, but they also emerge through probing amendments,
careful questioning and, occasionally, by accident.

In parliamentary and open debates, such “prodding” is commonplace
and can often be a useful research device. That is, when policy-makers
are compelled to answer specific questions they must move away from
carefully worded, general statements about the virtues of a scheme and
disclose some of its proposed characteristics.

This chapter reviews the National Identity Scheme (the Scheme) as it
was put to Parliament during the Parliamentary scrutiny of the Identity
Cards Bill (the Bill) and as outlined in the final Act that received Royal
Assent in March 2006 (the Act). The government always claimed that
the Identity Cards Act 2006 was “just” enabling legislation as there was
“much still to be done in terms of detail, regulations and all the other ele-
ments” [28 June 2005,: Column 1253] and the first batch of draft second-
ary legislation that provided this detail was finally issued in November
2008. Nevertheless, this “enabling” legislation still coded into law many
key aspects of the Scheme as the Home Office envisaged it would be
implemented (cf Home Office, 2002; Office of Government Commerce,
2003).

This chapter reviews the key aspects of the Scheme as “enabled” by
the legislation, the key issues that Scheme was due to address, the way in
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which the Scheme was intended to operate, the costs and benefits of the
Scheme and the proposed roll-out strategy.

Overview of the Scheme

There is great irony that the Act is only partially about identity cards.
That is, the card is only one part of a much larger integrated scheme. The
Government’s vision involves a multifaceted and far-reaching scheme that
collects and processes substantial use of personal information within a
complex legal and technological environment, yet it chose to present the
legislation surrounding the Scheme in an Act named after an age-old
technology.
The Act outlines an identity system that has seven components:

e The National Identity Register (the Register): This element is the
information hub of the system. Clause 1 of the Act imposes an obliga-
tion on the Secretary of State to establish a central population register
containing a wide range of details of every UK citizen and resident aged
from 16 years. The Register will also record “information about occa-
sions on which information recorded about him in the Register has been
provided to any person” (i.e. an audit trail of every time an identity is
formally verified against the Register).

e The code: Clause 2 (5) requires that every individual must be given
a unique number, to be known as the National Identity Registration
Number (NIRNo). In the same way in which the U.S. Social Security
Number has become a de facto identification number in many sectors
(Garfinkel, 1995) this number could become the “key” for government
and private sector organizations to access information on the Register
and, in certain circumstances, to share information.

e Biometrics: Clause 5 (5) requires individuals to submit to fingerprint-
ing and “other” means of physical (biometric) identification. Clause 42 (1)
specifically lists the features of an iris as an example of biometric
information.

¢ The card: Clause 6 establishes the actual identity card, generated from
and containing part of the information in the Register.

¢ Legal obligations: Clauses 13 and 14 establish the ways in which it may
be necessary to produce the card in order to obtain public services.

e Administrative convergence: The number and the Register will be used
by a variety of agencies and organizations both for access and disclo-
sures and in the future as a possible administrative base. Schedule 4 (1)
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lists those registration numbers (e.g. National Insurance, passport, drivers
license, etc.) that might be stored on the Register for a particular person.
New crimes and penalties: The Act establishes a large number of new
crimes and offences to ensure that people comply with the legislation.

Objectives of the Scheme

The statutory purposes of the Scheme are to facilitate, by the maintenance
of a secure and reliable record of registrable facts about individuals in the
United Kingdom,

the provision of a convenient method for such individuals to prove
registrable facts about themselves to others who reasonably require
proof; and

the provision of a secure and reliable method for registrable facts about
such individuals to be ascertained or verified wherever that is necessary
in the public interest (Clause 1(3)).

For the purposes of the Act, something is necessary in the public inter-

est if and only if, it is

in the interests of national security;

for the purposes of the prevention or detection of crime;

for the purposes of the enforcement of immigration controls;

for the purposes of the enforcement of prohibitions on unauthorized
working or employment; or

for the purpose of securing the efficient and effective provision of public
services (Clause 1(4)).

The last subclause is potentially so broadly worded as to permit virtu-

ally any government activity to be covered by the catch-all phrase “effi-
cient and effective provision of public services,” with further ambiguity
introduced by the pluralized “services.”

According to the Government’s Identity Cards website, the Scheme

aims to

help protect people from identity fraud and theft;

strengthen our security and improve public confidence;

tackle illegal working and immigration abuse;

disrupt the use of false and multiple identities by organised criminals
and those involved in terrorist activity; and
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e ensure free public services are only used by those entitled to them
(UKIPS, 2009d).

The same site gives the following list of benefits of the National Identity
Scheme. It will

¢ help protect cardholders against identity theft and fraud;

e provide a reliable way of checking the identity of people in positions of
trust;

¢ make travelling in Europe easier;

e provide a secure way of applying for financial products and making
financial transactions, including those made over the internet;

e offer a secure and convenient way of proving your age;

e help to confirm your eligibility for public services and benefits — and
reduce fraud relating to these services and benefits;

¢ help in the prevention of organised crime and terrorism;

e help combat illegal working and reduce illegal immigration to the
UK; and

e allow the police more quickly to identify suspects and people they arrest
(UKIPS, 2009a).

It is interesting to note that many of the aims and benefits of the Scheme
have a strong government rather than citizen-centric perspective, with very
different technological infrastructures underlying them. For example, a
government-centric identity policy which addresses border control issues
would need a very different on-line, identity-checking facility from a user-
centric one for enabling secure electronic commerce transactions on-line.

On many occasions, the government has been challenged about the key
aims and purposes of the Scheme with one Home Office minister admit-
ting that the benefits of the Scheme had been “oversold” (Woolf, 2005).
Moreover, following the terrorist attacks in London on 7 July 2005, the
then-Home Secretary admitted that identity cards would have made little
difference (Clarke, 2005), particularly as the attackers turned out to be UK
citizens who would have been entitled to hold a UK identity card.

With each goal or objective, however, the scheme must take on new bur-
dens. It must, for instance, be able to “make travelling in Europe easier,”
but in order to do so, it takes on the burdens of complying with interna-
tional standards for travel documents, which entail both technological and
procedural challenges. In the case of helping police to prevent crime, the
burden becomes more financial as the police must have scanners to iden-
tify individuals based on their cards or their biometrics. As the Scheme
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becomes the solution to more and more problems, practical issues of scope
creep become significant.

How the Scheme is expected to work

The operation of any identity scheme involves two distinct stages of opera-
tion. First, individuals must be enrolled, which involves the registration of
some information about them. Registering for a driving license or a pass-
port requires the provision of personal information including details relat-
ing to the entitlements associated with the identity document, for example,
“I have the right to drive” or “I am a citizen of this country.” This informa-
tion is typically stored on database. Second, the scheme must permit veri-
fication of identity-related data. When someone is stopped by the police or
passes through a border control point their identity needs to be verified,
which is normally done by checking the associated identity document. In
the case of passports, the integrity of the document is checked (see UKIPS,
2007a) and the passport photo is compared with the person’s face. In the
case of driving, this verification process could also involve a check against
the database of driving licenses to ensure that the license is valid.

With the advances in technologies, policy-makers are considering ways
to make these processes more thorough and, as a result, more complex,
potentially involving more data collection, generation, and sharing.

Enrolment

The UK Government has long promised that its Scheme would provide the
“gold standard” of identity. That is, it would be much more reliable than
existing systems and practices (Office of Government Commerce, 2003).
To support this claim, the Government has repeatedly emphasized the care
by which citizens would be enrolled into the Scheme. In particular, the
Government is concerned that individuals cannot enroll into the Scheme
more than once and hence have more than one “official” identity. In order
to achieve this goal, the enrolment process would involve two forms of
checks.

The first of these is a biographical check, whereby biographical details
about the citizen are checked against information held against them on
various public and private sector records. This would involve interviews
lasting 30 minutes. “It will be conducted in a friendly manner and will
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consist mainly of asking applicants to confirm facts about themselves,
which someone attempting to steal their identity may not know” (UKIPS,
2009b). For individuals with a reasonably extensive biographical footprint,
this could include details about their date of birth, address history, their
bank details, details about their children, national insurance number, etc.
News reports suggested that the questions could be drawn from a list of 200
possible questions (Johnston, 2007). This enrolment would take place at
specially designated “enrolment centres” that would involve no more than
one hour’s travel for most citizens (with special alternative arrangements
put in place for rural communities, such as the Highlands and Islands).

In light of the vast data breaches amongst the public sector in the UK
and particularly the HMRC breach, there are some obvious concerns with
the way in which the biographical check would take place. “Applicants
will be asked to confirm facts about themselves which someone attempt-
ing to steal their identity may not know but to which the interviewers
already know the answer. Mr Herdan (executive director of the Identity
and Passport Service) said there would be no pass or fail mark but offi-
cials would make a judgment on the basis of the whole interview whether
an applicant was telling the truth” (Johnston, 2007 emphasis added). This
means, at the very least, that the interviewers will have access to a lot
of personal information about each individual enrolling in the Scheme.
A likely practical implementation of this process would involve collating
this information at the interview location, before the interview begins. It
appears that this collated information will be destroyed after use although
the details of the particular questions asked and answers given would need
to be stored on the Register.

The biographical check, however, is not necessarily perfect as a deter-
mined individual could learn many of the details of another person and
potentially pass the biographical check element using the other identity.
Therefore, in addition to the biographic check, the Scheme also involves a
biometric check. That is, the biometrics of individuals who enroll into the
Scheme will be checked against all the other biometrics from individuals
who have already been enrolled. If the biometrics match those of some-
one already on the Register, this would mean that the person has already
enrolled in the Scheme under a different identity.

The effectiveness of this process is dependent on the type of biomet-
rics chosen, the quality of the biometrics collected and the methods used
to compare the submitted biometrics with those previously recorded.
Different biometrics have different performance parameters in terms of
ease of enrolment and likelihood of mismatching or not-matching against
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existing records. At a technical level, the differences between various bio-
metrics can be understood in a variety of ways. These include

e false match rate — the probability that a person’s biometric matches the
enrolment template of another person;

e false nonmatch rate — the probability that a person’s biometric fails to
match their own enrolment template; and

e failure to acquire rate — where the submitted biometric is too poor for
the system to make a reliable decision (Science and Technology Select
Committee, 2006, Section 17 and Appendix 2).

For example, the failure to acquire rate for fingerprints is affected when
taking fingerprints from people with no fingers, or whose fingerprints
have been damaged through manual labor. Moreover, not all biometric
systems are built equally. There may be performance differences between
two implementations of the same biometric. Environmental issues such as
lighting and usability issues such as user-interfaces that cater for individu-
als with disabilities can have dramatic implications for the effectiveness
of the system. The quality of the technologies used to collect and compare
the biometrics also varies widely. For instance a simple photograph of the
face from a mobile-phone camera could collect good images while a high
resolution scanning technique using 3-D technology would offer greater
opportunities to differentiate between individuals. The consequences of
these issues are discussed in more detail in Chapter 6.

There is also some uncertainty about the feasibility of the proposed bio-
metric checking. Although one-to-one checks are increasingly common
(i.e. do the biometrics being presented by this person match the biometrics
we have on record for this person?), the one-to-many checks (i.e. do the
biometrics being presented by this person match any of the biometrics that
we have on record) required for the Scheme are less common, particularly
at the scale proposed for the UK. That is, once the Scheme is fully rolled
out, each new biometric would need to be checked against upwards of
50 million other records.

In order to match the promises made regarding the objectives and goals
of the scheme, such as running uniqueness searches against a database
of 50 million other biometrics and fulfilling European travel require-
ments, the Home Office decided to require facial scans, fingerprints, and
iris scans. Each biometric would meet a different need. The facial scans
are universal in that everyone has a face and they are commonplace and
already part of the international standards for travel documents; facial scans
would not provide reliable results when searching against 50 million other
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facial images as there is a high risk of error (Introna and Nussenbaum,
2009). Fingerprinting would match European travel document standards
and the data would provide lower error rates, but as mentioned before, fin-
gerprint collection is not necessarily universal as some people have “thin-
ner” fingerprints, or missing fingers. Searches against large databases are
somewhat problematic as searches may take quite some time depending
on the choice of system. Iris scanning is unprecedented in that there is no
international standard for the technology but would permit a unique iden-
tification of nearly every citizen. In addition, system performance to date
suggests that it offers an effective search capability across large databases.
These three biometrics were offered to Parliament as the most effective
means of identifying the entire British population.

Verification

Once an individual is successfully enrolled into the Scheme and their data
are held on the Register, the Scheme is intended to provide a variety of
verification services. At the simplest level, in some circumstances, all that
may be required is for an individual to present his identity card when asked.
Such a “flash and go” check would involve checking that the card appears
genuine (cf UKIPS, 2008d), has not been obviously tampered with, and
that the person presenting the card “looks like” the person whose image
appears on the card.

More sophisticated verification processes also exist, particularly con-
sidering the advanced technologies foreseen for the Scheme. Biometric
checks could be done, where police and other agencies could use biometric
scanners to take an individual’s fingerprints and/or photograph and verify
that biometric data against the data that is kept on the card or perhaps on
the Register to ascertain technologically that the individual presenting the
identity card is the same person who was present at the enrolment stage.
For a scheme like this to work, however, biometric scanners would have
to be near-ubiquitous; although scanners are increasingly found at airports
around the world, their deployment is progressing far more slowly across
government systems and the private sector, mostly due to costs and infra-
structure development challenges.

Verification could take place on-line or off-line. An on-line verifica-
tion could be as sophisticated as comparing a biometric of the individual
with the biometric stored centrally in the Register; or as simple as scan-
ning the card and checking against the database that the card is indeed
valid. Off-line verifications can also be sophisticated, where the biometric
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is compared only to the biometric on the card; or as simple as merely doing
a “flash and go” check, though it is also possible to verify the integrity of
the card, that is, that it has not been tampered with, that it has the “distinct-
ive sound when flicked” (UKIPS, 2008d). On-line checks, particularly of a
biometric nature, are costly and burdensome tasks for all forms of verifica-
tion, making them unlikely to be used for minor operations.

The government’s position on whether most checks would be done on-
line or off-line has varied markedly. In 2004, the Home Office stated: “We
are proposing to make on-line checks against the register the norm, except
in those low risk/low value cases where a visual check is judged to be suf-
ficient” (Watson, 2004). Responding to a question of whether libraries and
video rental shops might require the card the then-Home Secretary told
the Home Affairs Committee: “Wherever someone is required to prove
their identity and those operating that particular service have registered so
they can use a (biometric) reader then that would be fine” (Home Affairs
Committee, 2004, Answer to Q653).

Department of Work and Pensions documents released following a
Freedom of Information request (DWP, 2007) gave detailed assumptions
about different on-line and off-line verification models.

Critics then began to wonder why such an expensive and sophisticated
enrolment scheme was being implemented if the use of the Scheme would
frequently result in simple “flash and go” verifications, which were par-
ticularly susceptible to the existence of fake cards that appeared to be
genuine.

During the later stages of Parliamentary deliberations, the government
came forward with proposals for an alternative infrastructure for verifi-
cation that could address this risk of excessive “flash and go” verifica-
tions. This would be enabled through the use of a Chip-and-PIN process,
whereby the individual puts their card in a specialist card reader and enters
their secret PIN to confirm that the card is theirs. This may also be com-
bined with a visual check of the card. It is unclear whether the PIN would
be checked against encrypted information held on the card or if the PIN
would be checked against a central server as the DWP document gave
processing times for each of between 15 and 30 seconds. Most bank cards
allow both a local check (for low-risk transactions) and a remote check, for
high-risk transactions, which can include confirmation that the card has
not been marked as lost or stolen.

There is growing evidence that PINs are not particularly secure as peo-
ple often use the same, memorable PIN for all their cards and PINs can
be divulged. These numbers are deemed inappropriate for access to high-
impact level applications (Cabinet Office, 2006).
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A third level of check would involve checking the card and the bio-
metric details of the individual whose identity is being verified. Thus, in
addition to entering their PIN an individual might also be asked to pre-
sent their biometric (again, it is unclear at this time whether the biometric
would be checked against a local copy held on the card, or against the
biometric stored on the Register). This is an implementation of the com-
puter security “ideal,” of requiring individuals to provide, for the purpose
of authentication, something they “know,” for example a PIN, something
they hold, for example the card, and something they “are,” for example
their biometric.

Costs issues continue to plague even this solution. In order to do these
more sophisticated verifications, organizations would need to be suitably
accredited, would need to invest in appropriate card readers (although,
presumably, there is a possibility that the existing Chip-and-PIN infra-
structure including card readers could be used) and, if required, suitable
biometric readers. These would need to be connected to the identity verifi-
cation services using appropriate secure communication links. Depending
on the verification services offered, it may also be possible to integrate
the verification process with existing organizational systems. For example,
trusted organizations might be able to combine identity verification with
a data push whereby the individual’s current address details (as held on
the Register) could be delivered to the organization’s internal systems to
populate their databases.

The issue of on-line verification also gives rise to a further issue.
According to the Act, each time a formal verification of information
held on the Register is made, an audit trail record is kept, which logi-
cally would include data about when and where the verification took place
(e.g. “Elizabeth Yap had her identity verified by a bank in May 2008,”
although it is likely that the audit trail would be much more detailed than
this: “Elizabeth Yap had her identity verified by bank ABC, branch 123,
using terminal xyz, at 10.13 on 1 May 2009. She entered her PIN and pre-
sented a fingerprint biometric for her right thumb. The verification took
0.13 seconds to process”). The assimilation of all this data is similar to a
credit card company accumulating a list of all financial transactions, for
billing purposes.

One consequence of this data aggregation in the case of the credit card
company is that it has records of a good proportion of a person’s financial
transactions and is able to spot unusual transactions that might indicate
that the card is being used for fraudulent purposes. Similar aggregation
could arise in the case of the Register where the audit trail is of “live
events” and is to be implemented for universal use in the United Kingdom.
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As such it could provide a log of all of an individual’s interactions with the
State and the private sector.

In the context of the government’s plans for the retention of communi-
cations data (Whitley and Hosein, 2005) and crime prevention, a Home
Office spokesman described the benefits of being able to “examine their
contacts, establish relationships between conspirators and place them in a
specific location at a certain time.”

If the same logic of the usefulness of inferring relationships between
individuals that places them at specific locations at a certain times applies,
then many of the privacy concerns about the audit trail on the Register
become understandable.

Rolling out the Scheme: The link with passports

An integral part of the strategy behind the Scheme has been the close
link between identity cards and passports. From the first consultation on
entitlement cards (Home Office, 2002) the government has decided to link
the issuing of identity cards with the issuing of passports. The Identity and
Passport Service was formed from the existing Passport Service immedi-
ately after the Bill completed its Parliamentary passage.

The government gave a number of reasons for this strategy. First, it
argued that it was compelled to update the passport-issuing process to
include biometric identifiers. Second, as a result of this close linkage
between passports and identity cards, the government was able to claim
repeatedly that 70 percent of the cost of identity cards would need to be
spent “anyway” to enable the new passport-issuing process, as much of
the necessary infrastructure, systems, and processes would apply to both.
Third, with passports issued with a ten-year validity period (the same as
was proposed for identity cards), the roll-out of the Scheme could be linked
to the issuance of passports. Finally, with approximately 80 percent of the
adult population having passports, linking the issuing of identity cards
with passport renewals would give a clear timescale for the government’s
plans to make registration on the Register compulsory (even if the carrying
of an identity card would not be).

The government’s claim that it was obliged to upgrade passports to
include the same biometric identifiers as it was proposing for identity cards
is a complex and arguably inaccurate one. It is discussed in more detail in
Chapter 5.

The claim that 70 percent of the costs of the Scheme would be incurred
for the upgrade to the passport service depends critically on the claim
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that the proposed changes to the passport service are in fact mandatory
rather than desirable. The government’s strategy was to lump more changes
into the passport infrastructure than was strictly necessary, while claiming
that they were necessary, so the costs of the new infrastructure would be
reduced (Collins, 2009a). One consequence of the claim about necessarily
incurred costs was the Government’s statement that the first identity cards
would cost no more than £30 given a passport fee (at that time) of £65.

The link to the passport was not just to conceal the costs — it was a care-
fully considered strategy for the deployment of the Scheme. That is, by
issuing identity cards alongside passports, the government could address a
key issue of load-balancing for the delivery of the Scheme. Given the size
of the UK population, around 60 million people, and a registration process
involving both biographical and biometric enrolment, it would be sensible
for it to be staggered. Otherwise, a “big bang” approach of having every-
one do so in a single period (say the first year) would mean that the enrol-
ment centers would have very little to do for the next nine years (apart from
enrolling those individuals who turn 16 — approximately 3,000 a day).

Such a staggered roll-out means that it is possible to predict the likely
take-up of identity cards (assuming there is not a rush of individuals who
want to register for a card in advance of the renewal of their passports).
However, during the Parliamentary debates it proved to be tricky to obtain
definitive numbers of passports that were due to be issued each year and
hence to infer the likely number of identity cards that would be issued over
any particular period.

In December 2005, Home Office minister Baroness Scotland informed
the House of Lords of the number of new passports and passport renewals
that were reported/foreseen for the period 2003/04 to 2010/11 [WA HL2359].
She also noted the current best estimate for the number of enrolments on
the National Identity Register for 2012/13 and 2013/14. Table 4.1 presents
the total number of passports to be issued until 2010/11 and adds the esti-
mated number of NIR enrolments for 2012/13 and 2013/14. The cumulative
number of passports (and hence identity cards) from 2005/06 indicates the
likely roll-out of the Scheme assuming enrolment starts shortly after the
Scheme receives Royal Assent. Interestingly, there appears to be a signifi-
cant jump in the number of individuals enrolled on the Register in 2011/12.
This would suggest plans for making enrolment compulsory at that time.
Further confusion arose when Home Office minister Meg Hillier reported
that “The number of estimated passports to be issued in the year 2007-08,
as reported in the Identity and Passport Service (IPS) Business Plan, is
6.2 million” [WA 164091], a figure significantly higher than previous state-
ments had suggested.
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Figures for the number of “products issued” by IPS were presented in
the November 2007 and May 2008 cost reports (reflecting the changes
proposed by the Delivery Plan that had been launched in March 2008).
Table 4.2 and Table 4.3 take these figures and assume that once identity
cards begin being issued, half of the total products issued will be identity
cards.

Taking the earlier figure of around 4 million citizens who will receive
a new passport and a new identity card each year and assuming a total UK
population of around 52 million citizens, this suggests that calculating on
passport-based enrolment alone, over ten years around 40 million citizens
will have been issued with passports and identity cards (i.e. approximately
the 80 percent of the adult population who have a passport). This also
means, however, that it will take seven years (when 28 million citizens
have enrolled) for over 50 percent of the adult population to be enrolled on
the Register and be issued with an identity card. This means that the gov-
ernment’s ultimate desire to make enrolment in the Scheme compulsory
can only realistically take place after at least six years of operation of the
Scheme. This has important implications for the viability of the Scheme,

Table 4.1 Likely enrolments (millions) drawing on statements made to
Parliament in December 2005

2003/ 2004/ 2005/ 2006/ 2007/ 2008/ 2009/ 2010/ 2011/ 2012/
04 05 06 07 08 09 10 n 12 13

Passports
issued
(new and
replacement) 3.7 3.7 3.7 4.7 4.3 4.1 3.8 4.0
Cumulative
passports 3.7 8.4 12.7 16.9 20.7 24.7
NIR enrolments 31.3 40

Table 4.2 Likely enrolments (millions) as presented to Parliament November

2007
2007/ 2008/ 2009/ 2010/ 2011/ 2012/ 2013/ 2014/ 2015/ 2016/ 2017/
08 09 10 1 12 13 14 15 16 17 18
Total products
issued 5.8 5.6 5.9 94 102 M2 1.6 1n7 1.8 10.4 1.3
Identity cards 0 0 0 4.7 5.1 5.6 5.8 5.85 59 5.2 5.65
Cumulative
identity cards 0 0 0 4.7 9.8 15.4 21.2 27.05 32.95 38.15 43.8

Source: Data taken from third s.37 Cost Report (UKIPS, 2007c).
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Table 4.3 Likely enrolments (millions) as presented to Parliament May 2008

07/08 08/09 09/10 10/11 11/12 12/13 13/14 14/15 15/16 16/17 17/18

Total products

issued 5.6 5.5 54 59 79 105 125 129 131 12.3
Identity cards 0 0 0 0 395 525 6.25 645 6.55 6.15
Cumulative

identity cards 0 0 0 0 395 9.2 1545 219 2845 346

Source: Data taken from fourth s.37 Cost Report (UKIPS, 2008k).

given its infrastructural qualities, which are discussed in more detail in the
next section.

An identity infrastructure

From the large number of government agencies and commercial organiza-
tions that are expected to make use of identity cards, it is clear that the
Scheme is not intended to be a stand-alone system, but rather that it is
best conceptualized as part of a government-managed infrastructure pro-
viding identity services. Academic research on large-scale information
infrastructures (Ciborra and associates, 2000; Darking and Whitley, 2007;
Hanseth et al., 1996; Monteiro, 1998; Star and Ruhleder, 1996;) suggests
that managing such infrastructures is often problematic. Lessons from aca-
demic research raise serious questions about the Home Office’s notion on
the deployment and eventual success of the Scheme.

Previously, all parties in the Parliamentary deliberation presumed that
the Home Office was speaking on behalf of the set of government depart-
ments and envisioning a scheme that would apply across all services. The
latter was certainly true, but as time went on, the Home Office admit-
ted that the former was less clear. That is, when prodded as to when and
how other government departments and public services will adopt, or
“buy-in” to the Scheme, the Home Office began responding that “deci-
sions on whether, when and how particular public services will make use
of the identity cards scheme will be made by those services — individually
or collectively as appropriate depending on how services are managed”
(Burnham, 2005). The reason for this lack of synergy could be explained
by academic research on infrastructures that show that infrastructures
often constrain decisions in unexpected ways.

109



110

Global challenges for identity policies

The logic behind providing a single, government-managed, identity
infrastructure is easy to understand. Many government agencies currently
need to verify the identity of the individuals with whom they have dealings.
At the present time, each government service has its own ways of verifying
the identity of individuals. Each method has different levels of quality and
the government clearly sees benefits to providing a single, high quality
identity service used across the public sector (Home Office, 2005d).

This example nicely illustrates both the proposed benefits and inher-
ent costs and uncertainties associated with introducing a new information
infrastructure. The logic of a single identification system that is “virtually”
foolproof is clear, because it ties the unique biometrics of an individual to
a new unique identification number (an individual’s NIRNo) that would
allow all government bodies to index the information held on that person
to that number.

It also, however, highlights some of the practical management issues
associated with the use of the proposed information infrastructure. To use
an example, the Department of Work and Pensions, one of the largest and
most public-facing ministries, has spent considerable time and money cre-
ating the new Departmental Central Index that stores details on individuals
according to their National Insurance number (NINo), used for administer-
ing the national pension scheme. As a result, all the systems that use the
Central Index will not be able to switch across to using the NIRNo without
further expenditure. Moreover, during the periods of transition (from using
the DWP NINo in the Central Index to using the Home Office’s NIRNo in
the Central Index and using the NINo for those who do not have an identity
card and the NIRNo for those who do) there will need to be two “systems”
in existence, with two sets of processes for handling identification and data
matching. There are also likely to be complex issues associated with tidying
up the data in terms of matching records that are indexed by NINo to those
that are indexed by the NIRNo, which are very much about the redesign of
government processes and not just government systems and indexes.

Further problems can be predicted, as unique identifiers are not in
fact diminishing through convergence. Instead the number of identifi-
ers used in government is growing in part because of the silos that exist
in bureaucratic government organizations. For instance, in his writ-
ten evidence to the Public Administration Select Committee, Professor
Patrick Dunleavy (Dunleavy, 2005) noted that the UK tax ministry,
HMRC, encouraged taxpayers to use that ministry’s own taxpayer num-
ber rather than National Insurance numbers. This was because they
were not prepared to pay the Department of Work and Pensions to use
their NINo identity data.
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At present over 80 departments and agencies have their own unique
identifiers for each record because that numbering system is appropriate
for their systems, processes, and policies. Introducing a new uniform num-
bering system will not only be costly but also burdensome and most likely
unnecessary.

Characteristics of information infrastructures

Information infrastructures are generally understood to consist of stand-
ardized systems and data, as well as formal communication mechanisms.
They are often classified according to their reach and scope in terms of
the number of activities they support and the type and variety of activities
supported (Darking and Whitley, 2007).

Infrastructures can be classified in terms of providing a utility, a
dependence, or as enabling services. Utility infrastructures typically aim
to reduce the cost of processing and communicating information, often
taking advantage of economies of scale. They are designed not to interfere
with applications and business processes (Ciborra and associates, 2000).
Dependence infrastructures allow for new applications to be launched
across the infrastructure and so enable new processes to take place.
Enabling infrastructures are intended to provide as much flexibility for
future expansion and use as possible.

The provision of telephone cabling, water and sewage supplies, or a com-
mon log-on screen for computer systems are all examples of utility type
infrastructures. Dependence infrastructures may include the introduction
of groupware technologies or e-mail into an organization, while the instal-
lation of internetworking is a common example of a flexible infrastructure
as it allows many different activities (web browsing, e-mail, voice over IP)
to take place over the same infrastructure.

It is apparent that an information infrastructure deals with questions
of universal use and access and, as such, requires high levels of stand-
ardization from all potential users of the system (Bowker and Star, 1999).
Interoperability between systems is required and this has implications for
the flexibility, resilience, and security of the system (Star and Ruhleder,
1996).

Infrastructures must also be able to cope with the dual constraints
of local variety and centralized planning. Issues of standardization and
interoperability in the case of the Scheme mean that if a government
department is intending to use the infrastructure to verify identity using
biometrics (i.e. for situations that require a higher level of assurance than
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simply visual inspection or PIN-based confirmation), they will need to
provide the full range of biometric readers (fingerprints, face recognition,
and iris scanning) to ensure that biometrics could be captured for verifica-
tion. Moreover, if these biometrics are to be compared against the Register
the quality of the biometrics obtained must be of the same standard as
those collected during the enrolment process.

Less straightforward aspects of infrastructures include the fact that
they are effectively embedded into the systems that use them, which raises
important questions of transparency and reach. Infrastructures rapidly
become linked to conventions of practice and effectively become a learned
part of membership of an organization that uses an infrastructure.

Another key but not immediately apparent feature of infrastructures
is that they are always built on an installed base, on the basis of what
existed previously. Infrastructures are never built from scratch and they
can never be changed all in one go. At a trivial level, switch-over is always
going to take a finite time and, for most systems, the introduction of a new
infrastructure will be phased over a period of months or even years, as
new equipment and processes are introduced, with associated periods of
retraining and organizational adjustment.

This means that any infrastructure development project will never cover
the whole of the infrastructure, but rather will need to be developed in con-
junction with the constraints arising from existing aspects of the infrastruc-
ture. It is therefore very difficult to determine in advance what the boundaries
of the infrastructure will be. Similarly, it is not straightforward to determine
which parts of an infrastructure can be dropped once replacement elements
have been introduced (Darking and Whitley, 2007). There are many exam-
ples of infrastructure code that contain elements that have been superseded
but which remain in place because of the desire not to affect other code
that is successfully running. For example, Hosein et al. (2003) describe how
Microsoft products use a Cryptographic Application Programme Interface
(CAPI) as a standard interface to cryptographic software that requires the
cryptographic algorithms to be digitally signed, even though the export con-
trols that led to their introduction have been superseded.

There are also examples of this problem in government projects. For
example, a study by the National Audit Office, the agency that audits the
accounts of all other departments and agencies, on a cancelled project for
a “benefits card” notes:

This project initially proceeded on the basis of proposals from bidders
that it would involve mainly the integration of existing software pack-
ages. In the event, the greater than expected complexity of the service
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requirement obliged Pathway [the supplier of the system] to develop
much more new software than they had planned. The Department’s
view is that Pathway knew what was required but had intended to fit
the requirement to match a system they had already implemented in
Eire. The extent of new software development had major implications
for the degree of difficulty of the project, since this a high-risk activ-
ity with high failure rates, especially in large organizations. (National
Audit Office, 2000, p. 15)

Information infrastructures also raise a number of economic issues that
have been studied in the literature on the economics of standards and net-
work infrastructures. One key question, which is faced by the Scheme, is
how to charge for use of the infrastructure.

It is important to understand the purpose of charging. Charges are some-
times used merely to manage an infrastructure to ensure against abuse, or
to pay for processing charges and possibly for revenue generation. It is not
clear, however, whether the Scheme’s charges would be based on full cost
accounting of all elements of the infrastructure. For example, should user
departments simply pay for the provision of the act of verifying a particular
identity, or should they also contribute toward the ongoing maintenance of
the system from which they receive these indirect benefits? Should such
contributions also include the process of enrolment into the system, or is
this cost to be solely associated with the individual who obtains the identity
card, or new, more secure passport? If, as the government expects, the iden-
tity card infrastructure becomes increasingly widely used, further issues of
costing arise. Should the cost of use be fixed over time, or would the first
departments to use the service be expected to pay a higher average cost than
departments using the infrastructure once it has become an installed base?

Another risk with large infrastructures is that once they become estab-
lished, issues of path-dependency kick in, with self-reinforcing mecha-
nisms often preventing much-needed change from arising. Thus airports
are often located on the basis, in part, of existing road and rail infrastruc-
tures; the inefficient “QWERTY” keyboard layout is retained despite being
designed to slow down the process of typing.

This means that once the infrastructure is initialized, unless it is
very carefully designed and managed, it will be increasingly difficult
to make changes to it. For example, will the Scheme be able to cope
with innovations such as new biometric technologies as they become
available? As a result, most key decisions about information infrastruc-
tures have to be taken at times when knowledge about the factors that
are affecting the decision is least known. Similarly, there is often a
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limited period of time when such decisions can be taken (Ciborra and
associates, 2000).

A further problem with any information infrastructure is the problem
of “angry orphans.” These are the functions that, inevitably, will be left
behind as the new infrastructure is introduced. They may not be able to
use the new infrastructure until their own systems and processes have been
updated, or may not feel the need to use the new infrastructure as their exist-
ing infrastructure is performing perfectly well for their requirements.

Angry orphans can disrupt the successful implementation of an infra-
structure. For example, suppose a high-profile department evaluates the
benefits of using the identity card infrastructure for one of its policy goals
against the costs of implementing the infrastructure outside its existing
technology upgrade process (having, for example, recently invested heav-
ily in a major system upgrade) and decides not to link into the Scheme
immediately. Their decision not to take-up the system would likely affect
the take-up decisions of other departments as well, which might have a
clearer case for their own use of the Scheme but are worried by the high-
profile department’s decision.

Benefits of the Scheme

With the issue of the relative costs and benefits of the Scheme becom-
ing a key issue for Parliamentary debate, the Home Office was keen to
present the various benefits of the Scheme to Parliamentarians. Thus, in
June 2005, as the Bill returned to the House of Commons after the elec-
tion, the Home Office issued a “Benefits overview” report (Home Office,
2005d). According to this document, the Home Office promised that the
Scheme would deliver:

e Strategic benefits, for example in the delivery of public and private sec-
tor services;

e Quantifiable benefits such as improved detection of crime by matching
unidentified scenes of crime markings; and

e Nonquantifiable benefits such as allowing for more public and private
sector business to be conducted securely and conveniently on-line and
the public safety benefits of conducting Criminal Records Bureau checks
more quickly (Home Office, 2005d, p. 1).

In addition, there were “important” individual benefits, detailed in
a separate Annex. Thus, as far as the government was concerned, the
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primary benefits of the Scheme could be broadly defined as state- rather
than citizen-based benefits.

According to the government, many of the strategic benefits “derive
from the use of the National Identity Registration Number (NIRNo) which
will be a unique number that will be unequivocally linked to an individual.
The use of this number will revolutionise efficiency in public and private
sector organisations alike” (cf Cabinet Office, 2005).

In terms of quantifiable strategic benefits, the document listed the
Scheme’s ability to reduce identity-related fraud, to combat money launder-
ing, to enable employers as they check the immigration status of employees,
and to introduce a “step change” in identity management and electronic
transactions. Some of the problems with the claims about identity-related
fraud have been reviewed in Chapter 1.

There were also a series of nonfinancial strategic benefits associated
with the Scheme. For example, the Home Office’s Benefits Overview
report of June 2005 also highlights the benefits to policing associated
with the introduction of the Scheme (Home Office, 2005d, p. 3). These
include “improving the intelligence picture by providing fast, reliable
access to information on intelligence targets,” “increasing the likeli-
hood of matching marks from scenes of crime ... as there are currently
900,000 outstanding crime scene marks on police databases,” “speed-
ing identification of incapacitated victims of crime,” “reducing the
resources required to prove that missing persons are alive and well,”
and “increasing the robustness of DNA mass screening activities” by
ensuring “the police having confidence in the identity of the individual
providing a DNA sample and ensuring they do not return and provide a
further sample for a friend.”

Not covered in the Benefits Overview document and not clearly dis-
closed to Parliament until after the Bill was passed, were the plans to use
the Register as a de facto National Adult Population Register as part of the
Citizen Information Project (CIP), allowing the government to “improve
services by increasing the sharing of basic citizen information (contact
details such as name, address and date of birth) across central and local
government” (Johnston, 2008). As written evidence provided by noted UK
data protection expert Chris Pounder to the House of Commons Home
Affairs Committee noted (Pounder, 2008), despite numerous opportun-
ities, the government chose to avoid pre-legislative scrutiny of these pro-
posals, including avoiding these discussions as part of the general debate
about the Bill. The relationship between the Register and the CIP had been
noted in the Office of Government Commerce Gateway Reviews under-
taken in June 2003 and January 2004.
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Instead a written statement about the proposals was only issued three
weeks after the Act had received Royal Assent. In it, the Chief Secretary
to the Treasury noted a 2004 statement that “the Government had accepted
a recommendation from the Citizen Information Project (CIP) about using
the proposed National Identity Register (NIR) as an adult population regis-
ter” [18 Apr 2006 : Column 1WS ]. He reported that the CIP project had
now completed its work, including the recommendation that “The Identity
and Passport Service should be responsible for developing the National
Identity Register (NIR) as an adult population database.” The proposals
were not felt to be an example of “scope creep” as the Act “includes secur-
ing the efficient and effective provision of public services as a purpose of
the National Identity Register.”

Paying for the Scheme

Given the uncertainties as to the scope and cost of the Scheme, particu-
lar attention was paid to how the Scheme was intended to pay for itself.
In a statement to Parliament, the then-Home Secretary Charles Clarke
announced:

I have just published overall figures for verification and all the other
services, but three sources of income will deal with the charges. The
first is the fees themselves, which is why I said that fees would make
up the giant’s share, rather than a call on public funds. The second is
a small contribution from public funds, which is the only amount that
could be spent on other things — as is widely alleged — and the third is
income that could be derived from contracts with organisations that use
the database [13 February 2006 : Column 1119].

With the government announcing that the fee for identity cards would
be £30 (making the full charge for a passport and identity card £93 at 2006
prices) and using the figures for the likely number of enrolments discussed
above, it is possible to calculate the likely fee income for the Scheme.
This leaves the “small contribution” from government and the “contracts
with organisations that use the database.” In order to infer an estimate of
this remaining cost, it is necessary to infer take-up rates from the Home
Office’s (2005d) benefits overview document. This document was the only
document publicly available to Parliamentarians and citizens and was sur-
prisingly vague (for example, the graph detailing the benefits take-up,
reproduced in Figure 4.1, did not have labels on the x-axis (presumably
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years of the Scheme) and a second graph of benefits growth compared to
take-up, reproduced in Figure 4.2, was presented at a different scale mak-
ing direct comparison a complex task.

On 8 November 2005 Home Office minister Tony McNulty clarified
that the dates on Figure 4.1 were omitted because of uncertainty as to
when the Bill would receive Royal Assent:

The graph as it stands is flexible, as it represents annual movements
in the benefits accrual. Therefore a reader of the graph could predict
any start date for identity cards roll-out and then understand from the
graph the progression of benefit accrual from that date. [WA 20869]

By manually rescaling the two graphs it is possible to combine them,
see Figure 4.3.

The Home Office believes that the earliest benefits will arise from the
use of the Scheme by the Criminal Records Bureau (CRB), the Driver
and Vehicle Licensing Agency (DVLA), and the Department for Education
and Skills (DfES). These benefits are time dependent as they require the
sign-up of these departments and a sufficiently large registration base. For
example, from the graph it is apparent that the DVLA would appear to start
running checks against the Register when around 7 percent of the popula-
tion is enrolled.
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Figure 4.1 Benefits growth compared to take-up
Source: Home Office, 2005d.
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When the Scheme is fully rolled out, it is possible to estimate the
likely “verification” fee income from these Departments using a per-
verification charge of £1.30 (this figure is based on the Home Office
Trade-Off Study (Home Office, 2005a)). Thus, according to the CRB
annual report from 2003/04 there are 2.25 million disclosures, suggest-
ing a fee income of £2.93 million; the DVLA issues around 6.8 million
drivers’ licenses per year, with a resulting fee income of £8.84 million;
and around 405,000 new students are accepted into higher education
each year, resulting in a further £0.53 million in fee income. Before the
Scheme is fully rolled out, of course, the annual verification fee income
will be significantly lower.

Similar figures can be obtained by using the cost of the Passport
Verification Service. Currently IPS offers this service for the Financial
Services Industry (UKIPS, 2008;j). It “allows financial services firms to
check the validity of UK passports presented as evidence of identity by
customers directly against IPS records. By verifying these details against
IPS data, the service provides assurance of the validity of the document
presented and significantly prevents the use of lost, stolen or counterfeit
passports” (p. 2). It therefore helps organizations comply with antimoney-
laundering regulations. IPS offers two fee levels for this service:

® a low-volume service with an initial set up fee of £750 (with 200 free
queries) and a charge of £2.50 per query.

¢ a high-volume service which costs £5000 to set up and a charge per
query of £1.77.

Either fee level suggests a significant deficit for the Scheme over ten
years and so there needs to be further verifications from other government
departments and the private sector. There is a question of whether the pub-
lic sector is willing to pay for such services and a general question about
the willingness of other government departments to buy into the Scheme.
From the outset in 2002, identity cards have failed to win universal support
amongst central government departments. The Home Office intended the
Scheme to provide a “gold standard” identity infrastructure for use by all
government departments and the Office of Government Commerce (OGC)
Gateway reviews warned that “Practical, “joined-up” implementation
across Departments will be essential” (Office of Government Commerce,
2003) and “The planning and implementation of the programme will need
to continue to recognise the need of partner Departments to make a suc-
cess of their own businesses alongside their participation in the ID Cards
scheme” (Office of Government Commerce, 2004).
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One might reasonably expect that if these other government departments
were confident in the Home Office’s ability to deliver the Scheme success-
fully they would have no problem being compelled to integrate their own
systems with the Scheme. However, the Act places no obligation on other
departments to make use of the Scheme.

Not mandating the use of the Scheme across government suggests major
concerns with the project and goes against the stated government policy
of providing “joined-up” government. For example, documents throughout
the period from the Cabinet Office’s ‘“Privacy & Data Sharing” document
(PIU, 2002) through to “Transformational Government” (Cabinet Office,
2005) have emphasized the Government’s intention of pursuing joined-up
government across the public sector.

It is now clear that no such policy has been achieved. Furthermore, in
2005, despite a three and a half year marketing effort to the government,
the Home Office failed to achieve formal buy-in to the Scheme. In the last
quarter of 2005 a series of Parliamentary questions were posed to clarify
this matter.

The questions were addressed to a number of government departments
and agencies and generally took the form of asking the Secretary of State
for the Department:

what estimate he has made of the (a) total and (b) net cost of (i) integrat-
ing the proposed identity card scheme into his Department’s I'T systems
and (ii) the ongoing operation of the scheme within his Department.
[Asked by Lynne Jones, MP for Birmingham on 21 November 2005]

while other questions took the form of asking departments:

Whether they will publish (a) any analysis they have made of the poten-
tial use that the Department [in question] may make of the National
Identity Register or identity cards introduced following enactment of
the Identity Cards Bill; and (b) their estimate of the costs that will or
may be incurred by the Department [in question] in connection with
such use. [Asked by Baroness Anelay of St Johns, Baroness Noakes,
and Baroness Seccombe]

Answers were received from
e Department for Constitutional Affairs;

e Department for Education and Skills;
e Department for Environment, Food and Rural Affairs;
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e Department of Health;

e Department of Trade and Industry;

e Department of Transport;

e Department of Work and Pensions;

e Foreign and Commonwealth Office;

e Northern Ireland, Scotland and Wales Offices; and
e Treasury.

The responses to Parliamentary questions revealed that no department
had taken a decision to integrate its systems and processes with the Scheme
and none had conducted publishable research into the costs or benefits of
doing so. Moreover, the responses received were all virtually identical sug-
gesting a standard, centrally issued response:

...has, in consultation with the identity cards programme, developed
its current best estimate of the costs and benefits of using the ID cards
scheme to enhance its services and these have been incorporated into
the business case.

Indeed there appear to be indications of resistance to take-up of the ID
proposals. In answer to a question on take-up and integration costs from
Lynne Jones MP, Treasury stated that it anticipated “no additional” inte-
gration costs with the Scheme “or to the on-going operation of the scheme
within HM Treasury” [WA 31117]. In answering a similarly worded ques-
tion from Baroness Anelay, the same department answered that “it had nei-
ther made a decision nor conducted research.” These two answers prompt
the quite reasonable conclusion that, at that time, Treasury had no plans to
integrate with the Scheme.

In early 2008, a similar series of questions were asked. Again they had
a standard form:

To ask the Secretary of State for...what plans his Department has to
make use of data on the National Identity Register when it is estab-
lished; and what the estimated annual cost to his Department of that
use is. [Asked by Conservative MP Philip Hammond]

Responses were received from the following departments:
e Department of Business, Enterprise and Regulatory Reform;

e Department for Communities and Local Government;
e Department of Culture, Media and Sport;
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e Department of Environment, Food and Rural Affairs;
e Department of Health;

e Department of Innovation, Universities and Skills;

e Department of Work and Pensions;

e Duchy of Lancaster;

e Foreign and Commonwealth Office;

e Ministry of Defence;

e Northern Ireland; and

e Treasury.

The responses received were, once again, virtually identical:

The ... will be working with the Home Office prior to the introduction
of the National Identity Scheme to establish how identity information
held on the proposed National Identity Register might be used to pro-
vide easier access to ...s services for our customers. It is too early in
the process to establish the detailed costs and benefits.

Given that the Act had been in existence for almost two years at the
time, these answers point to a continued lack of progress associated with
government adoption of the Scheme that raises concerns about its cost
effectiveness.

Assuming the Scheme is intended to be self-financing and subject to
clarification of whether these other government departments will choose to
use the Scheme for identity verification and be prepared to pay for the use
of the identity infrastructure, any remaining deficit must be covered either
by increasing the fee for receiving an identity card (a politically unpopular
move) or by private sector use of the verification services.

The challenge for those who wish to understand the Scheme and for
the government is to resolve the Home Office’s expectations for income
generated by verification services (estimated at around 4 verifications per
person per year) with the fact that no one appears prepared to join the new
infrastructure.
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short-circuiting debate

Does a thoroughly debated policy result in a better policy? Answering such
a question requires going into the depths of political theory and philoso-
phy. To add further confusion, does the essence of this question change
when dealing with a technologically complex policy domain, where lim-
ited debate could limit scrutiny of a technology?

As qualifying a “good policy” is beyond the scope of this book, this
chapter addresses this issue by approaching it from another perspective:
instead of focusing on the policy itself, the focus is primarily on the quality
of a particular aspect of the policy deliberation.

Together with the next three chapters, this chapter argues the case for
a form of “due process” for the deliberation of technology-leveraged iden-
tity policies. It is generally understood that policies must go through some
form of process of discussion, deliberation, and debate in order to pass the
democratic test. It is also generally assumed that this democratic test is fair
and appropriate and often a good thing in itself. By focusing on the chal-
lenges of technologically leveraged identity policies the chapter shows how
the contentions around the policy and the implicated technologies require
a different and perhaps more thorough form of policy process.

The review of the identity policies of a number of countries has already
noted, with some concern, that identity policies were often established
through minimal deliberation. Historically, some were developed during
darker times where political debate was unlikely; others were implemented
by government dictat. When a substantive debate did take place, limita-
tions were often placed on the government’s vision for an identity policy,
whether to limit its budget, application, and/or effects on freedom and pri-
vacy. On some occasions, the policy was rejected outright.

Indeed, identity policy development can be intensely political. It should
not be a surprise to anyone, therefore, that many governments try to avoid
public debate on identity policy, or try to short-circuit the debate. First,
governments have recently tried to point to international pressures and
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international obligations to adopt and transform existing identity policies,
so as to avoid national debate and scrutiny. Second, governments have
tried to limit debate and discussion around the technological essence of
their proposals. Often these tactics are used simultaneously.

Policy laundering

Although the conventional understanding of policy tends to rely on a
single-state deliberative process (such as the Parliamentary deliberations
discussed in this book) the dynamics of policy-making are changing sig-
nificantly. Increasingly, policies are being developed through interna-
tional policy-making processes and transnational agreements. The number
of these agreements keeps mounting, as do the places they are created.
According to Alvarez (2002), the United States concluded over 10,000 trea-
ties between 1970 and 1997 and Drezner notes that the number of intergov-
ernmental organizations has doubled in the past 20 years (Drezner, 2001).
All too often academic analysis downplays the role of these influences on
national policies.

These international influences can be used strategically to minimize
local deliberative processes. Hosein identifies three such strategies:
Policy laundering is the practice whereby policy-makers “make use of
other jurisdictions to circumvent national deliberative processes” (p. 187);
“Modelling” occurs “when governments, overtly through calls of harmoni-
zation or subtly through quiet influence and translating of concepts, shape
their laws based on laws developed in other jurisdictions” (p. 188). Finally,
“forum shifting” occurs when “actors pursue rules in intergovernmental
organisations (IGOs) that suit their purposes and interests and, when oppo-
sition and challenges arise, shift to other IGOs or agreement structures”
(Hosein, 2004, p. 188).

Intergovernmental organizations and other institutions ‘“channel and
circumscribe the way state power is exercised” (Ikenberry, 1996, p. 62).
International institutions may reduce transaction costs for developing
norms, reduce ambiguity surrounding compliance, and provide high-quality
information to policy-makers (Perritt Jr., 1998). Smaller states may partici-
pate in these forums, leading to the democratization of international pol-
icy and treaties (Alvarez, 2002). The dynamics at this international level
involve power and selection, however.

Cooperating internationally and establishing international agreements
are not neutral activities. Power politics may prevail, as countries may
use international institutions to further their own ends when they find it
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convenient and disregard them when they do not (Slaughter, 2000). This
“convenience” arises particularly when it serves a domestic political pur-
pose (Goldstein, 1996).

For example, Goldstein (1996) notes how the Canada—United States free
trade agreement actually served the interests of the Reagan administration
in circumventing domestic institutions.

Not all institutions are ideal, and intergovernmental organizations func-
tion differently. Alvarez (2002) argues that “the choice of organizational
venue speaks volumes concerning the intent of principal treaty backers”
(p. 225). For example, the United States pursued antiterrorism rules in
the 1970s through the International Civil Aviation Organization (ICAO)
choosing the ICAO over the United Nations General Assembly in order to
avoid the latter’s inefficiencies.

In the same manner, when proposals for communications surveillance
through the retention of communications data were put forward in the UK
in 2000, they were not discussed at the UK level. Instead, the policy ended
up being driven by a Council of European Union “framework decision”
that would require all member states to have policies requiring retention
(Whitley and Hosein, 2005).

Writing in 2003 before the UK proposals were debated in Parliament,
Hosein noted the growing trend toward biometrically based travel docu-
ments and the introduction of identity databases. Speaking about the likely
outcome for U.S. citizens, he asks “whether officials make use of ‘inter-
national obligations’ and harmonization articulations to justify the policy
change” (p. 194).

This chapter shows how British officials made use of “international
obligations” and policy laundering to support the specific proposals for
identity cards in the UK.

International obligations on travel documents

As noted previously, the UK government has always intended that the
roll-out of the Scheme will be linked to the issuing of passports. In add-
ition, the identity card is intended to be valid as a travel document within
Europe. As a result, it must satisfy the various requirements for machine-
readable travel documents (MRTD) as specified by ICAO and others. The
link between the minimum requirements for travel documents and the
implementation of biometrically based identity cards has, however, fre-
quently been presented as an obligation on the UK government as well as
an inevitability.
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Such “deterministic” arguments are frequently unsound both politically
and academically (MacKenzie and Wajcman, 1999) as they fail to acknowl-
edge the variety of factors that also shape the way an argument or policy
develops (Aus, 2006; Hosein, 2004). That is, such deterministic arguments
undermine the due process of effective scrutiny of policy proposals.

The claim of international obligations

Throughout the Parliamentary debate the government frequently referred
to the “international obligations” on the UK to update its travel documents.
For example, during a debate in the first cycle of the Bill, the then-Home
Secretary informed Parliament that:

under current plans, from next autumn, British tourists who need a
new passport will have to have a biometric one to visit the United
States, or a biometric visa instead. We will rightly have to bear the
costs of introducing the new technology to enhance our passports in
any case, but I believe that we should take the opportunity of that
investment to secure wider benefits, such as those that I have just set
out. [20 December 2004, Column 1942-1943]

A similar point was made by Mr Des Browne, then Minister for
Citizenship and Immigration, during the Bill’s first Committee stage:

The scheme will give us — due to technological developments and the
coincidence of the fact that we will be collecting biometrics in relation
to a substantial proportion of the population for international travel
documents and passports — the opportunity to make that step towards
a system for proving people’s identity to a proper, secure standard.
[20 January 2005, Column 126]

He also noted that “the introduction of a facial image biometric in British pass-
ports starts in about a year” [20 January 2005, Column 158]. He continued

The United States US Visit biometric scheme is already in operation
and means that every British citizen who wants to visit the U.S. will
need to enroll their fingerprints in anticipation of it. That measure
does not affect British citizens immediately, but it will progressively
do so. A substantial number of British citizens travel between the UK
and the U.S. [20 January 2005, Column 158]
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From this logic, the government argued that the cost of introducing iden-
tity cards would only be an additional £85 million (on an expected cost of
£415 million associated with upgrading passports).

This logic was repeated during the second passage of the Bill. For
example, the then-Home Secretary, Charles Clarke, told the House of
Commons on 28 June 2005 that “As the House knows, the UK Government
propose to introduce biometric passports to keep in line with develop-
ments in international standards through the International Civil Aviation
Organization” [28 June 2005, Column 1159]. He continued:

In the case of Europe, facial image and fingerprint biometrics, in line
with those standards, will be required in passports issued by EU states
under Council Regulation 2252/2004. Facial biometrics must be intro-
duced by August 2006 and fingerprint biometrics three years after the
technical specification has been agreed. All EU member states will
have to introduce the same biometrics into the EU common format
residence permits and visas for nationals of non-EU states.

The United States has issued a further deadline for visa waiver pro-
gramme countries to introduce facial image biometric passports from
26 October 2006. Biometric passports, or e-passports, incorporate an
integrated circuit chip capable of storing the biographic information
from the data page and a digitised photograph or other biometrics.
Once all those United States requirements are implemented, nationals
of those countries not issuing biometric passports will require a visa
to visit the United States. The current cost of a United States non-
immigrant biometric visa is £100, requiring a personal visit to London
or Belfast and currently taking 31 working days to make an appoint-
ment for fingerprints to be recorded and a further three days to issue a
visa. [28 June 2005, Column 1160]

He continued, noting that the “The effect of moving to a biometric pass-
port is to raise the cost of the passport to of the order of £65 on each occa-
sion. ... On top of that biometric passport cost, the biometric ID card would
cost an additional £25 to £30” [28 June 2005, Column 1160].

In a similar manner, during a debate in the House of Lords, Lord
Mackenzie of Framwellgate stated:

In any event, we are being pushed by events. It will be an international
obligation to have facial biometrics on passports by 2006. All passport
applicants will be interviewed as an antifraud measure and it will be
a European Union requirement for biometric residence permits and
visas for foreign nationals by 2008. [31 October 2005, Column 62]
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Thus, a frequent claim of the government, especially in response to the
LSE alternative costings, was that 70 percent of the cost of identity cards
would be required for implementing the second generation of biometric
passports.

In parallel to the obligations on the UK, there is also a strong deter-
minism in discussion about identity cards. Tony Blair referred to them as
an “idea whose time had come” (Blair, 2005). He repeated the claim in
November 2006 where he argued:

The case for ID cards is a case not about liberty but about the modern
world. Biometrics give us the chance to have secure identity and the
bulk of the ID cards’ cost will have to be spent on the new biometric
passports in any event. (Blair, 2006)

Similarly, the 2005 Identity Cards Briefing from the Home Office under
the heading “Why now” states that:

Now is the right time to introduce an ID cards scheme because of
advances in technology. ... These technological advances are now being
adopted across the world to improve the security of travel documents
and border controls. Following the 9/11 attacks, the U.S. toughened
its immigration laws and introduced fingerprint biometric visas for
those visiting the U.S. who required a visa. Countries such as the UK
which are part of the U.S. visa waiver scheme must comply with new
International Civil Aviation Organization (ICAO) standards and begin
issuing biometric passports incorporating a facial image to remain in
the scheme. ... the European Union has gone further and mandated both
fingerprints and facial biometrics for Member States’ passports within
the Schengen area. The UK supports this move. The Government does
not want British citizens to have “second class” passports and will
also be moving to incorporate fingerprint as well as facial image data
in passports in the future to keep in step with our European partners.
(Home Office, 2005c¢, p. 3)

Challenging the claim of international obligations

Chapter 7 of the LSE main report (LSE Identity Project, 2005¢) specific-
ally sought to address the claims of international obligations. The chapter
reviewed the role of ICAO as well as U.S. and EU requirements for travel
documents. This next section draws heavily on and updates this analysis.
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For a number of years the international community has cooperated
in increasing the security standards on passports. The UN-level agency
responsible for these standards is the ICAO. In the late 1990s ICAO
undertook research on the potential uses of biometrics and other forms of
digitization of passport information but, in the years that followed, little
progress was made (Stanton, 2008).

The U.S. Government enlivened the process with the USA-PATRIOT
Act, passed by the U.S. Congress following the events of September 2001.
This included a requirement that the President certify within two years a
biometric technology standard for use in identifying aliens who sought
admission into the U.S. The schedule for its implementation was acceler-
ated by a further piece of legislation: the Enhanced Border Security and
Visa Entry Reform Act 2002, sections 303 and 307 of which included
seeking international cooperation with this standard:

By October 26, 2004, in order for a country to remain eligible for par-
ticipation in the visa waiver program its government must certify that
it has a program to issue to its nationals machine-readable passports
that are tamper-resistant and which incorporate biometric and authen-
tication identifiers that satisfy the standards of the International Civil
Aviation Organization (ICAO). (Secretary of State, 2003)

The Enhanced Border Security and Visa Entry Reform Act created pres-
sure on the Visa Waiver Countries to institute new passports that include
biometrics and also generated momentum for the efforts of ICAO to for-
mulate a standard.

When the issue of biometric passports passed to ICAO, the biometrics
policy moved far beyond the Visa Waiver Program countries. As the inter-
national standard-setter for passports, ICAO had begun research into bio-
metric passports in 1995. During the subsequent decade, the performance
of some biometric technologies has improved sufficiently to make facial
recognition, fingerprints and iris scans contenders for implementation in
passports standards (Stanton, 2008).

The technical working group assessing these technologies includes
representation from Australia, Canada, Czech Republic, France, Germany,
India, Japan, New Zealand, Netherlands, Russian Federation, Sweden,
United Kingdom, and United States. The primary purposes of biometric
use, according to ICAQ, is to allow for verification (confirming identity by
comparing identity details of the person claiming to be a specific living
individual against details previously recorded about that individual) and
identification (determining likely identity by comparing identity details of
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the presenting person against details previously recorded on a number of
living individuals). Additional potential benefits include advanced passen-
ger information to ports of entry and electronic tracking of passport use.

Key considerations for ICAO reviews included compatibility with exist-
ing enrolment, renewal, and verification requirements. Machine-readable
passports have to be based on open (nonproprietary) standards and have
graceful degradation capabilities in case of technological failure. For
example, they have to be human-as well as machine-readable.

By 2003, facial recognition emerged as the primary candidate (ICAO,
2004). Intellectual property issues hindered the acceptance of iris scans,
whereas facial recognition was believed to be more socially acceptable.
International Civil Aviation Organization felt that a single standard bio-
metric technology that was used by all nations would ensure interoperabil-
ity. This biometric implementation would merely require the inclusion of a
digital photograph embedded on a chip within the passport.

However, in 2003, the working group also noted that:

in addition to the use of a digitally stored facial image, Member States
can use standardized digitally stored fingerprint and/or iris images
as additional globally interoperable biometrics in support of machine
assisted verification and/or identification. (ICAQO, 2003, §3.3.3)

However, by attempting to accommodate flexibility for the varying
demands of the member states of ICAO working groups, ICAO subverted
its primary goal of interoperability. The inclusion by a country of addi-
tional biometrics on a passport does not aid the travel of its citizens if it is
only their home country that can make use of that biometric. For example,
the inclusion of iris data in UK passports will not aid travel to the United
States, because the U.S. does not record or verify iris scans. The inclusion
of any additional biometrics is unnecessary for added international travel
security. Thus the choice of biometrics to include in the system raises all
the problems of large information infrastructures discussed in Chapter 4.

The ICAO’s new position has given rise to two conditions. First, despite
its goal of interoperability, the current international standard is flexible
in the use of biometrics provided that all passports include the manda-
tory digital photograph. Second, ICAO standards are mute on the point
of whether there needs to be a back-end database that stores all biomet-
rics of citizens’ passports and whether countries may collect these biomet-
rics from visitors. As a result, if British passports include, for example, iris
scans then although these are not required for travel to the U.S., there is
nothing that would prevent the U.S., or any other country, from collecting
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and storing this biometric information. In this way, design choices in a UK
identity policy could result in unintended disclosure of personal data to
third parties (cf ENISA, 2009).

The ICAO does not require the development of databases of biomet-
ric information for the issuance of national passports and verification of
foreign passports. In fact, ICAO is aware that there are contentious legal
issues involved with the infrastructure for these passports, including poten-
tial conflict between the goals of centralizing citizens’ biometrics and pro-
tecting privacy laws and collision with “cultural practices.” According to
ICAO documents, states should decide for themselves whether they extract
biometrics from the passports of visitors or compare them to biometric
databases.

Thus the ICAO states:

ideally, the biometric template or templates should be stored on the
travel document along with the image, so that travellers’ identities can
be verified in locations where access to the central database is una-
vailable or for jurisdictions where permanent centralized storage of
biometric data is unacceptable. (ICAO, 2004)

As a result, ICAO guidance left states with a great level of discretion,
which is contrary to the goal of harmonization. States could have biomet-
ric databases, or could choose to not do so; as long as states have digital
photographs in their documents, they could require multiple further bio-
metrics or none at all. This has led to a variety of (sometimes conflicting)
implementations around the world and has permitted states to argue that
the international “standard” is whatever they want it to be.

Analysis
EU specifications and actions

In Autumn 2004 the Council of the European Union decided to standard-
ize all EU passports through the drafting of regulation and the European
Parliament began consideration of a standardized biometric passport
shortly afterwards (Aus, 2006). In October 2004, in a closed meeting,
the Justice and Home Affairs Council decided to include mandatory fin-
gerprinting for all EU citizens in the draft regulation. The EU Council
then pressed the European Parliament into hastening the policy through
the Parliament in December 2004, without detailed consideration of the
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decisions made by the Justice and Home Affairs Council. The Parliament
was informed by the Council that refusal to accept their demands would
result in their calling for an “Urgency Procedure” that would ensure the
passage of the regulation. In addition, if the Parliament had refused, the
Council threatened to delay the introduction of the co-decision procedure
for immigration and asylum issues to 1 April instead of the scheduled
date of 1 January.

The legality of this course of action is open to question. However,
throughout the entire process, the Council had argued that it was com-
pelled to include biometrics in the passports because of U.S. requirements.
Again, the central infrastructural counterargument continues to apply: the
inclusion of fingerprints in the EU passport system will not assist the U.S.
authorities, nor is it a requirement from the U.S. authorities. Rather, this
policy serves an EU-domestic policy to generate a registry of fingerprints
of all EU citizens and residents.

It is important to note that the United Kingdom is not bound by the
EU specifications. The Council Regulation referred to by the UK Home
Secretary explicitly states:

This Regulation constitutes a development of provisions of the
Schengen acquis in which the United Kingdom does not take part,
in accordance with Council Decision 2000/365/EC of 29 May 2000
(Council Regulation (EC), 2000) concerning the request of the United
Kingdom of Great Britain and Northern Ireland to take part in some of
the provisions of the Schengen acquis. The United Kingdom is there-
fore not taking part in its adoption and is not bound by it or sub-
Jject to its application. (Council Regulation (EC), 2004, §11, emphasis
added)

Aus (2006) indicates that the UK challenged this decision.

There is no requirement to “keep in step” with Europe, just as there is
no international requirement for additional biometrics. If the UK were to
insist on just one biometric (a tamper-proof image of the face — effectively
a digitized, printed photograph rather than one that is pasted into the docu-
ment) in its passport with the same minimal data held on the chip, this
would not create a problem; in fact the results would be to the advantage
of the UK, as it would reduce the costs and administrative burdens. Also,
if the UK followed the U.S. requirements for a single biometric, the UK
certainly would not have to worry about having a “second class” passport.
Australia, Canada, and the U.S. have also rejected implementing additional
biometrics in their own passports.

133



134

Global challenges for identity policies

U.S. demands and requirements

It is useful to review the U.S. requirements and deadlines for machine-
readable travel documents and the visa waiver program, particularly as
these have slipped significantly in the time since the LSE main report
was published. The USA-PATRIOT Act requires only that the President,
within two years, certify a biometric technology standard for use in iden-
tifying aliens seeking admission into the U.S. The policy was modified by
the Enhanced Border Security and Visa Entry Reform Act 2002, requiring
that all visa-waiver program countries implement, by October 2004, bio-
metric passport programs that satisfy ICAO standards.

Countries that fail to comply with the deadline would be excluded
from the visa-waiver program, with a costly consequence. As the dead-
line approached, however, it was becoming clear that no countries in
the program were ready to issue biometric passports. The Department
of State and the Department of Homeland Security recognized that this
could create a potential hazard as hundreds of thousands of visitors to the
U.S. would have to apply for a visa, creating chaos at U.S. consulates and
embassies.

The Secretaries of State and Homeland Security appealed to the US
Congress for a two-year delay to the deadline, citing “privacy issues” and
the technological challenges encountered by these other countries. The
Secretaries warned that potential visitors to the U.S. would “vote with their
feet” and go elsewhere.

Congress responded unfavorably to this request and granted only a one-
year extension. Countries had until October 2005 to implement new pass-
port regimes that include a biometric.

Representative James Sensenbrenner is the Chairman of the
Congressional committee responsible for the biometric passport deadline.
He warned EU and UK diplomats against what he saw as unnecessary
complications that were holding up the deployment process. According
to one report, Representative Sensenbrenner expressed “dismay” that the
European Union had gone further and mandated both fingerprint and
facial biometrics:

The Border Security Act stipulated only that biometric identifiers and
documents meet ICAO standards and that the passport be machine-
readable. ... That the EU should choose an elaborate and expensive path
to meet the requirement has led to consequences that are regrettable,
but not insurmountable. (Zetter, 2005)
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In a letter to the European Council, Sensenbrenner was even more
explicit with his concerns:

While the added biometric element will strongly assist in confirming
the identity of the passport holder, it further adds to the technical obsta-
cles to completing the process and increases the cost of inspection infra-
structure. ... In my view, much expense and public consternation could
have been avoided by a less technically ambitious approach, one that
simply met the terms of the Act as written. (Sensenbrenner Jr., 2005)

Sensenbrenner also said that when Congress established the obligation
and the deadline, it anticipated that ICAO would establish “reasonable,
cost-effective standards which relied upon existing technology” rather
than becoming “enmeshed in new and unproven technology.” Apparently,
the U.S. Congress failed to anticipate the zeal of foreign governments.

In response to continued failures from other governments to abide by
the U.S. requirements, the U.S. announced that it was again moving the
deadline by one year. By October 2005 all countries will still have to start
issuing passports that contain digital photographs, though they would
not be required to implement chips in their passports until October 2006
(Department of State, 2005).

In order to comply with the ICAO standard, the U.S. is implementing
a biometric passport of its own. However, the U.S., in compliance with
the ICAO standard, is requiring only a digital photograph on a chip in the
passport. Nevertheless, informal conversations with some Home Office
officials suggest that even they, on occasion, accepted the narrative that
the UK scheme had included fingerprints because the U.S. Government
was requiring it.

Parliamentary challenges

In part inspired by the LSE analysis, a number of MPs questioned the
obligatory nature of the requirements to update British passports. For
example, during the debate on 28 June 2005, Lynne Jones asked whether
the EU-wide passport with fingerprint biometrics was a proposal or a def-
inite agreement, to which Charles Clarke replied that:

the regulation to which I referred is binding on the Schengen coun-
tries, although not necessarily on us. However, it is expected that all
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EU member states will have to introduce the same biometrics into the
EU common format residence permits and into visas for nationals of
non-EU states.

I should point out to my hon. Friend and to others who are concerned
about this issue that in the view of all observers, there is absolutely no
doubt that the development of biometric travel documents in the ways
that I have described is the future. Given that environment, we would
seriously disadvantage the citizens of this country if we did not go
down the biometric route. [28 June 2005, Column 1161]

It is important to note that the UK government played a significant role
at both ICAO deliberations and the Council of the European Union. So the
UK government knew full well the nature of the requirements, because it
had lobbied hard for them (Stanton, 2008).

However, by the time of the remaining stages of the Commons debate, the
government was resorting to the language of obligation once again, with Home
Office minister Andy Burnham informing the House of Commons that:

The European Union has already agreed to move in the direction of
requiring the widespread use of biometrics. The United States has
also taken such a decision in principle, as has the International Civil
Aviation Organization, to which my hon. Friend the Member for
Birmingham, Selly Oak referred a few moments ago. It is up to the
hon. Gentleman if he wants the British Government to stand back from
that and thus ensure that British citizens have second-class passports
that will not enable them to travel with freedom and convenience in the
future, but Labour Members will not take that decision. [18 October
2005, Column 740]

Similarly, during the Lords second reading debate, the Home Office
minister Baroness Scotland again referred to the fact that “70 per cent of
that cost would be incurred anyway because of the worldwide move to bio-
metric passports” [31 October 2005, Column 15]. Later in the same debate
the Earl of Northesk asked the Baroness to:

confirm that the International Civil Aviation Organization has been
absolutely adamant that what is not required as an international stand-
ard is a biometric passport; what actually is required is a digitised ver-
sion of the biometric? That is one of the fictions which the Government
consistently parade as a justification for the Identity Cards Bill. It is
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very important that it should be knocked on the head. [31 October
2005, Column 110]

Despite this explicit attempt at clarification, in the debate on 14 December
2005, Lord Bassam, representing the government, stated “that around 70
per cent of the unit cost would be accounted for anyway by the cost of intro-
ducing biometric passports with both facial image and fingerprint biomet-
rics” [14 December 2005, Column 1280].

The matter came to head during the debate on 13 February 2006 that
considered Lords’ amendments. Once again, the inevitable introduction of
biometric passports and the associated costs was raised by the government.
However, when the Home Secretary told the House that “A number of coun-
tries, including the United States of America” had passports with 13 sets of
biometric data on a centrally held database he was “invited to be quite care-
ful about this” by MP Edward Garnier [13 February 2006, Column 1171].
He responded by clarifying his claim:

We are in an evolving situation as far as the international requirements
are concerned. That applies to the EU, the International Civil Aviation
Organization and the UN Security Council resolution. It is equally the
case that many countries are evolving their own systems. ... It is also
true that there are different states of decision in different countries
on those points. All is evolving. However, both within the EU and in
the dialogue between the EU and the United States that has explicitly
addressed these matters, including in the G8 context, the overwhelm-
ing view is to move towards the most rigorous form of biometrics for
fundamental documents such as passports and visas. [13 February
2006, Column 1171]

This statement was followed up by a Parliamentary question seeking
clarification of the “evidential basis was for his statement that a number of
countries, including the U.S., propose to have 13 sets of biometric data per
person on a centrally held database.” The written answer stated:

I am clear from discussions with my opposite numbers internationally
that a number of other countries, including the United States are likely
to move to using 13 biometrics in due course, based on face finger-
prints and iris biometrics. The use of multiple biometrics has been
accepted in principle in the International Civil Aviation Organization
(ICAO) Blueprint for machine readable travel documents which has
been accepted by the 188 ICAO contracting states and includes the
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face as the primary mandatory biometric and iris or fingerprints as
secondary and optional biometrics. [WA 57293]

Nevertheless, despite these various opportunities for the government
to clarify the relationship between obligations that it was under and best
practice that it had chosen to follow, the claim about the need to upgrade
passports continued to be made, including in the first s.37 Cost Report
(UKIPS, 2006a) issued in October 2006 and the Strategic Action Plan
issued in December 2006 (UKIPS, 2006b) and has remained an element of
the rhetoric of government documents about identity cards thereafter.

The National Audit Office’s review of the introduction of e-Passports
(National Audit Office, 2007), however, does provide a clear statement of
the issue:

To ensure that UK citizens can travel freely, ePassports must conform
to standards set by the International Organization for Standardization
on the design of the chip and data formats and by the International Civil
Aviation Organization on the overall design and features of the ePass-
port, including the data and the security features protecting it.... The
latter organisation requires that the chip contains an image of the pass-
port holder’s face. ... There are additional EU requirements specifying
that by 2009 ePassports should include fingerprint data which will
require personal attendance for fingerprint enrolment. The UK is not
obliged to comply with the EU regulations as it is not a signatory of
the Schengen Agreement but has decided to do so voluntarily so that
it can participate in the development of the EU regulations and main-
tain the security of the British passport on a par with other major EU
nations. (National Audit Office, 2007, §1.7 emphasis added)

Though it took nearly four years, finally the policy-debate could be per-
ceived as settled: fingerprints are merely an optional component of ICAO’s
standards and an optional component of the EU policy as well. Moreover,
when the OGC Gateway Review documents were finally released in 2009,
it was apparent that the early plans for identity cards were not based on
these “international obligations.”

For example, the June 2003 Review states that the collection of bio-
metrics is “another option™ that the government “would like to explore”
(Office of Government Commerce, 2003, p. 3). It continues, noting that:

Opinion seems divided on how effective or dependable biometrics will
be. There is little past experience, in the UK or elsewhere, to go on.



Due process and short-circuiting debate

Pilots will be especially important. (Office of Government Commerce,
2003, p. 1)

In the January 2004 OGC Review, the Review Team notes that:

Biometric passports are already being developed in the UK, elsewhere
in Europe and the U.S. partly in response to this situation. The U.S. has
announced that a biometric will shortly be required for foreign nationals
entering the U.S. (Office of Government Commerce, 2004, p. 1)

The Review continues by noting that:

there is general agreement that there should be a second biometric as
well as the photograph (or digital photograph). On the assumption that
DNA would be too expensive, however, should it be fingerprints or irises
(or both)? How scalable are the two technologies? And what are the cost
implications? It was put to us that EU Directives and international pass-
port standards might leave little option but to use fingerprints (which
could also, unlike irises, be compared with existing stocks held by the
police and others). The matter needs, however, to be firmly decided.
(Office of Government Commerce, 2004, p. 11)

Discussion

One way of telling the story about the UK scheme would be to say that the
Home Office early on decided that it wanted to use the best available tech-
nologies and the most promising future technologies to record the unique
identifying features of the entire population. A project of this scale had
never previously been conducted and it was likely to be politically con-
tentious and technologically challenging and consequently expensive. The
merits of the technologies and the needs of the system design meant that
the choice of biometrics was settled and the Bill was drafted. Parliament
then approved the Bill and the Identity Cards Act became law.

Another version of the story, however, is that the government knew that
the Bill would have a rough ride through Parliament because of its costs
and technology implications. The Government therefore chose to use the
international policy processes to their advantage. First, they would push
for international policies requiring expansive biometric collection. Then,
every time the policy was questioned in Parliament the government could
point to the international standards and obligations requiring that the Act
merely comply.
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In so doing, the Government had devised a perfect strategy. For the
“internationalists” in Parliament, though they may oppose an identity card
they would certainly abide by international obligations (particularly from
the UN) in the quest for global harmony. The pro-EU MPs would not turn
down something that had been approved by the European Parliament.
With the “security hawks” that may oppose the bill, including members
of the Conservative Party, the Government could argue that without these
advanced technologies the UK would have a “second-class” passport that
would be vulnerable to fraud while other countries would not suffer so
needlessly. Finally, to those who questioned identity cards on the grounds
of public policy, where considerations of costs and feasibility would be
raised, the Government could easily claim that much of the costs for the
identity card were to be incurred anyways due to the international obliga-
tion to implement UN requirements.

By using international policy-making strategies, the Government tried
to short-circuit debate around identity policy. It was not alone, of course.
Germany implemented fingerprints in their identity cards on the back of
ICAO requirements. Similarly, France proposed collecting eight-fingerprints
for their identity scheme. Members of the Bush Administration cabinet, in
their final days in office, began complaining that European practices of
fingerprint collection were helping the EU to secure their identity docu-
ments and the U.S. should consider following suit.

In addition to questions of parliamentary accountability, a particular
concern about such tactics for technologically leveraged identity policy is
that governments could actually limit scrutiny of the technological basis
of the proposed policy. At the European Parliament, just as in the UK
Parliament, not a single feasibility study or technology study was intro-
duced to inform Parliamentarians about the advantages, disadvantages, or
potential for failure (indeed, as the OGC Review noted, “there is little
past experience, in the UK or elsewhere, to go on” (Office of Government
Commerce, 2003)). The common view, identified in discussions with
Parliamentarians, was that because the technology was approved by UN
bodies, the technologies must be ready for application.

The ICAO did not scrutinize the technology in detail either, however. At
a conference presentation from a member of the ICAO technology working
group, the member admitted that when ICAO approved some of the tech-
nologies in the standard, they were unsure of the abilities of the technology
to match their goals. In fact, in the case of the standard on “contact-less”
chips for the biometric passports, the ICAO member later admitted that
he did not even know what a contact-less chip was, at the time. Further
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examples of this confusion about what a contact-less chip might be arose
in the UK (Lettice, 2006).

Therefore, the greatest risk that emerges from policy laundering is not
necessarily that Governments can short-circuit debate; but rather that the
policies are never adequately reviewed at any level as each level presumes
that the other level will or has done it.
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Policy-making processes need, amongst other things, good information
about the nature of the problem being addressed by the new policy, consid-
eration of the variety of possible solutions or measures, and possibly recog-
nition of the identity of the key constituencies for engagement and building
political support. To this, experience has shown that for technologically-
leveraged policies the process requires a further component: a detailed
understanding of the technologies implicated by the policy.

As the review in the previous chapter about the short-circuiting of debate
on identity policy by using international standards and obligations to their
advantage showed, some governments appear keen to minimize discussion
of technology. In the case of international obligations on the use of bio-
metrics there were limited feasibility studies and discussions of the merits
of one technology over another were more focused on the characteristics
of the market conditions around the technologies rather than their relative
effectiveness.

Even though some governments are keen to push new technologies,
this is not necessarily a problem. The review of emerging identity poli-
cies around the world has shown that some governments are keen to start
discussions on identity policies using new techniques and for new envi-
ronments such as for on-line transactions and even mobile authentication,
truly leveraging the capabilities of new technologies to transform the pub-
lic sector (Fishenden, 2009).

Therefore this concern does not arise from some sense of skepticism
about technology. Rather it seeks discussion and debate about the essence
of the technologies implicated by identity policies.

This needs to go beyond “being specific about the technology” (Monteiro
and Hanseth, 1995). When compelled into disclosing details, governments
often have many statistics to offer and are unlikely to spread falsehoods
with the disclosure of these details. Rather the approach advocated is that
the essences of technologies must be debated, because they are seldom
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settled upon. Grint and Woolgar (1997) criticize the idea that there is a
truth about a technology, something within its capacity that determines
how it acts. This chapter takes this criticism to focus on the discourse and
the debate over the essences of the technologies and from these debates
analyze the competition of claims about the technology.

Alternative knowledge claims occur frequently in policy debates; this
chapter shows that they may also be about the technology. Therefore a
technology policy process will include actors and institutions that have
differing views on the technologies. Sometimes these may be opposition
parties, other times they may be special interest groups. Sometimes the
interests are not entirely clear or necessarily discernable, as Haas’ identi-
fies with his epistemic communities of scientists and experts (Haas, 1989).
These claims add richness and color to the policy-making process and
can lead to a settlement on the understanding of the essence of the tech-
nologies. But there is possibly more than a mere settlement that could be
achieved through this process.

In the case of the UK, although the extent of the politicization (and
personalization) of the debate surrounding the LSE report was surprising,
the reaction of the government to alternative knowledge claims, especially
with regard to the science and technology underlying the Scheme, was less
surprising as it had been foreshadowed by Bruno Latour in his argument
about the Politics of Nature (2004).

In this work, Latour decries the tendency for politics to short-circuit
“any and all questioning as to the nature of the complex bonds between
the science and societies, through the invocation of Science as the only
salvation from the prison of the social world” (p. 13). That is, he argues
that politics prefers to see only scientific facts and would rather not see the
detailed work associated with scientific controversies.

In response, Latour proposes a due process model for building a “com-
mon world” that acknowledges that in many cases (e.g. in terms of nature,
global warming, mad cow disease, GM crops) scientific consensus does
not (yet) exist, yet there is a need for (political) action to take place and
decisions to be made. Latour’s model proposes replacing the invocation
of Science as the provider of truth with a mechanism for consideration of
“perplexities” that could be part of the new common world.

Before discussing how the debate over the essence of the technology
occurred in the UK, the chapter develops an analytical frame to better
understand the technology policy process itself from the perspective of alter-
native knowledge claims. That is, in order to demonstrate the effect of this
approach this chapter describes how the first round of Parliamentary dis-
cussion sought to short-circuit the scientific and technological perplexities

143



144

Global challenges for identity policies

associated with the government’s plans. This is followed by the presen-
tation of some of the new candidates for the common world associated
with the implementation of the Scheme. Finally, the chapter shows how
the government reacted to the possibility of considering these alternative
knowledge claims.

From facts and values to due process

Science and technology have traditionally been seen as distinct from soci-
ety, with their own internal logic and status (Barry, 2001, p. 7). For example,
Habermas (1970) argues that “scientific experts advise the decision-makers and
politicians consult scientists in accordance with practical needs” (Habermas,
1970, pp. 66—67). In this view, scientific experts are seen to provide politicians
with the “facts” that they need in order to implement policy. However, one
of the key insights of the academic field known as Science and Technology
Studies (STS) has been to question this separation of science and society and
to undertake detailed empirical study of the work that scientists and tech-
nologists actually do, rather than accepting their status uncritically (Barnes
et al., 1996; Bijker et al., 1987; Collins, 1981; Latour, 1999).

This has resulted in an extensive body of STS research that has shown
all the instruments, laboratories, workshops, and factories that work to
“fabricate” the “facts” that science produces, the alliances that lead to con-
sensus and shared understandings and the variety of interests and inter-
pretations that are essential to those understandings (e.g. Bauchspies et al.,
2006; Yearley, 2005).

Nevertheless many political decisions to build a “common world” need to
be able to “use science and technology before there is consensus in the tech-
nical community” (Collins and Evans, 2007, p. 8) as science cannot deliver
truth at the speed politics requires (p. 1). Latour suggests that this results in
a tendency to short-circuit the scientific process and invoke scientific knowl-
edge as truth despite the growing evidence that, for scientific controversies,
reaching unanimous positions is a difficult, time-consuming process.

Part of the problem, Latour suggests, is the language used. When politi-
cians cite scientific “facts” they are really talking about two very different
things associated with science. On the one hand, scientific facts are related
to matters of concern which may be well or badly “articulated.” The work
of scientists is therefore to develop experiments and experimental appar-
atus that identify and better articulate these matters of concern so that one
can decide if they are “serious, stable, delimited, present, or whether they
may not soon, through another experiment, another trial, scatter into as
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many artifacts, reducing the number of those whose existence matters”
(p. 103). These many matters of concern leave those who are discussing
them “perplexed” (p. 104). Matters of fact, on the other hand, are indis-
putable, institutionalized knowledge claims that represent the “‘unanimous
text of a resolution on the state of the art” (p. 64), claims that need not be
reconsidered and belong once and for all “to the realm of reality” (p. 98).

The short-circuiting of due process arises when both aspects of sci-
entific work in the term ‘“facts” are combined and then separated from
“values.” A similar mishmash of responsibilities, Latour suggests, can be
found with consideration of values that covers processes for consultation
about possible members of the common world and the process of organiz-
ing them into a hierarchy.

Latour (2004) therefore proposes a new separation of powers that prohibits
the short cut from scientific perplexity to scientific institution and proposes
proper consideration of the perplexities that are candidates for the new com-
mon world. This can be seen diagrammatically in Table 6.1 The traditional
fact/value distinction and Table 6.2 Latour’s new division of powers.

Thus, using Latour’s language, the political deliberation of the science and
technology associated with the National Identity Scheme was short-circuiting
the consideration of the perplexities associated with both the use of biomet-
rics and the single, centralized database associated with the National Identity
Register (NIR). The LSE report therefore sought to contribute to the scrutiny
of the Scheme by explicitly raising these candidate perplexities.

Short-circuiting deliberations
It is possible to identify numerous examples of the short-circuiting of delib-
erations of scientific and technological elements of the Scheme, and in the

early stages of debate this process was rarely questioned.

Table 6.1 The traditional fact/value distinction

Facts Values
Perplexity Consultation
Institution Hierarchy

Table 6.2 Latour’s new division of powers

Perplexity Consultation How many are we?

Institution Hierarchy Can we live together?
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In particular, the House of Commons Home Affairs Committee (HAC)
(2004) scrutinized the draft legislation. The cross-party Committee’s work
is independent, with Government ministers responding to the questions
and concerns of Committee. The HAC noted that while they did not have
the expertise to make judgments on the technological issues, they were
struck by “witnesses’ insistence on the importance of the Government get-
ting the structure right from the beginning and sticking to its decisions”
(Home Affairs Committee, 2004, Recommendation 31). Similarly, in terms
of biometrics the HAC noted “that no comparable system of this size has
been introduced anywhere in the world” (Home Affairs Committee, 2004,
Recommendation 39).

Despite the early identification of these concerns, in the first round
of Parliamentary debate, which is led entirely by the Government, there
was very little consideration given to alternative knowledge claims and
perplexities about the science and technology underlying the Scheme. For
example, the only discussion of biometrics revolved around consideration
of the Government’s own small-scale pilot trials (Mansfield and Rejman-
Greene, 2003), concerns about unstable (facial) biometrics for people under
16 (who are not due to be enrolled into the Scheme) and some discussion of
how biometrics could, in theory, be spoofed.

Similarly, debate about the NIR was very limited, with little more than
occasional comments about the risks of the database being hacked into or
corrupted, even by viruses. The government’s responses to such concerns
relied on assurances that the government had taken “the best possible
advice in this area” from relevant industry and academic experts.

Introducing perplexities

Perplexities for the National Identity Register

The Government’s line of argument was that most other countries have iden-
tity cards (particularly those in Europe) and that the Government was devel-
oping the Scheme in order to be consistent with the practices elsewhere. The
LSE report questioned this logic by pointing out that not all identity systems
are the same; see also the review in Chapter 2 of this book. Although most
European countries have some form of identity card, the LSE’s research
showed that not all are compulsory (LSE Identity Project, 2006a) and few, if
any, are based on a central database that provides an audit trail of every time
the identity card is formally used to verify an individual’s identity.
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As was noted earlier, Germany provides one of the most interest-
ing examples of identity cards. Most Germans readily carry around
their identity cards but, because of past abuses, are also quite wary
of the collection of personal information by the Government. Under
Federal Data Protection Law, the Federal Government is forbidden
from creating a back-end database of biometrics for the identity card.
As a result, German privacy law prevents the creation of the kind of
central database envisaged for the UK. Instead, any information that is
collected for the identity card system is stored locally at the registration
offices. A private contractor uses this information to issue the card but
as soon as the document is completed all personal data are deleted and
destroyed.

In a similar manner, alternative models exist about the use of the single
national identification number for government services. France explicitly
does not use a single identifier to link government records across depart-
ments. Hungary and Germany explicitly ban the use of a single identifica-
tion number for citizens, citing data protection concerns, while Hungary
and the Czech Republic do not allow shared databases across government
departments (Otjacques et al., 2007). The Austrian e-government initia-
tive has introduced a novel technology-based solution, where all Austrian
citizens are registered on a national Central Register of Residents but have
a variety of identification numbers that link to the central records via
sector-specific tags and strong encryption algorithms (Otjacques et al.,
2007).

While Ministers were trying to show that a centralized design was the
only option, they were ignoring the extensive debates elsewhere about
whether identification systems should be centralized or federated. Over the
years, a number of companies tried to present themselves as the one-stop-
shop for centralizing identity information. For instance, Microsoft tried to
implement a “Passport” scheme where it would hold all your identity infor-
mation (e.g. log-in details for all your on-line accounts) and would manage
them accordingly. Under this (failed) scheme Microsoft would know every
transaction you made but it also ran the risk of becoming the central point
of failure for all your on-line accounts and a high-profile target for hack-
ers. Other companies proposed (as Microsoft now does) federated and dis-
tributed schemes where there are multiple, independent identity assurance
providers who have far less information on their users and are at lower risk
of failure. Along with the LSE reports, a number of industry experts and
bodies promoted this federated scheme over the government’s centralized
model.
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Perplexities with biometrics

The government’s faith in biometrics was remarkable. Repeated statements
from Ministers and even the Prime Minister indicated that they believed
that biometrics made the entire scheme not only possible, but necessary
(cf Office of Government Commerce, 2003). The LSE report challenged
the belief in the perfectibility of biometrics noting evidence that suggested
that there were significant potential problems with each of the proposed
biometrics, especially when the Scheme is rolled out for the entire UK
population (i.e. upwards of 50 million people).

The LSE report did not do any biometric testing of its own, but instead
presented an alternative review of the available scientific evidence. The
LSE analyses highlighted the key role of the “experimental setup” in
determining the efficacy of biometrics. Most of the existing studies, for
example “frequent traveller” studies, had carefully arranged setups (e.g.
controlled lighting) and limited profiles (typically white, male profession-
als aged 20-55). Issues raised by such studies as well as concerns about
their applicability to the wider, more heterogeneous population highlighted
the need for the studies to be carefully reviewed to isolate the effects of
the experimental setup from the underlying science being evaluated (cf
Collins, 1992; Collins and Pinch, 1998a).

The LSE researchers also reviewed the evidence given to Parliament
and to the government warning of the error rates with fingerprints, the
limited large-scale tests of iris systems, and the unreliability of facial
recognition techniques (e.g. British Telecommunications PLC, 2004). It
also considered government-commissioned studies that warned of the
perplexities of enrolment and subsequent error rates (Mansfield et al.,
2001) and the challenges (and likely costs) of dealing with large popula-
tions in a way that is untried (Mansfield and Rejman-Greene, 2003). The
report also looked to the studies conducted in other countries, particu-
larly in the U.S. (e.g. NIST, 2005; Government Accountability Office,
2005).

The LSE reports were able to identify perplexities that the government
was glossing over, given the size of the biometric database. These included
the need to contain very accurate biometrics to prevent false nonmatches
and a verification process that would have to involve high-integrity devices
to avoid excessive false matches. Moreover, in relation to spoofing and
other attacks, the LSE reports noted techniques for forging or counterfeit-
ing fingerprints (Matsumoto et al., 2002) and relayed findings of research-
ers in Germany who established that there were forgery vulnerabilities in
iris recognition (Anonymous, n.d.).
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Responses to perplexities

With the publication of LSE reports, the Parliamentary deliberations about
most aspects of the Scheme (including the scientific and technological ele-
ments) now included consideration of many of the issues that the reports
highlighted, often with an explicit reference to the LSE as the source. This
section describes how the government responded to the perplexities that
the LSE reports introduced into the Parliamentary scrutiny of the Scheme
and suggests that rather than seeking to embrace the kind of due proc-
ess that Latour suggests, the government attempted, once again, to short-
circuit the deliberations by invoking their experts and their interpretations
of the issues.

Contests of experts: Technology design and
the LSE alternative blueprint

Given the concerns with the government proposals, the LSE reports out-
lined an alternative scheme based on federated databases for identity data.
It also avoided relying on biometrics to help achieve a perfect, unique
identification and enrolment process, by drawing upon existing social net-
works and endorsements by individuals in positions of trust in society to
implement the enrolment and identification process.

In August 2005 the Home Office issued its response to the LSE alter-
native blueprint (Home Office, 2005b). In this document, the Home
Office noted that “the Government has consulted with over 300 organi-
zations and acknowledged leading universities in the field of biomet-
rics” (p. 1).

Discussing the design choice of a central database, the Home Office
response draws on “common sense”: “For example, a bank or supermarket
does not leave small amounts of cash in its tills overnight; it transfers this
cash to a safe — a highly secure central environment. This is more cost-
effective than making every individual till as secure as the safe.” They
also point to industry “best practice™ “a centralized database model is
recognised by leading IT, security and resilience specialists to provide
the most secure and cost-effective way to administer the personal details
of individuals. Requirements for the National Identity Register will com-
ply with such industry standard best practice. The LSE model would not”
(p. 5) adding that “The Government have been working with acknowl-
edged security experts to ensure the Scheme will meet highest industry
standards” (p. 7).
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Biometrics and the selective use of sources

Discussion of the LSE analysis of the available biometric evidence was
even more nuanced. One argument made by the government in dismiss-
ing the LSE’s presentation of the perplexities associated with biometrics
was the “surprising” “basic error” of missing “one of the major reports on
biometrics and the way in which that was dealt with in the United States”
[Baroness Scotland, 19 December 2005, Column 1565].

As Home Office minister Baroness Scotland informed the House of
Lords:

One of the largest scientific studies today of fingerprints, with a sample
size of 6 million, was conducted by the United States National Institute
of Standards and Technology using data collected in operational circum-
stances, rather than laboratory conditions. It showed a performance con-
sistent with the needs of a scheme on the scale of the ID cards scheme.
Although it was one of the world’s leading studies into the use of biomet-
rics, the London School of Economics overlooked it in its report, which
is curious because we know how assiduous that body usually is when
looking at research that may be pertinent. I am surprised that the LSE
does not appear to have alighted on that study. One reason why we treat
the LSE study with caution is because it is just not as rigorous as one
would normally come to expect. [15 November 2005, Column 1057]

The LSE research status report issued in January 2006 (LSE Identity
Project, 2006¢) reviewed this point. This noted that the LSE Identity
Project was:

aware of NIST reports on a 95% accuracy rate for a two-finger data-
base search and we have repeatedly agreed with the finding that one-
to-one verification rates are far higher, in this case being 99.5%. These
findings are consistent with the research presented in the LSE report
that indicates that 1-1 matching is far more accurate than 1-to-many.
In fact we reported on research studies with even higher accuracy rates
than those presented in the NIST studies that we have seen, including
Home Office commissioned research.

Thus, both the LSE report and the Home Office were drawing upon
the same evidence, supporting Fuchs’s (1992) claim that “knowledge
claims are always ‘underdetermined’ by the available evidence, so that
alternative claims are always equally justifiable in the light of that



Due process and the politics of science and technology

very same evidence” (p. 21; see also Collins, 1992; Collins and Pinch,
1998b).

Discussion

While the previous chapter has shown how governments have used geopol-
itics to short-circuit debate and deliberation (Hosein, 2004; Whitley and
Hosein, 2005), this chapter has shown how debate was short-circuited on
technology issues. In any political debate, the management of knowledge
is likely to be used in political ways and Latour’s model provides a means
of addressing the tendency to short-circuit deliberation, not just in the area
of nature, but also technology and potentially many other areas as well.

By utilizing Latour’s concerns about due process, the LSE Identity
Project transformed the debate about the identity cards policy in the UK. It
did this by introducing a range of candidate entities about biometrics and
the design of the NIR, perplexities that the government was attempting to
gloss over. At one level, this did result in a better due process consideration
of these elements as they were, at least, considered in the debates about the
Scheme.

The government, however, continued to short-circuit the consideration
of these elements by invoking its own interpretation of the science and
technology involved and challenging the status of the report that intro-
duced the candidate entities. This approach, however, was not always
totally effective (Pieri, 2009). For example, shortly before a key debate
in the House of Commons, a former British NATO and defense security
expert Brian Gladman wrote to the Prime Minister to respond to the gov-
ernment’s attacks on the quality of the LSE’s research. Gladman informed
the Prime Minister that he was the (unacknowledged) author of the sections
of the LSE report dealing with safety and security of the NIR and that his
material had been reviewed by two independent and internationally recog-
nized information security experts. This was subsequently covered by the
media (Hencke and Dodd, 2006), causing considerable embarrassment to
the government.

At another level, the due process might be seen to be less effective,
at least in terms of the Parliamentary debate. The Bill was passed and
on 31 March 2006 the Identity Cards Act received Royal Assent. Apart
from a commitment for periodic reporting on costs and a few other minor
amendments, the final form of the Act is very similar to the original Bill.
As such, it would appear that despite the presence of the various perplexi-
ties that the LSE report introduced into the debate, the controversy was
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settled. However, as the years move on from the launch of the LSE report,
the plans for the Scheme remain in a state of flux, with a delayed roll-out
of the Scheme for UK citizens and further consultation about the collec-
tion of biometrics (UKIPS, 2008b). Iris biometrics, despite being explic-
itly listed in the Act as an example of biometric information (a “matter
of fact”?), have been dropped from the Scheme. Similarly, the govern-
ment announced that the NIR would now be implemented on three distinct
databases, rather than a single, centralized Register (UKIPS, 2006b), a
decision that has received higher prominence following the notorious tax
agency data breach where the personal details of 25 million UK citizens
were lost from a single, centralized database.

At a more general level, this case contributes to the ongoing debate
about what it means to be political. For example, a recent paper by Whittle
and Spicer (2008) suggests that actor-network theory and, by implication,
STS more generally, degrades our understanding of political action by
arguing that only human intervention can lead to the transformation of
social arrangements. Such a position comes close to reinforcing the tradi-
tional separation of scientific knowledge from social action. If this logic
had been followed in the identity cards case, it would risk encouraging ““a
passive attitude to an enormously important part of our lives” (MacKenzie
and Wajcman, 1999, p. xiv).

Latour’s book describes six professions or skill sets that can contribute
to the implementation of the politics of nature: scientist, politician, econo-
mist, moralist, bureaucrat, and diplomat. The experiences with the LSE
report suggest at least one other skill set to add to this mix, namely the
informed advocate. This skill set is closely related to those of the moralist,
whom Latour describes as actively looking for candidate perplexities that
should be given due consideration, as a matter of principle.

The informed advocate differs from the moralist, however, in that while
the moralist’s concerns are purely processual, informed advocates use their
interactional expertise (Collins and Evans, 2007) to identify those candi-
date entities that are most likely to contribute usefully to the deliberative
process. Although they are short listing and highlighting likely candidate
perplexities, informed advocates are not shortcutting the political process
as other candidate perplexities can also be included, for example by the
moralists. They are simply using their expertise to identify the most chal-
lenging entities for the current iteration of the process.

Thus the LSE report drew on the relations with appropriate contributory
experts to identify those perplexities that were most likely to be signifi-
cant for the implementation of the Scheme. This involved interacting with
experts in areas as diverse as policing policy, law as well as information
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technology and biometrics. The skills required for the broad ranging inter-
actional expertise for modern policy processes differ from the specialist
expertise provided by scientists.

“Advocate” can be seen as a dirty word, particularly in academia that is
supposed to be unbiased and disinterested. The difference is methodologi-
cal rather than necessarily ideological. Rather than just finding evidence
that opposed the government’s view of the world, as researchers the LSE
Identity Project presented sources of evidence that contradicted, confused,
and also clarified issues. The academic challenge is to provide coherence
to all this dissonance in ways that are digestible to the key audiences. It
also requires the presentation of conflicting evidence in ways that are not
perceived as merely providing obstructions.

The case also identifies aspects of the due process model that are not
covered in Latour’s analysis. For example, throughout the period under
study many aspects of the Scheme were not specified in detail and yet
the government’s position was one of certainty about the Scheme (e.g. the
likely cost of the Scheme remained unchanged). Thus, the short-circuiting
of due process appears to have been undertaken not just on the basis of
scientific facts but also on the basis of expectations about the Scheme. This
is explored in more detail in Chapter 8.

It is possible that in a highly politicized process where no side can show
weakness, governments must short-circuit due process in order to show
confidence, certainty, and assurance. Yet, neglecting perplexities is a haz-
ardous way to develop policy. If this condition is endemic to the political
process then the implications for future technology policies are worrying.
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We will introduce ID cards, including biometric data like fingerprints,
backed up by a national register and rolling out initially on a volun-
tary basis as people renew their passports. (The Labour Party, 2005,
pp- 52-53)

The current best estimate is that the total average annual running
costs for issuing passports and ID cards to UK nationals is estimated
at £584m. Some set-up costs will be incurred after the first ID cards/
biometric passports are issued as it will be more cost effective to build
parts of the infrastructure incrementally. (Home Office, 2005¢)

Much is made about how our societies have changed in the era of rolling
24-hour news coverage and how governments are far more accountable
today than in previous times because of the sheer amount of information
that is now made available. Whitepapers, green papers, consultation docu-
ments, public speeches, Parliamentary debates, and media interviews are
now all available for the public, researchers, and analysts to study. This
information can be codified, weighted, interpreted, or counted in order
to draw conclusions about the quality and quantity of public disclosure,
discussion, and even deliberation.

Despite attempts to short-circuit the debate about identity policy
described previously, surprising amounts of information have been made
public. Thus, much information has been made available about interna-
tional standards for passport security; access to the working papers, and
minutes of meetings of international institutions such as International Civil
Aviation Organisation have been made available through freedom of infor-
mation requests in the U.S.

It is also recognized that governments are no longer the sole holders of
the wisdom on these policies as the traditional boundaries between dif-
ferent areas of research, policy, and practice break down (Gibbons et al.,

154



Intentional ambiguity about technology

1994). Research on the various techniques implicated by modern identity
policy is often circulated within academia, standards bodies, and for pub-
lic discussion through conferences and media coverage.

In the case of the UK, the government was willing to speak often about
its proposed identity policy. The proposals went through Parliament twice,
so there was much discussion of the Scheme. A record of these debates
(Hansard) including detailed consideration of the Bill at the Committee
stage is freely available on the Parliament website (Bayley, 2004). Ministers
spoke at dozens of conferences, interacted with hundreds of journalists,
offering insight into their thinking and their intentions. Whitepapers and
consultation documents were released from the earliest stages of the policy-
making process. The Bill itself was released with a “regulatory impact
assessment” that outlined the larger implications of the bill in language
that was clearer than is possible in legislative language (Home Office,
2005¢).

In modern policy debates, therefore, there is rarely a shortage of infor-
mation. Where shortages arise, controversy often follows and through a
variety of mechanisms, researchers, or informed advocates work at finding
this information and ensuring its release. But the mere availability of infor-
mation does not in and of itself help in understanding a policy process, the
policy itself, or the intentions of the policy-makers.

In monitoring the policy process it is important to analyze the pub-
licly available information about the policy, but it is also important to
pay attention to how this information is presented, particularly when
the statements are made about technological issues associated with the
policy. This chapter focuses on the two statements which are presented
above — statements about technology-related issues that were intentionally
ambiguous and therefore hampered the effective scrutiny of the govern-
ment’s identity policy proposals.

On information, meaning, and
information systems research

Although theories of information and meaning have their origins as a
technological measure of signal quality (Shannon and Weaver, 1949),
information and meaning have become increasingly important for infor-
mation systems researchers (Willcocks and Whitley, 2009). In the positiv-
ist research tradition, information and meaning have been studied in many
areas including computer-mediated communication, decision support sys-
tems, and computer adoption. Within the interpretive tradition, particular
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emphasis has been given to the social nature of information in a variety of
contexts, and information is generally recognized to be something that has
inextricably contextual characteristics (Brown and Duguid, 2002; Klein
and Myers, 1999; Poster, 1990). In particular, information is often under-
stood in relation to our use of language (and signs more generally) and as
a result is best understood in terms of the particular social and historical
circumstances of those who use it (Introna, 1997; Searle, 1969; Stamper,
1973; Winograd and Flores, 1986).

Although some theories of language imply a direct mapping between
words and the world (Lyytinen, 1985), many others suggest that language
is socially and culturally shaped (Lakoff and Johnson, 1980). Amongst the
most influential theoretical approaches are semiotics, Wittgenstein’s later
work on language, Habermas’ theory of ideal speech situations, Berger
and Luckmann’s social construction of reality, Searle’s “construction of
social reality,” and Gadamer’s hermeneutic approach (Jones, 2000).

One theory of meaning that has been widely used in information sys-
tems and organizational research is semiotics. Stamper (1973) argues for an
understanding of meaning based on the signs that are used and exchanged
in organizational contexts, emphasizing the difference between formal and
informal systems (Liebenau and Backhouse, 1991).

Ludwig Wittgenstein’s later philosophy of language (Wittgenstein,
1956) introduced the notion that meanings and understandings are very
much a social outcome and cannot be produced by just one person (i.e.
a private language is meaningless). Peter Berger and Thomas Luckmann
(1966) present a related theory of institutions, legitimations, and sociali-
zations that also emphasize the role of social practice where “language
marks the coordinates of my life in society and fills that life with meaning-
ful objects” (p. 36).

John Searle (1995) takes the argument further, arguing that social real-
ity (things like money, marriage, etc.) is the result of collective agreement
to assign a new (deontic) status to something that goes beyond its original
(physical) properties. Thus we (collectively) assign the status “money” to
pieces of paper (that have the appropriate printed marks on them, are the
right kind of paper, etc.). This new status is over and above the paper-
ness of the paper and so this new status must take the form of a linguistic
marker since the physical object is unchanged. Searle argues that speech
acts are used to create and destroy these new statuses (Searle, 1969).

The work of Jiirgen Habermas (e.g. Habermas, 1984, 1987) on the con-
ditions for effective communication in ideal speech situations also uses
the notion of speech acts. This approach also sees language as socially
based, but highlights the typical inequalities that exist when language is
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normally used and proposes an alternative, less constrained opportunity
for communication.

For many interpretivist researchers, however, perhaps the most influ-
ential approach (if not always the most frequently cited) is hermeneutics
as proposed by Gadamer and advocated in information systems research
by Boland (1983), Chalmers (2004), Walsham (1993), and Westrup (1994)
amongst others. Although hermeneutics started out as the study of sacred
texts it is now taken to be associated with the interpretation of any textual
materials.

Researchers such as Boland (e.g. 1991), Introna (e.g. 1997), and Lee
(1994) take this further and draw on Ricoeur’s philosophical hermeneutics
(Ricoeur, 1981) and his notion of Distanciation as a means to interpret text-
ual materials found in organizational life. Distanciation emphasizes the
separation (distance) between the authors (and what they meant) and the
readers (and what they understand). This Distanciation always arises with
texts, but can cause particular issues when information spans the bound-
aries between different contexts and user groups (e.g. Collins et al., 1985;
Marche, 1991; Wenger, 1999). In particular, problems arise when different
groups form different interpretations of the same information, causing or
revealing major organizational issues (Lee, 1994).

In the context of technology, this means that different groups, for exam-
ple developers and users, can shape their use of language differently as
very distinct social and historical circumstances can emerge because of
differing levels of engagement with the technological artifact. As a con-
sequence, when such different groups come together their language use
might not be straightforward and many problems may surface.

The analysis in this chapter distinguishes between two kinds of prob-
lems of meaning that can arise in such situations: misunderstanding and
intentional ambiguity. Misunderstandings arise when one group fails to
appreciate the particular meanings that another group has given to par-
ticular terms and concepts. Once misunderstandings have been noticed
(Whitley, 1996), there is a variety of well-understood mechanisms for
addressing them. These typically involve making the background assump-
tions behind the differing interpretations explicit and developing a shared
understanding and agreement of the terms being used (Collins and Kusch,
1998; Habermas, 1984, 1987; Winograd and Flores, 1986).

In some cases, however, such clarifications are not possible because the
language used is intentionally ambiguous. As before, terms used can be
accorded more than one meaning, but in this case it is not apparent that one
particular meaning was intended by the group first using the term, that is,
it was intentionally ambiguous.
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Misunderstandings and intentional ambiguity

With meaning closely intertwined with the use of language and social
convention determining how language is to be understood (Kent, 1978), it
is perhaps surprising that we make ourselves understood so easily. Many
daily interactions are with individuals and groups who have a very different
socialization from us and who would have different meanings and under-
standings for the information we share. It is only when shared norms and
expectations evolve out of repeated interactions and explanations that we
can begin to learn a shared understanding and avoid many problems of mis-
understanding (Collins and Kusch, 1998; Duguid, 2005; Wenger, 1999).

For example, the information that there is some water in the refrigerator
can be understood differently by someone looking for something to drink,
someone looking for pure water for a car radiator, or someone searching
for a source of moisture (Winograd and Flores, 1986). Confusion over what
is meant by “water” in this situation will only be resolved when agreement
over what is meant by the term is reached (Whitley, 1996).

Examples of misunderstandings are particularly likely to be found in
discourse surrounding the implementation of new technological systems.
At company level, this can arise because of the inevitable technological
complexity of the new system, coupled with the lack of expertise that most
executives have for technological matters. At the level of implementa-
tion, similar problems arise, especially when different groups are brought
together to implement the system. In each case, it takes time for shared
meanings and understandings to be arrived at, if they ever do.

Unless one is wedded to the idea that everything must be clear and well
defined and that steps should be taken to ensure that this happens (Te’eni,
2001), these socially determined different meanings are not necessarily
problematic, with some authors highlighting the benefits of openness that
ambiguity can provide (Eisenberg and Witten, 1987). In information sys-
tems, Swanson and Ramiller’s (2004) discussion of mindful and mindless
innovation relates to how some companies seek to deal with “ambiguous,
portentous and disruptive issues of organizational transformation and
strategic repositioning” (p. 554). Wang and Ramiller (2004) develop this
approach to study the ways in which the trade press provide different kinds
of information over time as the organizing vision of Enterprise Resource
Planning systems develops and becomes increasingly well understood.

Within organization studies more generally, there is a stream of
research that has focused on the strategic use of ambiguity to achieve par-
ticular, often political, aims (Alvesson, 1993; Davenport and Leitch, 2005;
Eisenberg, 1984).
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Eisenberg (1984) takes ambiguity and explicitly makes it an aspect of
some organizational strategies. For him, openness in communications is
not necessarily a desirable attribute (Eisenberg and Witten, 1987) and
ambiguity allows for more flexible organizational communications by cre-
ating a space in which multiple interpretations by stakeholders can exist
and multiple responses are possible.

Similarly, Alvesson (1993) suggests that ambiguity involves uncertainty,
contradictions that cannot be resolved, absence of agreement on bounda-
ries and is a crucial element of organization. In particular, ambiguity can-
not be clarified by gathering more facts, but instead opens up a space for
new organizational activities.

For some organizational contexts, a key characteristic of ambiguous state-
ments that allows progress to be made is their deniability (Davenport and
Leitch, 2005 p.1606). Thus, one mechanism that can be used if an ambiguous
statement causes organizational stalemates is to deny that certain meanings
were ever intended. Davenport and Leitch (2005) present an analysis of a
New Zealand research funding agency that sought to change the basis of its
policies for funding research. The new policy used the ambiguous phrase
“investment operations” and talked of “portfolio management” and “invest-
ment principles” along with an associated “disinvestment strategy.” For those
academic stakeholders who were concerned about their funding being with-
drawn, this new language was worrying. The funding council was therefore
required to draw upon the deniability of this particular claim and argue that
this was not what they had intended to be understood by their proposals.

Giroux (2006) questions the relationship between language and ambi-
guity in her review of the adoption of the term “Quality Management.”
She labels the ambiguity she studies as “pragmatic” rather than strategic to
emphasize the often unintentional ways in which such strategic ambiguity
arises and develops. In contrast, this chapter focuses on strategic ambigu-
ity that is intentional.

This chapter develops the concept of intentional ambiguity to examine
the two short statements presented at the start of the chapter. The two
statements came to be key elements of the Parliamentary debate about the
proposals and, despite their apparent clarity, turned out to be very ambigu-
ous and were interpreted in very different ways by different stakeholders
in the policy process (e.g. House of Commons and House of Lords, 2006,
Volume 2 §3.6).

The concept of intentional ambiguity becomes particularly significant
for policy analysis because, unlike misunderstandings, intentional ambi-
guity cannot be easily resolved by clarifying what was meant. Instead,
when problems with intentionally ambiguous statements unravel, the only
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resolution involves “translating” key aspects of policy in unexpected ways,
thus further limiting the ability to effectively scrutinize the technological
aspects of the policy itself.

An analytical theory for studying ambiguity and
its consequences

According to Gregor (2006) analytic theories focus on “what is” rather
than seeking to explain causality or attempting predictive generalizations.
As such, the analytical theory for studying intentional ambiguity in this
chapter presents a means of classifying cases of ambiguity as distinct from
misunderstandings and presents some of the strategies used to translate the
policy when the statements unravel.

The first step is to identify the case as one of intentional ambiguity
rather than simple misunderstanding. Misunderstandings arise in situations
where the same piece of information may have different interpretations
for different people, often as a result of different experiences of socializa-
tion (Collins and Kusch, 1998; Whitley, 1997). Misunderstandings, there-
fore, can normally be resolved by making these differing viewpoints and
experiences explicit and reaching agreement as to which meaning is most
appropriate for the situation, or which test of meaning should be applied in
that case (Boltanski and Thevenot, 2006 [1991]). Thus, a misunderstand-
ing about what was meant by water can be resolved by, for example, agree-
ing that for that group the term “water” will only refer to pure water.

Intentional ambiguity, in contrast, is not the consequence of different
forms of socialization. Instead, it arises in situations where the author of
the ambiguous text is aware of the problems that might arise but chooses to
use the ambiguity to open up space for alternative actions and in so doing
obviate the problems that would arise by seeking to clarify the informa-
tion at that time. That is, the ambiguity is intentional. In the case of the
New Zealand funding body described by Davenport and Leitch (2005), for
example, the funders could have chosen to explain clearly that their policy
was to redistribute funding to more closely reflect the changing priorities
of the funding body. To do so, however, could have resulted in direct con-
flict with those researchers whose funding would be reduced.

This case, however, also shows that the choice of the ambiguous invest-
ment metaphor did not succeed in avoiding conflict as the chosen language
became widely understood to be problematic and needed to be addressed
before the purposeful action of the agency could be continued.
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In situations such as these, where intentional ambiguity “unravels,”
organizational activities around the ambiguous information come to a halt.
Since straightforward clarification of different socializations and under-
standings cannot be found, the situation must be altered in some way for
the impasse to be overcome. In order to do this, this chapter draws on the
notion of translation as it has been articulated by Callon and Latour in the
context of actor-network theory.

Callon (1986) introduces translation as one of the four moments in his
sociology of association. Translation, Latour (1987) points out, has two
common meanings, both of which are implied in actor-network theory: a
linguistic one relating versions in one language to those in another and a
geometric one involving movement from one place to another. Translations
are undertaken by mediators that “transform, translate, distort, [or] modify
the meaning or the elements they are supposed to carry” (Latour, 2005
p- 59). Therefore translations transform the situation to resolve the impasse
that arises.

In the policy process, such translations are likely to result in unintended
and unexpected consequences that transform the policy. These changes can
limit the scrutiny of the policy proposals and as such should be avoided
wherever possible.

Voluntary enrolment into the Scheme

Although the Government has been clear that its intention is to eventually
make the Scheme compulsory, the initial proposals were for a Scheme
where enrolment was voluntary, linked to the renewal of passports.
Compulsion would follow at a later stage, once a significant proportion
of the UK population had enrolled into the voluntary scheme. Given that
the arguments for compulsion in an area like identity cards are complex
and politically uncertain (Perri 6, 2005), opposition parties picked on the
fact that the Government was not proposing a Scheme that was compul-
sory from the start but instead had this link to passports. Thus, Liberal
Democrat MP Sir Robert Smith suggested that not making identity cards
compulsory from the start:

suggests that it would not be a popular scheme if it were left to the
voluntary initiative of individuals to decide to register on the database?
By doing this, are not the Government recognising that the scheme
will be unpopular? [18 October 2005, Column 750]
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The issue of how to enroll people into the Scheme underlies the first
statement given at the start of this chapter. This statement was made in the
Labour Party election manifesto in 2005 and, at first sight, indicates that
the Scheme would roll-out on a voluntary basis. However, as shown below,
a key question about the technological implementation of the Scheme
hangs on what is meant by the link to the issuance and renewal of pass-
ports. The differing interpretations of this linkage between identity cards
and passports formed the basis for a major constitutional crisis between the
House of Commons and the House of Lords (Whitaker, 2006).

In the UK Parliamentary system, membership of the House of Commons
is decided by a general election held within five years of the last election.
Members of the House of Lords are unelected and include honorary peers
(in the Lords because of family or other historical reasons) and appointed
peers (often former MPs and other dignitaries).

With the ruling party in the House of Commons elected by the gen-
eral public, on the basis of the manifesto commitments as presented at
the General Election, an important question of political precedence arises
when members of the (unelected) House of Lords wish to challenge legis-
lation that is proposed by the elected House of Commons.

In some cases, the amendments proposed by the House of Lords are
recognized as valuable contributions to the proposed legislation and may
be accepted by the House of Commons, even if they run counter to mani-
festo commitments. In other cases, however, the House of Commons may
claim priority over the House of Lords, as the public voted for them on the
basis of their published manifesto. (In some cases, of course, especially
later in the life of a Parliament, government may propose legislation that
was never mentioned in any election manifesto, which falls outside this
discussion.)

When this issue of precedence has arisen in the past, a convention, the
Salisbury Convention, has been proposed that effectively dictates that when
a manifesto commitment is challenged by the House of Lords, the House of
Lords must bow to the will of “the other place” (as one house refers to the
other house, in this case how the Lords refer to the House of Commons) and
accept the manifesto pledge.

Thus discussions about the meaning of the manifesto statement were
not simply academic exercises where “any word, phrase or sentence or
utterance can, with sufficient ingenuity, be accorded more than one mean-
ing” (Coulter, 1985, p. 12). Rather, the issue became a major constitu-
tional crisis between the unelected House of Lords and the elected House
of Commons. The debate, therefore, recursively developed to consider
whether the Salisbury Convention applied in this case and whether, more
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generally, Lords had a constitutional right to argue against a potentially
undesirable scheme.

The debate about voluntary enrolment

The issue of voluntary versus compulsory enrolment into the Scheme was
first raised during the House of Commons Committee Stage, but primarily
in relation to the issue of whether it would be possible to charge people who
apply for a voluntary card but not charge those who are forced to apply for
a compulsory card [e.g. 12 July 2005, Column 245]. The main debate about
voluntary enrolment took place after the end of the Committee stage.

Misunderstanding or ambiguity?

Initially Government representatives made strong claims that the situation
was neither one of misunderstanding nor ambiguity. For instance, Home
Office minister Baroness Scotland stated:

The Government have been absolutely clear that their policy was for
identity cards; that their policy was for compulsory cards; and that this
is the way in which we seek to deliver them. It was our clear inten-
tion throughout the period 2002 to 2005, before the general election,
that this procedure would be adopted; that is, the same procedure that
comes before the House today. [23 January 2006, Column 974]

She continued:

We have been clear about what has been offered to members of the
public. The Government have been utterly straightforward and frank
in that regard. [23 January 2006, Column 975]

In the House of Commons, the then-Home Secretary Charles Clarke
made a very similar point:

Election manifestos cannot possibly deal with every detail of an exist-
ing policy, but it is clear to me that, in saying very explicitly that the
roll-out would initially be on a voluntary basis, the manifesto refers to
what has always been the Government’s position. ... That position is
that the scheme will initially be based on a stand-alone identity card,
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issued on its own on a voluntary basis, or together with a document
such as a passport, which is also issued on a voluntary basis. That
seems to be clear and unequivocal. [13 March 2006 : Column 1249]

Nevertheless, members of the House of Lords opposed to the Bill took a
different view, suggesting that the manifesto commitment meant exactly the
opposite of that claimed by the Government. For example, Liberal Democrat
and leading opponent of the Bill, Lord Phillips of Sudbury suggested that:

If ever a matter was not merely not clear but rather clearer in the
opposite direction has been made manifestly plain this afternoon.
[23 January 2006, Column 975]

This sentiment was echoed by opposition MPs, including Conservative
MP Edward Garnier who noted:

The words are plain and their meaning is obvious. I doubt that any-
body, even the Home Secretary, is confused by what the Government
intended that the public should understand before the general election
in 2005. [13 March 2006, Column 1251]

Intentional ambiguity?

Some of the debate about whether the manifesto wording was intention-
ally ambiguous centerd on the process by which election manifestos are
written. Bara (2005) notes that manifestos contain a range of statements
from specific pledges to campaign rhetoric. Using her approach, the state-
ment in question would be classified as a “specific’/“detailed,” rather than
“general’”/*“vague,” pledge. Manifestos are “labouriously produced by party
members, bureaucrats and advisors and are approved by party leader-
ships” (Bara, 2005 p. 586). This point was addressed to Baroness Scotland
who had been trying to suggest that the opposition parties were exploit-
ing “infelicitous” drafting. She was challenged on this by Conservative
Peer Baroness Anelay who asked Baroness Scotland if she had had direct
experience of drafting manifestos:

If she has, she will know that every word, in every sentence, in every
manifesto is pored over, discussed, decided and cleared at the highest
level. The pledge that ID cards would be rolled out voluntarily will
have been agreed personally by the Prime Minister, as it would by
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every Prime Minister and by the Home Secretary. So the Government
must have decided deliberately on the wording in the manifesto. They
had the chance to state openly in the manifesto that, if elected, they would
force us all to be registered and to pay for an ID card, but they chose
not to do so. [15 Mar 2006, Column 1231-1232]

MPs and Lords made numerous suggestions for ways in which the ambi-
guity could have been avoided, implying that the choice of words used in
the manifesto was very deliberate. For example, Lord Phillips of Sudbury
suggested that:

If as they now claim the intention all along was for the scheme to
be compulsory, they only had to change one crucial word or add one
clarifying phrase. [23 January 2006, Column 958]

In the Commons Conservative Home Affairs spokesperson David Davis
claimed that:

To justify what this Bill does, the Labour manifesto should have said:
“We will introduce ID cards, including biometric data like finger-
prints, backed up by a national register and rolling out initially on a
compulsory basis for a progressively larger portion of the population
as people renew their passports.” [13 February 2006, Column 1179]

They were joined by Baroness Anelay who declared that:

Ministers had a chance to state clearly and openly in the manifesto that
if elected they would force us all to be registered and to pay for an ID
card with our passport before being given the freedom to go abroad for
work, for a holiday, or for whatever reason — but they did not take that
opportunity. That was their choice. [6 March 2006, Column 555]

Translations

The intentionally ambiguous wording about the voluntary roll-out of
the Scheme resulted in the Bill “ping-ponging” between the House of
Commons and the House of Lords and so various strategies were proposed
to resolve the issue. These initially drew on the notion that the issue was
simply a case of a misunderstanding. The strategies used referred directly
to the words used in the manifesto and drew on various arguments about
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the nature of language. These were later developed into broader arguments
about compulsion, especially in relation to passports, in part echoing some
of the arguments outlined by Perri 6 (2005).

The issue was eventually resolved by a far more radical transla-
tion of the situation, following an amendment introduced by former
Cabinet Secretary Lord Armstrong. Each of these strategies is now
reviewed.

Liberal Democrat Home Affairs spokesperson MP Nick Clegg (and cur-
rent party leader) noted that “this debate is...about our specific disagree-
ment on the meaning of that one word,” i.e. “the Government now seek
to persuade us that ‘voluntary’ actually means ‘compulsory’” [13 March
2006, Column 1254].

The argument about a “lay person’s” use of language was made by
a number of speakers throughout the passage of the Bill. For example,
Baroness Anelay, speaking on 20 March 2006 suggested that:

Any normal person reading the manifesto commitment on this mat-
ter would interpret that commitment as, “When I renew my pass-
port, I can choose whether I go on the register and have an ID card.
And if I don’t want to, I can choose not to.” That is what “volun-
tary” would initially mean to anyone who read it. [20 March 2006,
Column 26]

Lord Phillips of Sudbury also expressed disbelief that the debate was
continuing in the form that it had:

It staggers me that we are still discussing that point. Try that argument
out on anyone in the high street or in a pub and you will get an “are you
mad?” look. [15 March 2006, Column 1227]

In the House of Commons Conservative MP John Selwyn Gummer
argued:

To tell us that we cannot have a passport unless we are prepared to pay
extra for something that we do not want is not to suggest that we have
a voluntary choice. ...I say to the Home Secretary very directly: no one
outside this House believes you. No one thinks that what you say, as
a translation of the Labour party manifesto, is what anyone else ever
thought and those on the Benches behind you do not believe it either,
because they are honourable men who understand what the English
language says. [13 March 2006, Column 1256]
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Arguments about language more generally were made by various speak-
ers including Baroness Anelay:

The Government’s definition of “voluntary” is very different from
anything that I have ever come across. It is a case of, “have an ID
card or don’t leave the country.” That is not right. [23 January 2006,
Column 970]

Conservative MP Edward Garnier suggested that:

The problem facing the Government is that they have, as usual, mis-
used the English language. When they say “voluntary,” they mean
“compulsory” and that is why they have got stuck. When they say
“may,” they mean “must” and when they say “possibly,” they mean
“definitely.” [13 February 2006, Column 1152]

In a debate a month later he noted:

It is clear beyond doubt that the Government know that their case is
flawed... They knew what “voluntary” means, but now they pretend
it means something else...It is about a Government who are guilty
of intellectual dishonesty on a grand scale and who do not have the
decency or the common sense to understand that, admittedly unusually,
the public have read their manifesto and taken them at their word. [13
March 2006, Column 1251]

Another attempt at translating the problem to resolve the impasse drew
on formal definitions of language. For example, Nick Clegg used the
Oxford English Dictionary which:

gives the following definition of “voluntary’: “done, given, or acting of
one’s own free will.” [13 March 2006, Column 1254]

In the House of Lords, Lord Phillips of Sudbury drew on his childhood
experiences:

I am afraid that my primary school teacher, Miss Lovelace, would
have given Mr Clarke 0 out of 10 for that. She would have pointed
out... that the word “voluntary” in that sentence related to ID cards, not
passports. [15 March 2006, Column 1226]
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Labour MP Anne Snelgrove drew on her own experiences as an English
teacher:

I shall give him an English lesson if that is what he wants. In our
manifesto, we understood that ID cards would be “rolling out on a
voluntary basis as people renewed their passports.”

We know what that means. [16 March 2006, Column 1649]
Edward Garnier had a different training in English as he argued:

it does not take much knowledge of the English language and
its syntax to realise that the expression “on a voluntary basis”
governs the phrase “will introduce ID cards.” [21 March 2006,
Column 186]

In parallel with the linguistic arguments about the meaning of the word
“voluntary” another strategy was attempted using the very documents
that were being linked with enrolment into the Scheme, namely passports.
In this case there were arguments about the right to have a passport and
about the need to travel in certain circumstances. Thus, Viscount Bledisloe
argued: “The indirect compulsion denies me the right to travel if I apply
only for a passport that I do want, but not for an identity card that I do not
want” [23 January 2006, Column 974].

Some, including Viscount Bledisloe questioned the right of an individ-
ual to hold a passport:

Is it compatible with the freedom of the individual and the Human
Rights Act that one shall be debarred from exercising the freedom to
move about the world unless one “chooses” to go on some other gov-
ernment register and to pay them an extra fee for that privilege? [23
January 2006, Column 964]

In the Commons, Mr Clarke reaffirmed that:

Passports are voluntary documents — [Laughter]. Well, of course they
are. No one is forced to renew a passport if they choose not to do so.
That will remain the case once we begin issuing identity cards along-
side passports. [13 March 2006, Column 1249]
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Related to this point was the need to hold a passport in order to travel,
David Davis suggested that holding a passport was not always voluntary:

That is not the case if someone’s work takes them abroad, nor if their
parents live abroad, nor if their spouse or partner is from another coun-
try. Nor is it the case if their children travel abroad, fall sick or get
into trouble. It is a novel interpretation of “voluntary” if the price of a
foreign holiday is a requirement for inclusion in the national identity
register. [13 February 2006, Column 1179]

However, despite the ingenuity of these various strategies for resolv-
ing the ambiguity, none succeeded because the ambiguity was intentional
and not the result of differing socialization or interpretation of terms.
Whilst strategies of clarification can succeed for misunderstandings, they
do not work in cases of intentional ambiguity. Instead, it is necessary for
the policy to be translated and radically transformed. This is precisely
what happened. Following the ping-ponging of the proposals between the
Lords and the Commons, former Cabinet Secretary Lord Armstrong pro-
posed an Amendment that “would restore an element of voluntariness — of
personal freedom — which is absent from the Government’s proposals”
[28 March 2006, Column 651], whereby an individual applying for a pass-
port may “opt out” of being issued with an identity card until 1 January
2010, although their details would still be recorded on the Register
(Wadham et al., 2006, ch. 4).

Although Lord Armstrong’s Amendment was initially rejected by the
Labour Government, it did receive opposition support and was finally
accepted by both Houses on 29 March 2006, allowing the Bill to receive
Royal Assent the following day. Whilst the Amendment did address the
issue of “voluntary” enrolment until 2010, it continued to mix issues about
the issue of an identity card with the recording of details on the Register.
Moreover, resulting delays and reorganization of plans for the Scheme have
meant that, in effect, the clause is unlikely to have any significant effect on
the current roll-out, voluntary or not.

Costing the Scheme

The debate about costs took a very different path to that about the volun-
tary enrolment with the Scheme. As was shown above, the discussion about
voluntary enrolment and attempts to resolve the ambiguity took place at
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many different times during the Parliamentary process. By contrast, the
debate about the ambiguity over the issue of costs had a very clear time-
line, driven by a single event that caused the ambiguity to be resolved.

Government IT projects, as examples of large IT projects, often have a
poor success record. This seems to be particularly the case with UK gov-
ernment projects (Craig and Brooks, 2006; Dunleavy et al., 2006; Organ,
2003). The accumulated independent evidence on large complex I'T projects
is that they have been, and always will be, high risk in terms of imple-
mentation and unanticipated costs. The key risk dimensions include high
complexity, large size, innovativeness of technology, integration issues,
number of units and stakeholders affected, overambitious timescales, and
overreliance on technologists and IT suppliers for development and imple-
mentation (e.g. Collingridge, 1992; Royal Academy of Engineering and
British Computer Society, 2003; Sauer and Willcocks, 2001; Willcocks
and Griffiths, 1997; Willcocks et al., 2003).

In this context, it is unsurprising that Parliamentarians were concerned
about the government’s ability to deliver the large, complex scheme that
lay behind the legislative proposals. In order to address these concerns,
the government’s Regulatory Impact Assessment (Home Office, 2005¢e)
included the second statement listed at the start of the chapter, claiming
that the total average annual running costs for issuing passports and iden-
tity cards to UK nationals was estimated at £584m per year. (When the
earlier version of the Bill had been introduced in 2004, the associated
Regulatory Impact Assessment had said that current projections “forecast
annual operating costs of UKPS of £415m in 2008/09” (Home Office,
2004), that is, the estimates had risen by £169m per annum).

The debate about costs

In June 2005 the LSE Identity Project published its alternative costings
of the Scheme, which suggested that the likely cost of the Scheme could
range between £10 and £19 billion over ten years. The government repeat-
edly stood by its claim of a fully costed estimate of £584m per year for ten
years. Indeed, in one Parliamentary debate, the Home Secretary suggested
that the claim was accurate and indeed, that the figure was “likely to go
down, rather than up” [13 February 2006, Column 1118].

Over time, however, the topic of costs and the discrepancy between
the Home Office estimate and the range of figures produced by the LSE
became so controversial that the Home Office decided that it needed to
bring in an external organization to review its costings and to give them
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a stamp of approval. Throughout the process the Home Office refused to
share the details of its costs with Parliament claiming that the figures were
“commercially confidential,” that is, if they were to disclose the details of
the costings they may prejudice the future contract bidding process and
fail to achieve best value for money for the government.

The Government hired an accounting firm, KPMG, to review 60 percent
of their costs model and released, on 7 November 2005, a small excerpt of
KPMG’s final report (KPMG, 2005).

The KPMG excerpt began with a clear endorsement of the government’s
model as being robust. While the rest of the report made a number of sub-
stantive criticisms of the Home Office’s costings model, ministers were
able to repeat time and again that “KPMG has found the cost claims to be
robust.”

Misunderstanding or ambiguity?

For a large part of the debate, the government statement on costs was not
seen as confusing or ambiguous: it was accepted at face value. Indeed, for
a while, the most contentious issue around costs appeared to be clarify-
ing what was meant by the term “billion™: a thousand million or a million
million.

When the likely costs of the Scheme were challenged, the focus of
debate was on the likelihood that the government’s figures were a good
estimate, given that alternative costings from the LSE were far higher.

The basis of the government statement, however, was not challenged.
For example, Labour MP Mr David Winnick said:

Even if we dismiss the figures of the London School of Economics,
which may have exaggerated the costs, it is pretty certain that the costs
now ventured by the Government are unlikely to be the final costs.
Who really believes otherwise? [28 June 2005, Column 1184]

Another Labour MP, Mr Austin Mitchell said:

The costs will be enormous. The Government estimates keep going up
and will go up again. The current estimates are going up even before
anything has happened and they are bound to increase further. The
LSE estimate of the costs, which varies between £10.6 billion and
£19.2 billion, with a median of £14.5 billion, seems to me to be far
more accurate. [28 June 2005, Column 1215]
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Intentional ambiguity?

Until November 2005, although Parliamentarians did not believe the
government’s predicted costs, no one in Parliament suggested that they
were intentionally ambiguous. However, at a public meeting organized
by the LSE Identity Project at the House of Lords on 9 November 2005,
the carefully worded statement about costings began to unravel. The LSE
group organized the event and invited speakers from academia, repre-
sentatives from industry and the Minister responsible for the Bill, Andy
Burnham.

One of the academics, Simon Davies, had taken part in a number of pub-
lic debates on the topic with the Minister on previous occasions, including
one the previous day. On this occasion, however, the Minister diverted
from his carefully chosen words and revealed a narrower definition of
costs for the Home Office estimate than had previously been given. That
is, he clarified that the £584m per year was only the cost to be incurred
by the Home Office itself, for the administration of the system and not the
cost to the Home Office as a whole (e.g. immigration services), let alone
the government as a whole (e.g. costs of implementing biometric readers
and changing systems at welfare and benefits offices).

Immediately following the meeting and surprised by the Minister’s can-
dor, the LSE Identity Project wrote to him seeking confirmation of what
he had said (Angell, 2005). He replied, posting his response on the Identity
Cards website (Burnham, 2005). In this letter he stated that:

Decisions on whether, when and how particular public services will
make use of the ID cards scheme will be made by those services —
individually or collectively as appropriate depending on how services
are managed. (Burnham, 2005)

He continued:
There is therefore no “one size fits all” ready-reckoner to estimate the
costs across all public services as each case is different. (Burnham,

2005)

For some government departments, he suggested, integration costs can
be designed into new systems, but for others:

integration costs will be absorbed in the usual cycle of system upgrades
and technology refresh. Rather than having to incur the costs of a
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specific project to “ID-enable” their system they will wait and plan it
into their upgrade and maintenance cycles.

Where costs of using the ID cards scheme have been identified, they
are included in the business case of calculating the net present value of
the scheme. It would not be appropriate to include these costs as part
of the issuing costs of the scheme. (Burnham, 2005)

This answer revealed two important aspects of the way the government
had intentionally presented its own cost estimates in an ambiguous man-
ner. First, it made clear that set-up costs were not included in the figure of
£584 million per annum. Second, their costings also did not include any
costs that were likely to be incurred by other government departments that
might (choose to) make use of the Scheme. The cost to the taxpayer, rather
than the Home Office, was therefore likely to be much higher than had pre-
viously been presented. An essential difference between the two costings
was becoming quite clear: whilst the LSE report had included the costs of
the larger scheme, for example, the costs of implementing biometric read-
ers at benefits offices and in police cars, etc., the Home Office was only
calculating the costs to itself and even then only the costs of operating the
scheme.

Translations

This new understanding of the government’s statement on costs was imme-
diately picked up in the next Parliamentary debate, in the House of Lords
on 15 November 2005, where Lord Waddington asked:

I should like to put some very straightforward questions to the
Government. When they put forward a figure of £5.8 billion, are they
talking purely about the launching costs for the Home Office? Are
they excluding all the other costs involved for the scheme to have any
use at all? Those other costs will clearly involve adapting the computer
systems in other government departments so that they may have access
to the Home Office computer and to the information on the Register.
What will be the cost of adapting all those computer systems so that
others may use the information kept on the National Identity Register?
Am I right in saying that those costs are not included in the figure of
£5.8 billion put forward by the Government? If I am, what is the total
figure?
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Nobody has begun to answer, on behalf of the Government, these cru-
cial questions and I hope that if the Minister cannot answer us today
she will give a firm undertaking to give a detailed statement of these
costs as soon as possible and before we proceed very much further
with the Bill. I agree entirely with the noble Lord, Lord Barnett, that
it is very difficult to debate any of these matters when the costs may
be so astronomical as not to equate with any benefits that will accrue
from the scheme. [15 November 2005, Column 973]

In responding to this question, Baroness Scotland replied:

I gave those costs at Second Reading but I am very happy to reiterate the
comments that [ made then for my noble friend Lord Barnett and I shall
indicate how the costs are made up. We have estimated that the annual
running cost is £584 million per year. A number of commentators have
aggregated those sums and given a 10-year estimate and they say that over
10 years the cost would be £5.8 billion. But that is a 10-year figure, not an
annual figure. We have produced the annual figure. I hope that I indicated
it clearly at Second Reading. [15 November 2005, Column 983]

When pressed on the set-up and wider costs, she replied:

First, I have already sought to deal with the issue of developmental
costs and commercial confidentiality and why we have difficulties in
relation to those matters. Secondly, the cost for the identity card is
£584 million. Thirdly, the costs for other government departments will
be for those departments. We would not expect Home Office costs for
manning immigration controls, for instance, to be paid for from the
passport fee, nor should the cost, if any, of checking identity cards be
paid for from the identity card fee. So the figures that we are giving
are those that we have estimated as the annual cost of issuing identity
cards and passports. [15 November 2005, Column 984]

In the remainder of the debate that day, the government struggled to

convince the peers that it was appropriate for them to approve the legisla-
tion on the basis of the costs to the Home Office of setting up the scheme,
rather than the costs to government as a whole.

The next day, the issue of the missing capital costs reappeared, with
Lord Phillips of Sudbury announcing that:

It completely defeats me how it could have allowed through to this
place a Bill with no indication of the capital costs which are attendant
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on it, let alone the capital costs of integrating between government
departments. [16 November 2005, Column 1132]

And the issue arose again, emphasizing the intentional way that the
Government had presented its costings, led by Conservative Party front-
bench peer Baroness Noakes:

We regard it as unacceptable that the Government have introduced
legislation that will have far-reaching effects on the citizens of this
country without being prepared to discuss the full costings with
Parliament. I cannot think of a precedent for this...

There was some confusion in the earlier days of Committee about
whether the Government’s own estimated annual costs of £584 million
covered both revenue and capital costs. The Minister repeatedly said
that the £584 million is the annual running cost, which implies that
it includes nothing for capital costs and, possibly, other up-front costs.

Suffice it to say that the capital costs are a major matter of dispute.
That reinforces the need for Parliament to look at precisely what is in
those figures and how allowances are made for capital spend, both dur-
ing and after the initial phase of implementing the Bill. [19 December
2005, Column 1545]

In January 2006, Baroness Noakes reported:

Our Committee stage was unusual, in that we failed to get any use-
ful information, despite spending several hours on the matter. In
fact, our only achievement was to establish with more precision
what the Government would not tell us about costs. [16 January
2006, Column 428]

Faced with this intentional ambiguity, the opposition Lords voted
through an amendment that sought more information about the costs before
the Scheme would proceed. As Lord Phillips of Sudbury noted:

I would not be as adamant about this — and, I am sure, many of your
Lordships would not feel as keenly — were it not that what informa-
tion we have been given has been extracted with as much difficulty as
if we were pulling out the Prime Minister’s teeth. [16 January 2006,
Column 431]
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This was reinforced by a statement by Baroness Noakes in the same
debate:

The Minister’s figure of £584 million is only a small slice of the over-
all picture — it is the big picture that we are trying to see. [16 January
2006, Column 429]

When the Lords amendment on costs returned to the House of
Commons, the government faced a tricky problem. To accept the Lords
amendment would delay the Scheme considerably, but to simply reject it
would be to imply to MPs (the holders of the public purse) that the desire
for more information on costs was unreasonable. Instead, the Government
supported an Amendment from Labour MP Frank Dobson which “would
impose a requirement on the Government to report every six months to
the House on the latest estimated cost of the ID scheme, if it goes ahead”
[13 February 2006, Column 1220].

Dobson made it clear that although the Government supported his
Amendment, he did not himself have confidence in the Scheme. He did
not believe that it would provide value for money, bring an end to terror-
ism, or have much impact on identity fraud.

In the Commons debate, concern about the Government’s ability to
deliver on budget and the precision of the estimate were once again
raised. With the Government’s majority in the House of Commons, the
Dobson Amendment was passed and the Lords, not seeking another fight
with the Commons, voted to accept this alternative Amendment in place
of their own.

Every six months thereafter the government has been providing increas-
ingly detailed cost reports about the Scheme. In addition to providing some
transparency to Parliamentarians as to the progress of the Scheme, each
cost report has been widely covered in the media, keeping the Scheme
and the concerns with it, in the public imagination throughout this period
(Whitley, 2009).

Discussion

The intentional use of ambiguous language raises important questions for
the policy process. However, one might argue that the realpolitik of delib-
erative democracy sometimes requires such economy with the truth. The
challenge, of course, arises if the problems that the intentional ambiguity is
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not effective in deferring issues. If it fails in deferring the issue there is no
simple way out. In the cases examined in this chapter, resolving the ambi-
guity involved changing the basis of enrolment onto the Scheme to one
of “application” rather than compulsion and presenting updated cost esti-
mates every six months that keep the Scheme in the public’s imagination.
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Technological expertise and
decision-making

Previous chapters have examined both the role of language about technol-
ogy in the policy-making process and the ways in which technology is
conceptualized by policy-makers. In this chapter, these two elements come
together in a review of the ways in which technological expertise relating
to the UK’s identity policy was presented.

The relationship between technological expertise and organizational
decision-making has always been complex and moving this issue to policy-
making only increases the complexity. Although information technology
is playing an increasingly important role in the implementation of most
aspects of public policy ranging from taxation and border control to the
payment of welfare benefits and other forms of social security (Avgerou
and McGrath, 2007; Dunleavy et al., 2006), elected public servants are
likely to have as little technological knowledge as most nontechnical sen-
ior executives and as such will have to rely on specialists to guide them
about the technological aspects of the proposals (Bassellier et al., 2003).

This can result in a tension between technology leading organizational
innovation and technology following organizational innovation in the pub-
lic sector. There are direct parallels with similar debates in the private
sector where information systems were seen, at different times, as pro-
viding opportunities for competitive advantage (Porter and Millar, 1985),
supporting organizational innovation and restructuring (Davenport, 1993;
Hammer and Champy, 1993), to becoming a necessary but not sufficient
condition for operating in the global economy (Carr, 2003).

There are, therefore, important questions about the relationship between
technological knowledge and expertise (typically provided by information
systems specialists) and the processes of organizational and institutional
decision-making (often undertaken by senior “managers” with limited
knowledge of technological issues) that use this knowledge in the case
of technologically-leveraged policy initiatives. There is extensive research
into many aspects of this relationship in the private sector, covering for
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example the IT experience of business managers (Bassellier et al., 2003),
how technological expertise and prior success (Martins and Kambil, 1999)
might lead to overconfidence (Simon and Houghton, 2003) or project escal-
ation (Keil, 1995) as well as the limited attention spans of directors for IT
matters (Huff et al., 2006).

Far less is known about the role that technological expertise plays in
decision-making in the public sector, despite the fact that the process is
likely to be much more open and can potentially draw on more detailed
expert advice than many similar private sector decisions. The need to draw
on the best possible advice is particularly important given the size of many
public sector systems that are of a vastly larger scale than most private sec-
tor systems (Willcocks and Kern, 1998), with public sector successes and
failures often having a far higher profile than the equivalent private sector
systems (e.g. BBC News, 2007b; Beynon-Davies, 1995).

The relationship between technological expertise and decision-
making can be inferred from the language used to describe the envir-
onment and decision-making processes. This chapter analyzes the
espoused relationship and relates it to existing perspectives of decision-
making. It then draws on insights from science and technology studies
about the nature of scientific and technological expertise to explain why
the chosen approach reveals a misplaced certainty relating to techno-
logical issues which has resulted in many of the perceived problems
with the Scheme. An alternative strategy based on espoused confidence
rather than certainty would present a more effective way of supporting
the decision-making for the Scheme.

Technological expertise and
organizational decision-making

The relationship between technology and organizational processes in the
public and private sector has varied considerably over time (Bassellier
et al., 2003). By definition, in the private sector decisions about the earli-
est business applications of computers were made on the basis of limited
existing technological expertise (Caminer et al., 1998; Ferry, 2003; Glass,
2005). As a result, decisions about what processes could be automated or
supplemented by computing resources were typically made on the basis of
existing expertise in “systems research” and “organization and methods”
(Ferry, 2003).

The emergence of a distinct cadre of technological specialists, often
experimenting with technological systems (Ciborra, 1991), led — in the
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1980s — to what have been called “strategic information systems” (Earl,
1993; Galliers, 1991; Johnston and Carrico, 1988; King, 1978; Somogyi
and Galliers, 1987). Drawing on a number of classic case studies, the argu-
ment was made that technologically-leveraged innovation was the key to
successful, sustained competitive advantage (Cash and Konsynski, 1985;
Ives and Learmonth, 1984; McFarlan, 1984; Porter and Millar, 1985;
Porter, 1985). Decisions about changes to organizational processes were
therefore believed to be heavily influenced by the successful incorporation
of this technological expertise by senior managers who would adapt their
organizations to reflect the opportunities offered by technology.

By the late 1980s, however, this technology driven approach was being
replaced with a more process oriented perspective (Davenport, 1993;
Hammer and Champy, 1993). Here the argument was based on focusing
on the key business processes of the organization and using technology
to support the reengineering of business activities around these key proc-
esses (Hammer, 1990). At this time, therefore, technological experts had
reverted to a more subsidiary role in organizational life, supporting the
reorganization of business processes.

The advent of the internet as a means of supporting interorganizational
systems (Benjamin et al., 1990; Johnston and Vitale, 1988) reasserted the
role of technological experts in providing opportunities for technology
driven innovative business practices (Castells, 1996) which have, in many
cases, now become standard practices that all in a particular industry need
to mimic (Carr, 2003).

Technological decisions in the public sector have followed this pat-
tern, although perhaps with less violent fluctuations, partly as a result of
the conservatism inherent in most civil service organizations and partly
because of the scale issues associated with any large-scale public sector
innovation (Dunleavy et al., 2006). This is not to say, however, that there
have not been attempts at innovation in the public sector, particularly in
terms of the new public management agenda (Barzelay, 1992; Bevir et al.,
2003; Cabinet Office, 1999; Hood, 1996) and e-government (Fountain,
2001; Ho, 2002; Moon and Norris, 2005; Mosse and Whitley, 2009; West,
2004).

As it presented its views on the technological components of the Identity
Cards Scheme, the language used by the Home Office reflected its socially
determined understanding of the capabilities and limitations of the technol-
ogy. That is, using the language of Collins and Kusch (1998), the choices
taken were polimorphic rather than mimeomorphic.

Mimeomorphic actions are those that do not need an understanding
of society to be performed correctly; that is they can be applied in any
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situation and still be performed correctly. Polimorphic actions, in contrast,
are both many-shaped and take their shape from society (1998, p. 33). The
choice of what to say or how to say it depends crucially on an understand-
ing of the society (or community) within which one is speaking.

For example, choosing whether to tell a risqué joke in the presence of
others requires an understanding of whether those friends would find the
joke acceptable or not; no context-free rules can be given for determin-
ing this choice, instead the appropriateness or not of the action is learned
through immersion in that social context.

Applying this insight to the context of descriptions of the technology
underlying the Scheme and the Government’s ability to deliver a suc-
cessful identity policy, the choice of language used reflects the prevail-
ing norms about the technology in the Home Office at that time. This
allows a clearer understanding of the various conflicting priorities that
face policy-makers and the distinct role that technological considerations
play in this process — conflicts that may not arise to the same extent in
the private sector.

For example, Martins and Kambil (1999) suggest that prior experiences
affect current decisions, with successful prior experiences potentially
being given more weight than is necessarily appropriate, raising the possi-
bility of project escalation (Keil, 1995). Thus, a government with a patchy
record with IT systems might use language that suggests a more cautious
approach to technological expertise.

Similarly, Simon and Houghton (2003) suggest that problems with risky
products might arise through the effects of overconfidence in the decision-
making process. Such overconfidence may arise because the decision-
making process lacks “prior similar actions to help calibrate judgment”
(p. 140). Alternatively, the espoused language might reflect an awareness
of this issue by highlighting a costing methodology that explicitly includes
consideration of an “optimism bias” (KPMG, 2005).

Statements about the technological elements of
the Identity Cards Scheme

The idea that different social norms lead to different choices in the lan-
guage used to describe the basis for technological decision-making is used
to inform the analysis in this chapter. Here various statements by the gov-
ernment are presented and analyzed.

The statements that are presented below are taken from key stages or
“critical incidents” (Pettigrew, 1990) in the development of the proposals
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from the time the Bill was introduced to Parliament (May 2005) to the
announcement of the issuance of the first identity cards for some foreign
nationals (November 2008). Pettigrew (1990) argues for the “importance
of temporal interconnectedness, locating change in past, present, and
future time” as statements and events taken in isolation might convey a
very different sense of what is happening from those evolving over time.
By studying these statements over time it becomes apparent that the state-
ments relate to institutional norms and views rather than the perspectives
of individuals.

The Parliamentary debate (June 2005-March 2006)

When the then-Home Secretary Charles Clarke introduced the Identity
Cards Bill to Parliament for its second reading he told Parliament that he
would “address the concerns about the project’s size, technology and scale”
[28 June 2005, Column 1152]. With the flow of debate in Parliament, he
did not actually return to address these points on that day although it is
clear that he would have been briefed in advance of the debate and had
prepared statements to make on these points.

When the Bill returned to the House of Commons after its Committee
stage, disquiet about the Scheme had increased and Mr Clarke assured
politicians that:

Intellect [the trade association for the UK technology industry] and
the wider UK technology industry have the ability to meet the techno-
logical challenges created by the Government’s ID card proposals. The
technology being considered, which will form the basis of the scheme,
has already been used in similar programmes across the world and is
well established. [18 October 2005, Column 800]

A similar point was made by Lord Mackenzie of Framwellgate shortly
afterwards during a debate in the House of Lords:

I am confident in saying that the technology for a large-scale national
identity scheme is available and proven. There are at least 40 projects
in 31 countries involving identity storage, the majority incorporat-
ing the use of biometric details. If the UK decides to pursue such a
scheme, technology will not be a limiting factor. [31 October 2005,
Column 62]

Another argument that was used to support the government’s position
was that the proposals for the Scheme had been reviewed by the Office
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of Government Commerce (OGC) Gateway Review Process. The OGC
review process had been introduced to

deliver a ‘peer review’ in which independent practitioners from out-
side the program/project use their experience and expertise to examine
the progress and likelihood of successful delivery of the program or
project. They are used to provide a valuable additional perspective on
the issues facing the internal team, and an external challenge to the

robustness of plans and processes. (Office of Government Commerce,
2009)

The results of the reviews are traffic light signals, with Green and Amber
projects being allowed to proceed and Red reviews requiring immediate
action to be taken.

During the same debate in the House of Lords the Home Office minis-
ter Baroness Scotland informed the Lords that the project:

has been through a further Office of Government Commerce review,
Gateway 1, on business justification and the review confirmed that
the project is ready to proceed to the next phase. [31 October 2005,
Column 15]

She also made a similar claim to Mr Clarke about the viability of the
Scheme:

Many concerns have been expressed about the technical viability
of the prescribed scheme. We recognise that there are challenges.
Projects such as this will always face such challenges and opinions
in the field of technology will differ. However, the body of represen-
tations within industry, existing project experience and research by
established experts in the field of biometrics and database technology
indicate that we are right to proceed with our plans at this stage. As
with all major government projects, the technology behind the identity
card scheme will ultimately come from the industry, and key sections
of the industry are telling us that the technology can work.

An identity technology advisory group representing leading tech-
nology companies in this field says that if the UK decides to pursue
such a scheme it will work. The industry can also point to a number
of existing technology projects run successfully, including many for
the United Kingdom Government using large databases. [31 October
2005, Column 111]
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After its passage through the Lords the House of Commons debated
an amendment about the costs of the Scheme and the Home Secretary
again made reference to the technological expertise provided by
industry:

We had a substantial discussion with the whole industry about our
proposals to ensure that we work as best we can with the most
up-to-date technologies. The right hon. Member for Haltemprice
and Howden (David Davis) was right to say that the technology is
fast moving. Many companies are involved — many British compan-
ies are in the lead, by the way — and we want to work closely with
them. That is an intelligent course for us to follow. [13 February
2006, Column 1173]

Thus, throughout the Parliamentary debate, the government’s position
was clear: they had learned the lessons of previous IT failures and knew
exactly what they were doing now.

The Science and Technology Select Committee Inquiry
(March 2006-August 2006)

The question of the government’s use of scientific and technological
advice formed a key part of a House of Commons Science and Technology
Select Committee inquiry. The inquiry looked at three areas of govern-
ment policy: the classification of illegal drugs, the use of MRI equip-
ment, and the technologies supporting the Government’s proposals for
identity cards.

The inquiry into identity cards took place after the Bill had become Law
and received written and oral submissions from the Home Office as well
as representatives from industry and academia (Science and Technology
Select Committee, 2006).

Again, the language from the Home Office gives clear indications as
to its relationship with the technological expertise it was drawing upon.
For example, Katherine Courtney, then Director of the Identity Cards
Programme assured the Committee that she had a “very high level of con-
fidence” that they would be able to come to an agreement “around the spe-
cification for that system with suppliers” and that it would be “delivered
when we have agreed they will deliver it” (Science and Technology Select
Committee, 2006, Answer to Q328), although later oral evidence from
academia and industry (Science and Technology Select Committee, 2006,
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Evidence given on 3 May 2006) disagreed about the amount of interaction
between government and industry.

When the Junior Home Office minister Joan Ryan appeared before the
Committee on 14 June 2006, she told the Committee that:

I am not anticipating something major that would completely delay
or derail the programme. (Science and Technology Select Committee,
2006, Answer to Q1175)

Leaked e-mails and the Strategic Action Plan
(June 2006-December 2006)

On 9 July 2006, however, a leading Sunday Newspaper ran a front page
headline story entitled “ID cards doomed” based on leaked e-mails sent
between senior officials from the Office of Government Commerce and
the Identity and Passport Service. As described in Chapter 3, these e-mails
had been exchanged on 8 and 9 June 2006 (i.e. a week before Ryan had told
the Select Committee that she did not anticipate major problems).

Following these leaks, however, the recently appointed Home Secretary
John Reid delayed all aspects of the procurement process and ordered a
full scale review of the proposed Scheme. As a result of this review, a new
Strategic Action Plan (UKIPS, 2006b) was released in December 2006.

Despite the wholesale review that had resulted in the Strategic Action
Plan, the language it used was similar to the earlier statements:

The Scheme is a long-term programme, creating a comprehensive iden-
tity management infrastructure for the UK. We have already begun
work on laying its foundations.

As with any such long-term plan, the Scheme will evolve over time.
The plan we are publishing today sets out our current intentions and
focuses on what we plan to deliver between now and 2010. As with any
undertaking of this scale, there is still much detailed planning work
to be done, and we shall learn many lessons as we start to deliver. We
shall adjust the details of this Action Plan as required by experience,
and we shall keep the public informed by publishing updated plans
periodically. (UKIPS, 2006b, p. 5)

The plan continued, stating:

The Scheme will be implemented carefully and securely and we will
take an incremental approach to getting it right. We have focused much
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effort on reducing risk and have developed contingency plans to cover
potential delays. The overall timetable for delivering the components
set out in this Action Plan will be determined by our total resources:
central funding, efficiency savings and income from charging. It will
also need to take account of technical and commercial feasibility.

So, while continuing to provide excellent customer service, we will
strike a balance to ensure that best value for money is obtained, with-
out compromising the Scheme’s integrity. (UKIPS, 2006b, Executive
Summary p. 6)

Procurement

As noted in Chapter 3 procurement for the Identity Cards Scheme finally
began in August 2007. The procurement “Prospectus” speaks of “a set of
challenging issues” (UKIPS, 2007b, p. 4) that are still to be resolved and
a Scheme that could “change over time as a result of the current review of
delivery options” (p. 7).

According to the Prospectus, the reason for this new position because
the Scheme “is a large scale, long term business transformation programme
involving multiple stakeholders” that “will exist in an environment of
ongoing change as well as emerging technologies” (p. 9).

Delivery Plan 2008

The Delivery Plan issued in March 2008, although primarily issued as a
consultation document about the next stages of the Government’s revised
implementation plans, included these statements about the technological
capabilities of the selected suppliers:

The Scheme is made up of a large number of components, each involv-
ing a variety of people, processes, technology, physical infrastructure
and estates. These components are being delivered by several organi-
sations in the public and private sectors

We aim to achieve a positive, partnering environment with strong
commercial safeguards and will conduct the procurement process with
these principles firmly in mind, seeking strategic suppliers who will
work cooperatively over the long term, with us and with each other, to
achieve our goals in the most cost-effective and lowest risk manner.
The process will be fair and balanced but commercially challenging.
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Mechanisms will be in place to encourage both cooperation and com-
petition. (UKIPS, 2008a §54, §56)

Discussion

The statements made by government about the basis for decision-making
around technology are polimorphic as they reflect the culture and norms
of the organization that they originate from. This is particularly the case
for formally issued documents that are likely to have been reviewed on a
number of occasions before they are issued. The language used therefore
reflects the underlying attitudes to technological expertise. An organiza-
tion that was aware of the risk of project escalation would use very differ-
ent language from that used by one that had not considered this risk.

The statements made by the government about the technological exper-
tise underlying the Scheme, particularly for the first two incidents pre-
sented above, demonstrates a particular relationship to the expertise that is
driving the technological aspects of the Scheme — a relationship based on
very strong confidence in the accumulated expertise.

Thus, there is confident talk of “well established” technology that
will not be a “limiting factor” and project plans that have the support of
industry and that have successfully passed internal reviews. When ques-
tioned by the Science and Technology Select Committee officials spoke
of their very high levels of confidence in the project, with problems being
unlikely.

Up until this stage at least the front stage (Goffman, 1990 [1959]) pres-
entation of the relationship between government and its technological
expertise was always one of self-assurance: belief in the technology, belief
in its plans, and belief in its ability to deliver the Scheme on time and on
cost. Backstage, however, as the leaked e-mails suggest, this self-assurance
was more muted and calls into question the simple relationship that gov-
ernment had excellent technological expertise that it used as a basis for its
policy decision-making.

Insights from the social studies of science and technology (e.g.
Bauchspies et al., 2006; Sismondo, 2004; Yearley, 2005) raise import-
ant concerns about the nature of technological expertise and the extent to
which it produces the claims of technological certainty described above.
Through detailed empirical studies, science and technology studies have
shown that technological expertise is often context-bound and tacit (e.g.
Collins, 1992; Latour, 1999). In particular, these studies have shown that
expert knowledge is much more conditional and less certain than what the
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popular image of scientific knowledge suggests (Latour, 2004). See also
the discussion in Chapter 6.

MacKenzie (1993 [1990]) illustrates this in the case of technological expert-
ise about nuclear weapon guidance systems and, in particular, the techno-
logical expertise about their likely accuracy in real-world situations. In doing
s0, he highlights a novel form of uncertainty: “that of those closest to the heart
of the production of knowledge of accuracy” (p. 371) with this group finding
doubts because of their “intimacy with this process of production” (p. 371).
As a result, he proposes a ‘“certainty” trough where those directly involved
in knowledge production have greater uncertainty than those “committed
to technological institution/program but [as] users rather than producers of
knowledge.” Those alienated or uncommitted to the technology are likely to
have high uncertainty simply as a result of their lack of knowledge (p. 372).

During the early stages of the Scheme (i.e. the first two critical incidents
presented above), it would appear that MacKenzie’s uncertainty principle
does not hold. Here, there is strong confidence in the technological aspects
of the Scheme based on the available technological expertise. It is unclear
what the basis for this strong confidence is as, at least initially, the pro-
gram was driven by civil servants who did not have a strong technological
background. This is probably a matter of degree, however, as many will
have been drawn from the IT industry; for example, James Hall, appointed
CEO of the Identity and Passport Service in September 2006 had extensive
experience in managing large public sector IT projects for Accenture.

During the later stages of the Scheme, the pattern appears closer to that
suggested by MacKenzie — that is, those with technological expertise are
less confident in their ability to deliver the Scheme successfully (third inci-
dent) and highlighting the complexities that a Scheme of this size will
invariably face (fourth and fifth incident).

For those in academia and industry, the idea that large-scale systems
will, in all likelihood, change and develop before they are finally imple-
mented is hardly a novel insight, thus reinforcing MacKenzie’s point that
those close to the technology will have less confidence in it than those fur-
ther away. Indeed, in an editorial to a journal special issue focusing on the
UK’s National Programme for IT, Sauer and Willcocks (2007) examine
some of the problems associated with delivering large-scale IT systems.
They argue that in such “multi-year, multi-billion pound” schemes “prob-
lems are to be expected and that it is a misunderstanding of the nature of
the enterprise to suppose that initial expectations will be met” (p. 196).

Why, then, when the Scheme was being debated in Parliament, was the
language from the government almost exclusively framed in terms of cer-
tainty about the technology, its implementation, and its likely costs?
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One plausible explanation is a mismatched relationship between pub-
lic sector decision-making about technology and technological expertise.
That is, the Home Office felt that the only way it could pass the legisla-
tion was by presenting its confidence in the Scheme in terms of certainty
about its technological implementation, with any acknowledgment of the
kinds of complexities raised by Sauer and Willcocks likely to be seized
on by opponents as a sign of weakness. This confusion of confidence with
technological certainty is problematic, both for the implementation of the
Scheme and for its effective scrutiny by Parliament. For example, in rela-
tion to the projected costs of the Scheme, the Science and Technology
Select Committee noted that they were:

sceptical about the validity of costs produced at this early stage. We
acknowledge that the release of firm overall costing has been driven by
political imperatives but the Home Office could have credibly given a
broad range instead of precise figures. (Science and Technology Select
Committee, 2006, recommendation 32)

This echoes Sauer and Willcocks’ (2007) suggestion that when project
sponsors and supporters are aware of the complexity that the systems are
likely to entail they are more likely to trust the judgments of the experts
implementing the scheme. Thus, they advocate a policy of honesty as to the
likely problems that any large-scale I'T systems in the public (or private, for
that matter) sector is likely to entail, arguing that such an approach is both
ethical and engenders better working relationships leading to more oppor-
tunities for openness and discussion than situations based on misrepresent-
ing the benefits and risks of such schemes.

In the case of the Identity Cards Scheme, however, an alternative strat-
egy was followed that drew heavily on technological certainty as a means
of highlighting the close relationship between public sector decision-
making and technological expertise. However, too much emphasis on
technological certainty is unlikely to be a successful approach, particu-
larly if the policy proposals are controversial as this means that any devi-
ation from the certain plans will be seized upon by opponents as “proof”
that their concerns were justified. However, a strategy that presented a
detailed consideration of all the ways in which a policy initiative might
fail given the inherent complexities of large-scale infrastructures is also
not an effective strategy as this would simply result in the project never
taking off.

What is required, both for identity policies and technology policies, is
a more effective presentation of the arguments in favor of the proposals
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based not on technological certainty but rather on confidence that the
organization is able to deliver the policy in the way it intends, acknowledg-
ing that there are important technological challenges to be faced but that it
has the resources and expertise to address these challenges effectively.

Moreover, as the language used is a reflection of the underlying organi-
zational culture, it is not simply a requirement to use the right kind of lan-
guage in public statements (which, as Chapter 7 has shown, can unravel at
inopportune times). Rather it requires a fundamental reassessment of the
internal organizational culture that sees technological confidence rather
than certainty as a strategy that will be appreciated by the organization’s
decision-makers. Thus, organizational decision-makers must also develop
the sophistication to be able to respond effectively to technological presen-
tations made in this way.
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In November 2008 the UK government began requiring certain classes
of non-European Economic Area (EEA) foreign nationals to apply for
biometric residence permits issued in the form of a card under the UK
Borders Act 2007, heralding the “successful start” to the Scheme. It also
published a variety of documents detailing its plans for identity cards for
UK nationals. These included

e a response to the consultation about the 2008 Delivery Plan (UKIPS,
2008g);

e a prospectus for the provision of “Front Office Services” (including bio-
metric enrolment) (UKIPS, 2008b); and

e a detailed guide outlining “how the Scheme will work and how it will
benefit you” (UKIPS, 2008e).

Shortly thereafter, a 97 page document outlining the proposed secondary
legislation for implementing the first stages of the Delivery Plan (UKIPS,
2008¢) was also issued.

What these documents show, however, is that the Scheme has shifted sig-
nificantly from the vision that was presented to, and debated by, Parliament.
Although large technology-based infrastructures are likely to drift during
implementation (Ciborra and associates, 2000), it is important to under-
stand precisely the extent of the changes that the Scheme has undergone.
This chapter argues that these changes are a direct consequence of the
failure by the UK government to appreciate the technological challenges of
identity policy. It also highlights the difficulties of Parliamentary scrutiny
of such proposals, the implications of which are discussed in more detail
in the next chapter.

The new roll-out strategy

The Delivery Plan introduced by the Home Office in 2008 was the second
major shift in the implementation of the Scheme since the Act was passed
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(the first was the Strategic Action Plan (UKIPS, 2006b; see Chapter 3).
The Delivery Plan presents a much slower roll-out of the Scheme than had
previously been envisaged in either the initial proposals or the Strategic
Action Plan.

As was discussed in Chapter 4, when the Bill was being debated in
Parliament, the intention was that once the Register had been implemented
and the enrolment centers created, identity cards would be issued to UK
nationals as they “voluntarily” renewed their passports. Although the first
two years would involve an incremental roll-out of around 3 million people
(1.3 million in the first and 1.7 million in the second, implying that not all
passport renewers would be enrolled into the Scheme), by the third year
all individuals renewing their passports would have their biographical and
biometric details entered onto the Register and be issued with an identity
card (around 4 million people per year).

The Strategic Action Plan (UKIPS, 2006b) proposed that:

e by the end of 2007 biometrics would be recorded for “most” visa
applicants;

e by the end of 2008 the National Identity Scheme Commissioner would
be in post;

e by the end of 2009 the first identity cards would be issued to British
Citizens “using the improved application and enrolment systems”; and

e by 2010 “significant” volumes of cards would be issued (UKIPS,
2006b).

In the Delivery Plan (UKIPS, 2008a), the roll-out is significantly slower.
Rather than enrolling individuals into the Scheme as they renew their pass-
ports, the intention is to start the Scheme by focusing on identity cards for
critical workers. This would involve bringing the highest level of identity
assurance to an important area of strong personnel security in airports and
elsewhere. The process will involve issuing identity cards to those work-
ing airside as part of an “18-month evaluation period,” an experiment that
would take place at “selected airports” (UKIPS, 2008g) from late 2009.

This part of the roll-out will involve the creation of a Temporary or
Tactical Register, containing the details of a geographically limited small
number of individuals. Details of the individuals stored on this version
of the Register will be transferred to the main Register when it becomes
operational. According to a document leaked by NO2ID (2008) the choice
of this group provides “a strong narrative” (i.e. playing on the national
security angle is likely to make this option more acceptable politically and
socially). Although there are some practical benefits to starting small and
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growing incrementally, even this modest strategy has faced considerable
problems. For example, as a result of opposition by pilots’ unions backed
by the Trades Union Congress, the first wave of airports is, in fact, limited
to only two relatively small airports: London City and Manchester and
even here, a successful roll-out is not guaranteed. Concerns about the costs
of the identity cards mean that the government has agreed to issue these
workers with free identity cards. Moreover, the draft secondary legislation
issued in November 2008 includes a number of elements specifically to
address this roll-out, dealing with complexities such as those workers who
live abroad, those who are proposing to enter the UK and those who are
applying for a permanent airside pass in connection with a job, or an appli-
cation for a job, that requires such a pass (UKIPS, 2008c, 2.5 (b)).

In addition, the whole process is presented as part of a much larger
business process reengineering project that combines “greater assurance
of employee identity” and “improved efficiency of pre-employment check-
ing” as part of a more joined-up approach to airside passes. This will mean
that if an employee moves from one employer to another within an air-
port, or from one airport to another, the results of previous checks should
be transferable. This work is being supported by a “Process Improvement
Fund” that presumably includes the cost of issuing the identity cards to the
Wave One workers and the associated Temporary Register. As such, it has
very little to do with the kinds of identity cards that were the basis of the
Parliamentary scrutiny of the Act.

The next phase of the roll-out of identity cards is to “young people”
(i.e. those aged 16-25) who will be offered cards from 2010. This group
has been targeted because they are “at the forefront of our current plans
given the potential benefits to them of a simple, convenient way to prove
their age and identity” (UKIPS, 2008¢g) and is also “the quickest option”
(NO2ID, 2008). Young people often have a limited biographical “history”
and may find it difficult to prove their identity in situations such as when
opening bank accounts and proving that they are eligible for access to
age-restricted products and locations. Cards may be made available to vol-
unteers in so-called “beacon areas” at some point slightly earlier than this,
but detailed plans are yet to be announced (Home Office, 2009).

However, given the infrastructural nature of the Scheme, it is unclear
how quickly public and private sector organizations will start to use iden-
tity cards as part of their formal verification processes. For example, the
banking sector already has processes in place for allowing young peo-
ple to open bank accounts. Moreover, at the time, the British Bankers’
Association said that it had not been involved in any discussion on the use
of ID cards by young people (Palmer and Burns, 2008a).
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Finally, “from 2011/12” the government “shall start to enrol British citi-
zens at high volumes” (UKIPS, 2008a, p. 8) and it is intended that person-
alized, joined-up public services would begin to be available from 2015.

The cards that are being issued

There are at least five different kinds of cards that the government is issu-
ing or plans to issue. These are:

e the cards for foreign (non-EEA) nationals that have begun to be issued;

e the cards for “Wave One” employees working at two UK airports that
are due to be issued from late 2009;

¢ the cards to be issued to UK nationals that are usable for travel (due to
begin to be issued sometime between 2010 and 2012);

e the cards for UK nationals that are not usable for travel (presumably due
to be issued in the same time period); and

e the cards for EEA nationals that are not usable as travel documents.
These last cards will probably be issued from 2012 onwards.

The “Foreign National Identity Cards” issued as part of the UK Borders
Act 2007 replace a “vignette” in the individual’s passport and will include
a biometric “contact” chip. As such, they are little more than a different
physical manifestation of the previously issued vignettes.

The government has begun claiming, however, that the new process of
issuing these visas has resulted in at least one failed asylum seeker being
caught through the biometric-checking process within days of the new
process being introduced (Young, 2008) and is proof of the utility of its
biometrically driven identity policy. It is not clear, however, whether such
matches are being picked up solely as a result of the biometric check-
ing process or if they would have been picked up in the general process
anyway.

One consequence of the small number of individuals that will be issued
with these cards is that there are no card readers in circulation that can be
used to check the cards, the contents of the chip or compare the informa-
tion on the card with information held on the Register [WA 258100]. The
current guidance about the use of the card includes the use of a card verifi-
cation phone line and emphasizes the card’s physical characteristics. “As it
is made entirely from polycarbonate, it will have a distinctive sound when
flicked, and the holder’s image will always be in grey-scale” (UKIPS,
2008d).
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How the Scheme is now expected to work

The response to the consultation on the Delivery Plan, when read in
conjunction with the draft Secondary Legislation and the prospectus for
“Front Office Services” whereby biometric enrolment will be provided by
commercial organizations rather than government, presents a radically dif-
ferent view of how the Scheme is intended to operate from that presented
to Parliamentarians during the consideration of the Bill and discussed in
detail in Chapter 4.

Enrolment

The first significant difference arises in relation to enrolment in the
Scheme. The government has always emphasized the need for this process
to have high integrity, as it is the foundation of the remaining processes
(Berghel, 2006; Collings, 2008;). That is, it is in the nature of the Scheme
that once someone has entered their details onto the Register, all the other
processes (verification, data sharing, etc.) proceed from this. Therefore, if
someone is able to enter their details onto the Register fraudulently, then
they will have a bona fide government-issued identity that cannot be easily
challenged and, in practice, is unlikely ever to be challenged in regular use.
The integrity of the enrolment process is therefore paramount.

Recall that under the original plans, the enrolment process would involve
both biographical and biometric checks. The Delivery Plan changes this
process significantly. In particular, in an effort to reduce the costs of the
Scheme for the Identity and Passport Service (IPS) (i.e. the costs that are
reported every six months in s.37 cost reports), biometric enrolment will
not take place at the 69 enrolment centers that IPS had planned to build
(and of which seven are being used to enroll the biometrics of foreign
nationals). Instead, biometric enrolment will take place at partner organi-
zations that are providing “Front Office Services” for IPS.

The vision behind the front office services is “a future where the
Government would not provide biometric enrolment services” and, instead,
this is provided “by the market, giving citizens a choice of competing serv-
ices, which should maximise convenience and drive down price” (UKIPS,
2008b). Organizations that choose to work with the government in provid-
ing these services will benefit from

® A new revenue stream;
¢ increased footfall;
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e access to new customer segments;

e association with a respected and trusted brand; and

e goodwill generated by providing a valuable public service (UKIPS,
2008b).

They will have to satisfy government standards relating to integrity,
security, and information assurance that will be enforced and overseen
throughout the service provider network. Thus, organizations will need to
be “accredited” so as to guarantee the integrity of the Scheme in areas such
as staffing, infrastructure, technical security, and customer service capa-
bility (UKIPS, 2008b). For example, the collection of biometric data needs
to be supervised one-to-one by a trained operator who will have undergone
security checks and be employed by an accredited organization.

Thus, the duties on accredited service providers include setting up and
maintaining the services they offer, including

e supplying the estate either themselves or through a partnership
organization;

e procuring, deploying, and maintaining appropriate biometric recording
equipment;

e recruiting and/or training suitably vetted staff;

¢ developing business processes in conjunction and adhering to specified
service levels;

e integrating their systems with any interfaces to IPS systems; and

e marketing these services in conjunction with the IPS (UKIPS, 2008b).

To date, little progress has been made in identifying suitable business
partners, particularly given the global economic downturn that began in
2007. The kinds of organizations that are envisaged for this role include
supermarkets and post offices. However, public opinion surveys under-
taken on behalf of IPS have reported that only 28 percent of respondents
would consider having their fingerprints enrolled at a post office (UKIPS,
2008h). In the next survey the question was reversed and 75 percent of
respondents stated that they would not want to give their fingerprints at
a supermarket, and 47 percent would not do so at a post office (UKIPS,
20084i).

Whereas the initial discussion of the Bill talked about face, finger-
print, and iris biometrics, the Delivery Plan confirms that iris biometrics
have been dropped from the implementation of the Scheme (a decision
foreshadowed by the Strategic Action Plan that noted that “the introduc-
tion of biometrics remains an option” (UKIPS, 2006b, §65)) and that only
face and ten fingerprint biometrics will be collected and stored, with two
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fingerprint images stored on the card (UKIPS, 2008e). The reason for col-
lecting more fingerprints than are required is to provide a more robust
approach to confirming identity, for example, by allowing other finger-
prints to be checked against “other biometric databases” [WA 2264009].

The Front Office Services prospectus helpfully notes that the fees
charged for biometric enrolment “will be separate from the ones that the
IPS will charge customers for processing their application and supplying
their passport or Identity Card” (UKIPS, 2008b). That is, this move to the
market does not necessarily reduce the cost of an identity card from the
perspective of citizens; it simply removes a significant cost element from
the Scheme costs as are reported to Parliament every six months. With a
total market value that has been estimated at between £120 million and
£280 million per annum, and approximately 4 million identity cards being
issued per annum, this suggests that citizens will have to pay around £30 to
record their biometrics in addition to the fee for enrolling in the Scheme.

The biographical enrolment process can be done on-line and “the infor-
mation requested will be similar to the current passport application form”
(UKIPS, 2008e). This form-based biographical check will involve exten-
sive checking of the data on the form against data held in public and private
sector databases. It will be possible to receive assistance in the application
process by using one of the Front Office Suppliers.

In a few cases, applicants will be asked to come for an interview as
currently happens for adults applying for their first passport [WA 268936].
The intention here is to verify the details on the application form, par-
ticularly for those with limited evidence of identity, such as those with no
previous passport history. The interview process would also confirm that
the photograph (and presumably the biometrics) submitted are those of the
person in the interview. This interview process is intended to be straight-
forward and take no more than 10 minutes. If necessary, it can be done
remotely (UKIPS, 2008e).

Verification

The process of verification associated with the use of the Scheme has also
been significantly altered in the Delivery Plan/proposed secondary legisla-
tion. Depending on the level of identity assurance required, different forms
of check can be performed. An individual’s identity can be checked

e visually (does the person look like the photograph on the card and does
the card look legitimate?);
e through entry of a PIN number;
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e by checking fingerprints against what is held on the chip on the
card; and
e against the Register (UKIPS, 2008e).

As was noted above, guidance information is available for visual inspec-
tion of the cards for foreign nationals but, at present, there are no plans
within Government to roll out card readers for either PIN checks or finger-
print checks [WA 258100].

Any checks against the Register will involve a simple Yes/No answer
being sent to the requesting organization (UKIPS, 2008e) although other
government agencies and bodies such as the police may have greater
access. In terms of the audit trail that is created, “no details of the reason
for the check will be recorded, only the fact that a check was made and by
whom” (UKIPS, 2008e).

What is on the card?

The design of the card continues to be driven by the requirements of
International Civil Aviation Organization (ICAO) travel documents so
that the card could be used for travel within Europe (although, accord-
ing to IPS’s own polling, in August 2008, only 34 percent of those sam-
pled were interested in purchasing a card for travel purposes (UKIPS,
2008i). For the first cards, only the English language will be used,
although there are plans to introduce other languages, such as Welsh in
due course.

The symbolism on the card is also important. The first cards for for-
eign nationals are “covered in EU symbols to satisfy Brussels” (Hickley,
2008). For the British cards, there will be further concerns, particularly
in Northern Ireland (Holder, 2008) where the Police Service of Northern
Ireland badge incorporates eight different symbols.

Significantly, there are no plans for the National Identity Register
Number (NIRNOo) to be on the face of the card or the chip. When taken in
conjunction with the assurance that a check against the Register will only
result in a Yes/No response, this will make it difficult for the NIRNo to act
as a unique identifier across government and private sector organizations,
thus avoiding the complications that have arisen in the United States where
the Social Security number has become a de facto identification number
(Berghel, 2000; Garfinkel, 1995; cf Otjacques et al., 2007) but also under-
mining the proposals for Transformational Government and cross-sector
data-sharing.
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Implications

Each of the changes proposed to the Scheme has significant implications that
differ from those that could have been envisaged during the initial scrutiny
of the legislative proposals. Although the Act was intended to be enabling
legislation, it embodied significant policy design issues in the clauses of the
Act, raising important questions of the nature of enabling legislation and its
eventual, detailed implementation in the form of secondary legislation.

Biometrics

The changes to the biometrics used in the Scheme and their collection and
use are particularly important. Throughout the Parliamentary debate, the
government played up the role of iris biometrics and played down the role
of fingerprint biometrics, not least, because as Kathryn Courtney, a Home
Office official told the Science and Technology Select Committee:

You may have individuals, for instance, who have lost their hands
and are unable to register fingerprint biometrics but would be able to
register a face and irises. (Science and Technology Select Committee,
2006, Answer to Q294)

Fingerprint biometrics, however, are cheaper to collect and verify than
iris biometrics that will require specialist, expensive devices, trained users
and careful lighting arrangements. Fingerprints can also be used for other
Home Office policy purposes, such as attempting to match against crime
scene prints (Whitley and Hosein, 2008).

According to the leading iris expert, Dr John Daugman, officials may
struggle with the number of false positives that arise during the enrolment
process as attempts are made to match fingerprints against the database
of existing fingerprints to prevent individuals from enrolling more than
once (BBC News, 2008a; Biometrics Assurance Group, 2008). According
to Daugman, problems would arise once around six million people had
been enrolled on the Scheme (Spiller, 2007). Iris biometrics, in contrast,
he claimed would not face this limitation.

There are also significant security and public trust issues associated
with the collection of biometrics by third party organizations. Again, the
Home Office’s own sponsored research has indicated that three quarters
of UK citizens would not consider supermarkets as a location where they
would be prepared to have their fingerprints, photo, and signature recorded
(UKIPS, 2008i).
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Other security implications include potential problems with finding a
suitably secure and private location in these high street locations where
individuals can be assured that their personally identifiable data are being
securely recorded. There are also significant costs associated with having
sufficient numbers of accredited staff available to supervise the enrolment
process on a one-to-one basis. For the service to be customer-friendly and
reliable, most outlets would require a number of such staff to cover for ill-
ness and annual leave of accredited staff.

In addition, given the key role that biometric enrolment plays in the
Scheme, there are very likely to be attempts to infiltrate the supervision
of the enrolment process so that individuals can enroll without necessarily
using their real biometrics. These problems are compounded by the fact
that the biographical enrolment process is being downplayed with the data
provided by the individual being similar to that provided on the current
passport application form.

Building an installed base

By linking the roll-out of identity cards to the issuing/renewal of pass-
ports, the Home Office had always intended to have a managed, incre-
mental delivery of the Scheme that would, slowly, form an installed base
of individuals who had been issued with an identity card or whose details
were stored on the Register. The rate at which this occurred would deter-
mine when a significant proportion of the population was enrolled so that
the government could introduce new legislation making enrolment com-
pulsory. Under the original plans, this would probably take place after at
least six years of the Scheme. However, under the new Delivery Plan, this
installed base is likely to take much longer to be reached as, for the first
three years, very few individuals would be enrolled (and a good proportion
of these, who are working at Wave One airports, would need to have their
records transferred from the Temporary Register to the main one).

This much slower take-up of the Scheme will have significant knock-on
effects on the take-up of identity assurance measures in the public and
private sector. For example, in January 2009, the Liberal Democrat MP
Christopher Huhne asked a Parliamentary Question about government
departments using card readers for verification of identity cards, to which
the Home Secretary responded:

Government agencies will all be able to make use of identity cards to
verify identity through a visual check, as they do now for passports.
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It will be a matter for individual agencies to determine at what point
in the future there is a case for the introduction of any further systems
which might include identity card readers. The Identity and Passport
Service will continue to work with other Government Departments to
establish how each organisation may make the best use of the National
Identity Scheme. [WA 243517]

Thus, more three years after the Act received the Royal Assent there
are still no plans for government to integrate fully with the Scheme. If
government cannot be persuaded to use the Scheme for identity assurance
purposes, it will also be very difficult to persuade the private sector to sign
up to use the Scheme (Heath, 2009).

This lack of appeal for the private sector could also affect the take-up
of Front Office Services. The increased footfall and enhanced revenue
that IPS promotes as some of the benefits of moving into this market
may take a number of years to arise. In the meantime, the increased
costs of accreditation and compliance may make the prospect unattrac-
tive for many, especially during a recession. It is unclear what will hap-
pen to the enrolment process if the market for biometric enrolment fails
to take off.

Paying for the Scheme

Another consequence of the slower take-up of the Scheme will be in the
much lower fee income from verifications. Unless all the costs of running
the Scheme are obtained from the application fee, the income from on-line
verification fees becomes significant. Once again, having few people able
to have their identity verified against the Register is likely to affect this
income stream significantly. As is often the case with information infra-
structures, the limited take-up will have knock-on effects on, for example,
the development of low-cost card readers and their roll-out.

A further limitation on the likely take-up of verification services is the
limited information that will, according to the draft secondary legislation,
be provided from the Register: Yes/No information only with no possibil-
ity, at this time, of value enhancing services (such as address data-push
functionality). When coupled with the inability to use the NIRNo as a
unique key for customer records to allow integration of services across
business functions, these (late) design choices will further limit the attract-
iveness of the Scheme for industry and, consequently, the take-up of reve-
nue-providing services.
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A population register?

Another of the claimed financial benefits of the Scheme was, as discussed
in Chapter 4, the possibility of using the Register as a national population
register. To date, however, the specific work required to make the Register
a national adult population register is not listed as part of the Delivery Plan
or Cost Reports and it is also unclear exactly how much progress is being
made in terms of implementing the population register functionality.

For example, written evidence by the Office of National Statistics to the
Treasury Committee (Treasury Committee, 2007a) notes that the recom-
mendations from the Citizen Information Project (CIP):

are being taken forward by other government departments, i.e. where
the opportunities exist, subject to legislation, to develop systems that
have the potential to deliver many of the CIP benefits in the longer
term. It is recognised that a statistical imperative alone will not be
sufficient to establish and maintain a comprehensive and up to date
population register. In the UK there are several administrative sources
of information about the population that are registered for a particu-
lar service (e.g. NHS patient registers, NI numbers). None of them
are sufficiently comprehensive or up to date to constitute a popula-
tion register. In particular, there are significant practical difficulties in
identifying those people on these registers who no longer live in the
UK. (Treasury Committee, 2007a, p. 220)

In oral evidence to the Committee, Karen Dunnell noted:

We had a major part to play in a project called the Citizen Information
Project. This was done in preparation for the introduction of the
national identity card scheme, and the conclusion of that work, which
was a very large piece of work, was that the national identity card
scheme should go ahead on a voluntary basis and create a register and
use existing registers, in particular the one that is used for National
Insurance purposes. That is the situation that we are in relation to that.
It would be quite difficult, I think, for the Office for National Statistics
(ONS) to make a case to Parliament on its own that something like
this was necessary. Maybe that will change in the future but until we
have something which is actually there and we have a requirement that
people change their address and notify somebody when they leave the
country, we are not very confident that a register will be suitable for
the kinds of purposes that we need to measure the population every
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year and have a benchmark every ten years. (Treasury Committee,
2007b, Answer to Q 203)

This lack of clarity about the proposed plans to use the Register as a
population register is particularly puzzling as, on 1 April 2008, IPS took
over responsibility for the General Register Office which oversees the
registration of all births, marriages, and deaths (General Register Office,
2008) and James Hall, Chief Executive of IPS was appointed as Registrar
General for England and Wales. This becomes more puzzling given that
the Register would provide “substantial CIP related benefits (address shar-
ing benefits)” to the Home Office, benefits that in the outline business
case amounted to around one-fifth of the total (Citizen Information Project
Board, 2005) — a claim echoed by Atkins, who acted as consultants to the
CIP (Atkins, 2009).

With the CIP mentioned in the earliest OGC Gateway Reviews of the
Scheme (Office of Government Commerce, 2003, 2004) it would appear
that the intention had always been for the Register to also act as a national
population register. This decision has important implications for the costs
and benefits of the Scheme as well as the design decisions that underlie its
technological architecture. Thus, a national population register is intended
to provide a range of data-sharing services for a variety of government
departments and agencies that goes far beyond the simple Yes/No verifica-
tion services currently envisaged. As such, the CIP’s goals go way beyond
the limits of “identity management” as espoused by IPS and certainly far
beyond Crosby’s notion of “identity assurance.” However, Parliament was
not informed of the links between the CIP and the Register until after the
Act was passed and little further information about continued plans for
these two services has been forthcoming.

Toward an effective identity assurance policy for the UK

It is apparent that the current Scheme that is being procured by the UK
government is unlikely to achieve the intended goal of providing a suc-
cessful means for individuals to reliably prove who they are in a variety of
environments. Finding ourselves in this unsatisfactory situation requires
urgent action to move to a new identity assurance infrastructure that both
addresses citizen concerns and the requirements of business and the public
sector.

This book is not an appropriate location for the detailed discussion of
how the current implementation of the Scheme could be adjusted to provide
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such a new identity assurance infrastructure. It is, however, possible to out-
line key considerations from both industry (private and public) and citizens
that should inform such developments.

The current proposals are inextricably intertwined with the issuance of
passports. The government agency responsible for identity cards is part of
the Home Office and its responsibilities have been merged with those of the
previous Passport Service to create IPS. As was discussed in Chapter 4,
the initial plan for the roll-out of identity cards was to be closely linked
to the issuing/renewal of passports, thus preventing problems of workload
balancing as upwards of 50 million people are issued with identity cards
that have a ten-year validity period.

The link with passports continues with the claim that the government
was under an international obligation to update its passports and passport-
issuing processes to include biometric information. In addition, to counter
claims that the current scheme could be scrapped in the future, the gov-
ernment repeatedly asserts that much of the investment in the scheme is
linked to the passport issue with only a small proportion being associated
with identity cards. As the political risk of the Scheme being scrapped
increased, attempts were made to lessen the link between identity cards
and passports so that the operational integrity of the passport system could
be preserved. After the appointment of James Hall in 2006, however, this
approach was dropped and the two systems were in effect merged. From
a position where registration for an identity card could have been run in
parallel and not threatened the passport-issuing process, from 2011/2012
onwards, the Scheme will require every person applying for a passport to
first apply to be entered onto the Register, thus (artificially and unnec-
essarily) reinforcing the government’s assertion that the two systems are
closely related.

The requirement on biometric passports was attributed to both the
ICAO and the U.S. visa waiver requirements. As Chapter 5 has shown,
these claims were overstated and should not have formed the basis of com-
pulsory changes. Indeed, other European countries, with different experi-
ences of the use and abuse of government-held data, have interpreted these
“requirements” very differently.

Problems of principle
When the link to passports is examined in this more critical light, a number

of further issues emerge that further question the close linkages between
identity cards and passports. Perhaps the most important of these relates
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to the principal purpose of a passport, namely to facilitate cross-border
travel. The passport never was intended as the basis of identity assurance.
Moreover, there are a number of situations in which the state might revoke
the right of travel of individual citizens while not intending to revoke some
of the other rights of that citizen.

In the UK, passports can be withdrawn from those with a banning order
issued in relation to the Football Spectators Act (1989) and the Football
Disorder Act (2000). The intention behind these Acts was to prevent known
football hooligans from being able to travel abroad and cause trouble over-
seas by requiring the surrender of their passports. There is also discussion
that absent parents who fall behind in child maintenance payments should
follow suit (BBC News, 2009a). According to the draft secondary legisla-
tion for the Act, other categories of citizens who might have their passports
rescinded include anyone with a travel restriction within the meaning of
section 33 of the Criminal Justice and Police Act 2001(a), or any other
requirement imposed by a court to surrender that individual’s passport to
the police or other authority.

It is apparent that even those individuals who have their travel rights
rescinded are due to be included on the Register and should therefore be
able to use their identity card to help assert their identity when, for exam-
ple, registering with a GP, collecting a parcel, or opening a bank account.
However, to prevent these individuals from being able to travel within the
EU (which the identity card is intended to allow), these non-travel cards
must be distinctive enough to allow a simple visual inspection to deter-
mine that they are not permitted to travel abroad. As with the football-
banning orders, there are potential problems associated with issuing a
replacement card and withdrawing the previous one. However, the distinc-
tion between identity cards for travel and those not for travel will also, of
course, be observable by individuals not associated with travel, such as the
GP’s receptionist, the post office employee, or the bank official. When pre-
sented with a card that states that it is not valid for travel purposes, this per-
son will be able to infer that the holder falls into one of the aforementioned
categories and thus potentially subject the holder to discrimination.

Further complications are likely to arise with the increasing require-
ments to include travel details up to 72 hours before departure and where
on-line check-in is permitted. In these cases, the on-line registration and
check-in systems of all participating airlines will presumably have to
include a real-time “valid for travel” checking function for UK identity
documents which will increase the load on the Register. It is likely that
this would be one of the verification services offered by IPS for which they
would charge a fee.
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There are other technological complications associated with having the
identity card usable as a travel document within Europe. The design of
machine readable travel documents is specified by ICAO and is based on
open (nonproprietary) standards. This is because Machine Readable Travel
Documents (MRTDs) have to be usable in a variety of situations from
high-tech modern airports to border crossings where on-line connectiv-
ity is limited or nonexistent. Moreover, to prevent the creation of artifi-
cial monopolies and supplier lock-in, the technologies used (bar codes and
chips) have to be based on open standards.

One consequence of this is the requirement to display the main data
about the holder of the card in human-readable form on the face of the
card. Thus passport pages typically include details of the holder’s name,
place, and country of birth, expiry date of the document and details of the
issuing authority. Crucially, MRTDs also print the holder’s date of birth
on the face of the card. This means that if the identity card is to be used
as a basis for determining whether an individual is of the appropriate age
to enter or use certain age-restricted products and services, the MRTD
automatically discloses their date of birth which is more detail than is
required to achieve this particular function (Science and Technology Select
Committee, 2006, §44).

The decision by the government to have the identity card function as a
travel document within Europe therefore creates a series of problems asso-
ciated with the very different purposes of a document for identity assur-
ance and a document for travel purposes. The decision also locks in certain
privacy-unfriendly measures — choices that an identity policy that fully
appreciated the nuances of the technological issues would avoid.

Problems of practice

In addition to the problems of principle associated with the link between
identity cards and passports, there are also a number of problems of prac-
tice associated with the current processes for issuing passports which will
impact the effectiveness of the Scheme.

By basing the introduction of identity cards on the enrolment process for
passports, the government has to ensure that the passport-issuing process
is of a suitably high integrity, as the passport will then become the feeder
document for all future identity-related activities. However, because of the
original purpose of the passport, this concern about high integrity enrol-
ment has not necessarily been a top priority (Collings, 2008). Although the
UK passport agency has always taken an active role in minimizing the risk
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of passport application fraud, this has not been its ultimate goal and, as
such, it has never claimed to be perfect at preventing fraud. This becomes
an increasingly important issue when the enrolment process becomes the
basis for the issuance of identity documents which it is intended will be
accepted as the gold standard of identity or the basis of a national popula-
tion register.

The role of biometrics to uniquely tie a person to a single identity is
undermined if real biometrics are tied to the wrong individual (e.g. a situa-
tion where an illegal immigrant is associated with the biographical identity
of a UK citizen).

Home Office surveys have also indicated that only a small propor-
tion of UK citizens particularly value the use of the identity card as a
means of traveling within Europe. In the August 2008 study, 34 percent of
respondents said that they would be interested in purchasing the card for
travel purposes (UKIPS, 2008i). Interestingly, this question has not been
repeated since.

The earliest reviews of the Scheme (Office of Government Commerce,
2004) noted the importance of improving the quality of the enrolment pro-
cess and many of the early plans for the Scheme (see Chapter 4) focused
on improving the enrolment process. For example, the enrolment would be
based on a face-to-face interview with enrolees, the collection of biomet-
rics in controlled, government-run facilities, and extensive checking of the
biographical footprint. However, over time these plans have been watered
down significantly. Face-to-face interviews are taking place for some first
time passport applicants (i.e. those “entering” the system for the first time).
However, in practice interviews are currently only being held for around
1/3 of these applicants [WA 202852]. It is now expected that the decision
as to whether an individual would be invited to attend an interview prior to
registration on the Register

will depend on the particular circumstances of the application but, as now
with first time adult applicants for passports, it is likely that the Identity
and Passport Service would need to interview an applicant where there
is limited evidence of identity such as no previous passport history. An
interview is one way of helping to establish identity. [WA 268936]

It would appear, therefore, that biographical enrolment for most people
will be based on the information provided on the application form, infor-
mation that may be checked by the employees of organizations providing
Front Office Services. This information will, by definition, be far more
limited and more generic than could be asked in a tailored face-to-face
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interview, emphasizing the importance of checking the data against exist-
ing public and private sector databases.

The enrolment of biometrics is also now being delegated to suitably
accredited commercial service providers. Inevitably, the security risks in
such situations are likely to be higher than in organizations that do not have
competing commercial pressures on their staff (which is not to say that
there would be no security risks with government enrolment locations).

A further practical problem with linking the issuance of identity cards
with the renewal of passports is that it could take ten years before the
entire UK population has been issued with an identity card. As a result it
will take at least six years before a significant proportion of the population
have an identity card. In a global environment where on-line transactions
are increasingly common, an effective, secure method for on-line identity
authentication should not be delayed so extensively.

Similarly, other measures to tackle identity fraud (e.g. credit freezes)
that could be implemented almost immediately and at zero cost to the con-
sumer have been ignored with the government repeatedly arguing that any
measures to address this fraud would contain “the basic features of what
the government is proposing” (Hillier, 2008).

The enrolment process has therefore shifted from something that could
potentially have been a high integrity process (with the costs associated
with providing such a high end service) to a relatively lower integrity proc-
ess that is similar to that offered by other passport-issuing processes (see,
for example, the U.S. passport application process described in Government
Accountability Office, 2008b). This is not necessarily a problem as UK
passports have been issued in much this way for many years and the pass-
port-issuing agency has always been proactive in limiting passport fraud.
However, the return to what is effectively the existing passport-issuing
process is hardly “a modern means to confirm and protect identity.”

A way forward

The two previous sections have demonstrated the problems with the plans to
give the proposed identity cards the same functionality as passports and
the problems with linking the enrolment and issuing of identity cards to
the enrolment processes for passports. These insights, however, do open
up novel opportunities for implementing a successful, innovative identity
assurance scheme for the UK that can form the basis for identity assurance
policies globally. These opportunities are discussed in more detail in the
next chapter.



The prospects for effective
identity policies

When devising an identity policy, policy-makers often have a clear vision
of what the resulting scheme will accomplish: just about everything. REAL
ID was to prevent another 9/11; identity cards in the UK would combat
identity fraud and benefits fraud, as well as terrorism and serious crime;
biometric passports would prevent bad people from traveling around the
world. All these years later it is often easy to look back with fondness at
that era of simple solutions such as identity cards to complex problems like
global terrorism.

In considering why identity policies are unlikely to provide simple solu-
tions it becomes apparent that identity policies are themselves complex
entities. The first step to an effective identity policy is therefore to acknow-
ledge these complexities. When the UK policy proposals are taken into
consideration with experiences of other identity policies, a number of key
challenges emerge:

¢ No identification scheme is totally secure, nor can any system ever be
immune to the risk of accepting false or multiple identities. Any such
claim would not only be demonstrably false, but it would lead to sub-
stantial and sustained attacks. Biometrics can be spoofed, registration
data falsified, corruption exploited, and social networks manipulated.
At both a human and a technological level, a fixation on achieving
perfect identification across an entire population is misguided and
counterproductive.

e The choice of any national identification system should involve careful
and sensitive consideration of key aspects of cost, security, dependability,
and functionality. This exercise is not a zero-sum game where the value
of one element is traded off against the value of other elements. Instead
policy choices need to be made about each of these different elements.

e Public trust is the key to any successful national identity policy. Public
trust can only be secured if citizen-facing issues of cost effectiveness,
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dependability, security, legal rights, and utility are addressed and seen
to be addressed at the same time as other, government-centered, policy
objectives.

¢ Business buy-in is required for an effective identity policy. This means
that the policy must address the concerns of industry, including service
provision and liability issues as well as audit and compliance.

e A genuinely cooperative approach to establishing an identity policy must
involve consultation based on principles as well as objectives. While a
goal-based approach may provide short-term political cover and satisfy
key stakeholders involved in those specific goals, the approach imperils
other essential aspects, particularly public trust.

The UK’s National Identity Scheme is a high-profile exemplar of the
problems that can arise when these challenges are not properly addressed.
Although planning for the Scheme began with the consultation around
“entitlement cards” in 2002, the Government’s current best case scenario
is that significant numbers of UK citizens will only begin to be enrolled in
the Scheme from 2012 — a decade after planning began.

In particular, the Home Office is failing to address the issue of public
trust as the Scheme is increasingly unpopular with citizens and seen to be
privacy-unfriendly, relying too heavily on centralized government man-
agement of data. The Scheme is also offering little of the functionality that
industry requires.

The first part of this chapter reflects on why the traditional process of
democratic scrutiny of the government’s proposals was so inadequate and
resulted in a Scheme that satisfies no one.

Academics are expected to understand the causes of things but they
should also be able to make recommendations about the future direction of
things and so this chapter develops the requirements for an effective iden-
tity assurance scheme drawing on lessons from the UK that can be adapted
to other countries as well.

The chapter ends by reflecting on the role of academia more generally
in contributing to, and engaging with, the policy process for identity poli-
cies and technologically-leveraged policies more generally.

Proposals for the democratic scrutiny of identity policies
It is tempting to suggest a mono-causal explanation for the almost

unwavering progress of the fundamentally same identity policy for the UK
from 2002 onwards. Such an explanation might be made in terms of the
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personalities involved or early technological lock-in to particular design
decisions, yet these explanations fail to acknowledge the turnover of many
of the key individuals (five Home Secretaries and counting, rotation of key
civil servants in the Home Office and the Identity and Passport Service
(IPS)), the two fundamental reviews that the Scheme has undergone, count-
less solicitations for and offers of independent advice and a procurement
process that explicitly left implementation details to contracted suppliers.

Instead, the situation is best understood in terms of the limited ability of
the democratic process to evaluate, scrutinize, and intervene in the devel-
opment of an identity policy. Latour (2004) warns of the artificial separ-
ation of those who deal with the facts about science and technology and
those who deal with the values of political democracy. In the case of iden-
tity policy we are not advocating a reintroduction of this divide by placing
the decision-making power in the hands of technologists rather than politi-
cians. We acknowledge and appreciate the role of democratic scrutiny by
(elected) policy-makers. Indeed, in this case and earlier work (Whitley and
Hosein, 2001, 2005) we have noted the important counterbalance that the
(anachronistic and primarily unelected) House of Lords has played in the
evaluation of technologically leveraged policies. The Lords have made a
special effort to become informed about the particular characteristics and
challenges that technologically leveraged policies introduce. Relying on
conscientious individuals, however, is not inherently sustainable and needs
to be supported by changes to the policy scrutiny process.

On the social shaping of technology

Technological developments, like social determinants, do not occur auton-
omously. Politicians can influence behaviors through the introduction of
specific laws, by attempting to change norms or by influencing the market
by making particular options more or less attractive (Lessig, 1999). A key
starting point is an appreciation that decisions about identity policies can
be directly influenced by the political process. The use of biometrics in a
country’s identity documents is not inevitable. Instead it is the consequence
of decisions to legislate that they be included in an identity scheme, by the
presentation of the technology as a means of “keeping everyone unique” or
by stimulating the market for biometric enrolment functionality. Similarly,
a second country may choose not to incorporate biometrics in their identity
scheme, may emphasize the role that individuals can play in keeping their
identity secure, and the government may not enter the market for biometric
technologies. Another country may choose to provide an opportunity for
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individuals to use biometrics in their identity documents if they wish to
do so, making specific design decisions that the biometrics would only
be stored locally rather than centrally and may choose to intervene in the
biometrics market by sponsoring academic research into applications of
biometrics.

Associated with this notion of choice is the implication that not all
choices have the same consequences. Although it has always been the
case that alternative designs are theoretically possible, there are now
systems in existence that demonstrate that different approaches to the
design of identity schemes can be successful. A political process that
assumes that the only way to build a government computer system is
through a centralized data store ignores the potential benefits of fed-
erated and distributed systems, end-to-end functionality and citizen-
focused schemes.

The private sector is struggling to acknowledge the benefits of
being more customer-focused and is working to redesign its systems
and processes so that they are no longer driven by the constraints of
unimaginative technological designs. Just as in an earlier time it became
unacceptable to argue simply that something happened because it was
God’s will, so it is becoming unacceptable to have a customer process
driven by what the computer has determined: “the computer says no”
(Postman, 1992).

In the specific case of identity policies, the review presented in Chapter 2
demonstrates that there is no one obviously best design for an identity pol-
icy. Instead each country’s policy is a reflection of particular choices made
by that country. These choices may be influenced by the size and ethnic
makeup of the country, might be shaped by existing legacy applications
and processes and might be swayed by historical circumstances. These
concerns may also feed directly into the process of scrutinizing the policy
proposals.

Given these influences, different countries have implemented very dif-
ferent identity schemes, many of which require the bespoke development
of applications and systems that meet their specific requirements.

Recommendation
Technology is now a lever of policy-making and its effective use requires

a careful appreciation of the constraints on, and flexibility of, technolog-
ical components. The policy process should remain open to the design
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of systems that are driven by citizen-focused policy concerns and not
misplaced beliefs about how technologies might operate in practice.

Technology is rarely infinitely flexible, however. Key design decisions
taken early in the development process can often lock in particular archi-
tectures and limit future opportunities to adapt the system. This makes
the early design decisions, which determine the direction rather than the
detail of the implementation, particularly significant. These early deci-
sions should therefore be based on careful consideration of the range of
possibilities the technology affords.

On secrecy

Identity policies face many of the traditional challenges of any policy devel-
opment. In particular the details of the Scheme presented in Chapters 3
and 4 are limited by the fact that key information about the government’s
proposals was being kept hidden and not disclosed (Edwardes et al., 2007).
This secrecy was found in the case of the Office of Government Commerce
(OGC) Gateway Reviews where the government argued against disclosure
because of the potentially harmful effects on what was seen to be a par-
ticularly effective mechanism for internal oversight of government projects
based on the candid exchange of opinions. Eventually, two of the reviews
were made public and provided important insights into the government’s
thinking about its identity policy.

Commercial confidentiality was also used as an argument to prevent
the disclosure of detailed costing of the Scheme, with the government
arguing that if its detailed budget for the Scheme was made available this
would disadvantage it in the competitive tendering process by distort-
ing the normal information asymmetries that exist. However, when the
Science and Technology Select Committee sought a confidential break-
down of the costs the Home Office “only provided a broad overview and
did not include any figures” (Science and Technology Select Committee,
2006, §103). The six monthly s.37 cost reports have disclosed some of
the project costs of the Scheme but a number of cost announcements (for
example relating to contracts issued) are being disclosed to the press
before they are reported to Parliament, suggesting that the Home Office
is less concerned with its responsibilities to Parliament than with public
perceptions of the Scheme and ensuring a positive news agenda. The
KPMG review of the cost methodology (2005) has only been disclosed
in summary form.
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Recommendation

Arguments about “balance” and “proportionality” are frequently used
when discussing the conflicting concerns of privacy and public good relat-
ing to identity cards, yet this same logic is not used when considering the
question of obtaining value for money for policy proposals and the effect-
ive scrutiny of all aspects of policy proposals. In the case of technological-
ly-leveraged identity policies, it is imperative that scrutiny is not trumped
by claims of secrecy and that in due course full consideration is given to
all aspects of the policy proposals, including costs.

If commercial considerations limit the disclosure of some of this
information these limits must only apply for the duration of these con-
siderations. For example, once contracts have been issued their details,
including any “break clauses,” should be made available for public scru-
tiny. Just as policy decisions made in one Parliament are not binding on
future Parliaments unless they are implemented in law, plans for future
Parliamentary business should not be constrained by secret contracts
issued in earlier Parliaments.

On policy laundering

A key argument used to support the government’s proposals was that the
UK government was facing international obligations to upgrade its pass-
ports and that as a result, much of the cost of the Scheme would already
need to be spent to meet this requirement. Such an argument appears com-
pelling and provided much of the support for the Scheme from MPs, even
if the first OGC Gateway Review does not report any such requirement
as driving the policy. As Chapter 5 has shown, however, the reality of the
situation is much more complex than this.

The Government failed to disclose that the Government had been a key
driver behind many of the proposals for introducing biometrics into travel
and identification documents. It failed to clarify that the UK was not actu-
ally under an obligation to implement these requirements and that its par-
ticular interpretation of the obligations was not the only one that existed.

The question of international obligations was reviewed in the LSE
Identity Project but understanding the situation took months of research
and analysis to access and understand the International Civil Aviation
Organization documents, to try to make sense of their conventions and
declarations and for colleagues to file requests using the Freedom of
Information Act. In the absence of explicit disclosure of this complexity by
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the government, it is unreasonable to expect MPs with a full portfolio of
other concerns to undertake similar research.

Such policy laundering is becoming increasingly commonplace and raises
important questions about the authority of national parliaments in import-
ant matters of national governance (Raab, 2009). These other decision-making
fora are not subject to the same level of scrutiny and influence as national
parliaments. Of particular concern for technologically leveraged identity
policies is the realization that policy laundering can result in a chain of
“not scrutinised here” decisions, with each forum (wrongly) assuming that
the technological components of the policies were (or will be) scrutinized
in detail elsewhere. This results in policy decisions being enforced without
any consideration of the implications of technological components.

Recommendation

Although parliaments may seek to introduce limitations on the amount
of policy laundering that takes place, the practice is unlikely to disappear
entirely. Therefore, when policies are introduced on the basis of decisions
taken elsewhere, parliamentary scrutiny of the technological elements of
the proposals must be undertaken unless there is detailed evidence pre-
sented to confirm that this analysis has been undertaken elsewhere in the
policy chain. As noted above, this scrutiny should acknowledge that the
technological components of the policy recommendations are open to more
than one interpretation and so this scrutiny should not presume a simple,
deterministic view of how the proposals must be implemented.

On the nature of technology

It was expected of the MPs to take the government’s claims on the effect-
iveness of the technologies and the security risks of the proposals at
face value. In so doing they were reinforcing the old divide discussed in
Chapter 6 where scientists and technologists state the “facts” and politi-
cians take value-based decisions. Doing so misunderstands the nature of
the kind of science and technology that can drive policy developments. Just
as with policy proposals relating to social policy there are always alterna-
tive viewpoints and perspectives that raise concerns and perplexities that
the policy process must consider and, if appropriate, discount thereafter.
An approach that does not bother seeking out “other” voices and expertise
means that the policy process will be limited to the conventional wisdom
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that is presented in press releases and official statements from the govern-
ment. As the proposals presented below show, there are always other ideas
available that may be overlooked by ‘“‘conventional wisdom.”

It is inappropriate for the policy process to short-circuit consideration
of technological perplexities by focusing on representations of technol-
ogy coming from a limited set of sources. Effective deliberation therefore
requires the expertise of informed advocates who are able to bring for-
ward differing candidate perplexities that might influence the shape of the
policy. In many cases, it is unlikely that Parliamentarians will have this
necessary expertise themselves and so will require others, from academia,
civil society, and industry, to fulfill this role for them.

To be effective, informed advocates need to be recognized for the insights
and prioritization of the concerns that they can bring the policy process.
The introduction of perplexities necessarily adds complexity and potential
confusion but consideration of the perplexities will make the resulting pol-
icy better rather than worse. Informed advocates might be seen, therefore,
as “critical friends.” Implicit here is the argument that different groups of
decision-makers might draw on different sets of such informed advocates
as, recursively, it is unlikely that any group of informed advocates would
have the complete perspective on the likely perplexities any more than
another group of technologists.

Recommendation

Consideration of identity policies must draw on the issues and concerns
raised by informed advocates and measures should be introduced to encour-
age and facilitate the development of an installed base of such advocates.
Given the boundary-spanning nature of the skill sets of informed advo-
cates, it is likely that they would need to be separate from the traditional
research support provided to parliaments.

On ambiguity

There are many occasions where political statements may be intentionally
ambiguous. They are often used to open up spaces for avoiding key discus-
sions while alternative options are considered or resolved. In conventional
policy areas the problems this strategy raises can be foreseen and under-
stood by most policy-makers who have learned to read between the lines
of these statements.
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The limited technological knowledge of many policy-makers, however,
means that they are less able to “read between the lines” when the inten-
tionally ambiguous statements are made about technological issues. As
Chapter 7 showed, such statements can unravel especially when they are
subjected to scrutiny by informed advocates. The resulting shifts in policy
that arise in order to address the stalemate that such unraveling can pro-
duce can affect the implementation of the policy in unexpected and poten-
tially undesirable ways.

Intentionally ambiguous statements also undermine public trust in the
proposals being considered as they raise the prospect that the government
is deliberately hiding key elements of the policy.

Recommendation

Given that many politicians have limited knowledge of the capabili-
ties of technological systems, it is imperative that intentionally ambigu-
ous language is avoided for technological elements of the policy process.
Instead, when key policy issues have not yet been determined, policy pro-
posers should indicate these issues clearly, outlining the range of options
under consideration and the most likely direction that the policy propos-
als are going to take. Such an approach is likely to engender trust in the
proposals.

On certainty

Many of the issues raised above came together in the consideration of the
language used to describe the UK Scheme as outlined in Chapter 8. Despite
widespread realization in industry and academia that any large-scale system
implementation is likely to face significant problems, slippage, and chan-
ging specifications, and despite the range of candidate perplexities raised by
informed advocates such as the LSE Identity Project, the government pre-
sented its proposals using the language of technological certainty.

It is likely that the reason for this was that they did not believe that the
democratic consideration of the proposals could allow for a situation where
any fear, uncertainty, or doubt could be raised by the sponsors of the pol-
icy. Such a situation might be a realistic analysis of the current abilities of
democratic institutions when evaluating technologically leveraged identity
policies. It also clearly signals a lack of trust in both directions between the
policy sponsors and parliamentarians.
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Recommendation

Effective deliberation of identity policies requires greater levels of trust
between the policy-makers and those reviewing the proposals. In the con-
text of technological issues, a more effective and realistic strategy will
be one that presents confidence in the ability to implement the proposals
rather than certainty that it will cost exactly this amount or be delivered
on exactly that day.

Policy-makers therefore need to be prepared to outline the basis for their
confidence (for example, by drawing on existing expertise within govern-
ment, or on the basis of detailed plans) and those scrutinizing the policy
need to evaluate these beliefs in an objective manner rather than simply
taking the lack of inappropriate detail as a sign of poorly thought through
policies.

On public trust

The challenges to an identity policy do not cease once they have received
parliamentary approval. The creation of public trust in an identity policy is
also essential and can only be achieved by a sensitive, cautious, and coop-
erative approach involving all key stakeholder groups. Public trust thrives
in an environment of transparency and within a framework of legal rights.
Importantly, trust is also achieved when an identity policy is reliable and
stable, and operates in conditions that provide genuine value and benefit to
the individual and business.

These conditions are not easy to create. They must evolve through a
clear, genuine, and thoughtful policy process that places the citizen at the
center but acknowledges the requirements of business, government, and
other relying parties in identity-based interactions.

Recommendation

Appropriate national identity policies must be based on a foundation
of public trust and user demand rather than solely on compulsion and
enforcement. As a policy that is leveraged through the effective use of
technology, identity policies also require the use of reliable and secure
technologies that are transparent and trusted. Many of the recommen-
dations about the democratic scrutiny of identity policies above, such
as transparent design choices, effective delivery based on decisions
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informed by visible discourse and deliberation, contribute directly to
public trust in the proposals.

UK-specific considerations

The experiences of the UK identity policy process highlight a number of
further issues that might not be replicated in other countries. Nevertheless,
in the same way that policies are laundered between countries, a parallel
process of informed advocacy “laundering” might highlight similar con-
cerns in other countries.

Throughout the Parliamentary debate about the Act, Home Office
ministers emphasized the fact that the Bill was “enabling legislation” that
would “allow” a National Identity System based on identity cards to be
introduced. As a result, they stated that there was “much still to be done in
terms of detail, regulations and all the other elements” [Tony McNulty, 28
June 2005, Column 1253].

As such, many of the details of the Scheme were not included in the Act,
with these details being left to secondary legislation and statutory instru-
ments. The OGC Gateway Review in June 2003 emphasized that “the key
accompanying secondary legislation, will need to proceed alongside the
work on project definition” (Office of Government Commerce, 2003). In
practice, however, the secondary legislation was not issued in draft form
until November 2008 (UKIPS, 2008c¢) with key decisions (such as the deci-
sion to keep the National Identity Register Number (NIRNo) off the face
and chip of the card) appearing to be made at the last moment (cf Science
and Technology Select Committee, 2006, Conclusion 1).

The use of secondary legislation is not without its critics, as was acknowl-
edged by the Home Office minister Tony McNulty during the Bill’s Committee
Stages in the House of Commons: “I shall pass over what is in part a serious
debate about constitutionality, secondary legislation and the ‘Christmas tree’
nature of enabling legislation” [7 July 2005, Column 88].

Therole of secondary legislation was also raised during the Parliamentary
debates. For example, Democratic Unionist Party MP Mr Robinson noted:
“Secondary legislation would be most unsatisfactory for dealing with
changes in such an important measure. It does not give the House the abil-
ity to amend; we would simply be asked to accept, on a take-it-or-leave-it
basis, any package that the Home Secretary might introduce” [28 June
2005, Column 1204].

A further problem with secondary legislation is that, in practice, the
debates are often poorly attended and so effective scrutiny of the details
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of the Scheme will be limited, raising the prospect of what Conservative
MP Edward Garnier described as “legislation by statutory instrument”
[18 October 2005, Column 804].

Another argument for “enabling legislation” is that it allows for what
might be called “technology neutral” policy. Rather than specifying in leg-
islation what technological measures might need to be put in place, this
form of legislation allows for these details to be added at a later stage,
such as during the procurement process. For example, the final version of
the Act simply states that an individual may be required to allow “his fin-
gerprints, and other biometric information about himself, to be taken and
recorded” rather than specifying the specific technologies that will be used
by the Scheme. By not specifying that these biometrics must include face
or iris recognition biometrics IPS was able to lower the risks and cost of
the Scheme by dropping the use of iris biometrics in the revised Strategic
Action Plan. Further “cost savings” were introduced in the Delivery Plan
where the biometric enrolment process was moved to the open market,
with the costs of biometric enrolment passed to the citizen as a separate
cost element.

The Act further confuses the distinction between technology neutral
legislation and legislation with specific design implications in the role of
the Register. Thus, while the Act does not specify the form of biometrics
to be stored by Government, it does specify that the Secretary of State
“establish and maintain a register of individuals” (s.1(2)) that includes
“information about occasions on which information recorded about him
in the Register has been provided to any person” (s.1(5)(1)) (i.e. the audit
trail). It also specifies other audit details that are recorded on the Register
including

¢ the date of every application by him for a modification of the contents
of his entry;

e the date of every application by him confirming the contents of his entry
(with or without changes);

e particulars of every occasion on which information contained in the
individual’s entry has been provided to a person;

e particulars of every person to whom such information has been pro-
vided on such an occasion; and

e other particulars, in relation to each such occasion, of the provision of
the information (Schedule 1 (6)).

As can be seen, this is a very detailed design specification for the
Scheme and its operation. Although nominally neutral about the technology
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it actually implies a very particular way in which the Scheme would be
used in practice. For example, it strongly suggests verification against the
Register for confirming someone’s identity (rather than, for example, veri-
fication against the card). It is also clearly based on a particular, central-
izing approach to identity management rather than a more citizen-centric,
federated identity assurance scheme.

Although Parliament approved the Act as the basis for enabling the
Scheme, this pretence at technological-neutrality means that any alter-
native identity proposals introduced by future governments will find it
more straightforward to repeal the Act and, probably, the UK Borders
Act 2007 rather than seek to unravel the general “enabling powers” in the
Act from those design decisions that are considered undesirable. Further
Parliamentary costs arise from this mixture of technology-neutral and
technology-specific legislation as to repeal these Acts would first require
transition measures (for example, addressing the status of currently issued
biometric immigration documents and the regulations that surround them)
to be passed before the Acts can be repealed.

Section 37 of the Identity Cards Act 2006 provides the requirement to
report to Parliament on the likely costs of the Scheme for the next ten years.
It was explicitly introduced in response to concerns about the oversight of
the Scheme by Parliament, given concerns about the lack of disclosure of
costs. As such, one would expect that changes to the costs of the Scheme,
even when just reporting cost changes for the Home Office, would be made
to Parliament in the first instance. However, on a number of occasions,
the timing of cost announcements has been driven by broader political
considerations rather than any consideration of Parliamentary privilege.
A number of these announcements were made in public meetings before
they were announced to Parliament or were delayed to coincide with other
high-profile announcements on other matters.

In a similar manner, the 2006 Strategic Action Plan was presented to
Parliament on the last day before the Christmas Recess, effectively guar-
anteeing that no discussion about it would take place.

When Gordon Brown was Chancellor of the Exchequer he appointed
Sir James Crosby to lead a public—private forum on identity (Brown,
2006). Sir James undertook a detailed review of the issue and was widely
acknowledged as having grasped the key issues underlying any effective
identity policy. He wrote a detailed report that gave specific recommenda-
tions for the implementation of such a policy. Although the government
has frequently claimed that it has incorporated Crosby’s recommendations
into its identity plans, in practice, the government chose to issue its 2008
Delivery Plan on the same day as Crosby’s report was finally released.
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Given the differences in emphasis between Crosby’s recommendations and
those of the Delivery Plan, this was clearly an attempt to bury Crosby by
overwhelming the media with the details of the Delivery Plan, a strategy
that, to some extent, succeeded (Pieri, 2009).

Although Crosby’s recommendations are widely respected in indus-
try the government’s attitude to drawing on them can be seen from a
Parliamentary answer:

It is intended that, where it is appropriate, the scheme once it is in
place should take account in whole or in part of the principles estab-
lished in Sir James Crosby’s report. [WA 219757 emphasis added]

This answer reveals both that Crosby’s recommendations have not been
taken on board and, more worryingly, a belief that fundamental changes to
the implementation of the Scheme can be bolted on at a later time.

Recommendations

Technology-neutral policies rarely are. Rather than continuing with the pre-
tence that identity policies can be developed by presenting enabling legis-
lation with the details to follow, key design decisions (such as whether to
have a centralized system or not) must be explicitly written into the legis-
lation and debated as such. Similarly, while implementation details (what
exactly is the process for biometric enrolment, what penalties and appeal
procedures and forms will be followed?) can be left to secondary legis-
lation, key design decisions should not be left to the limited scrutiny that
secondary legislation receives. Instead, these issues should be explicitly
addressed and debated during the formal consideration of the main Act.
Where the reporting on costs is mandated by Parliament, government
should respect the wishes of Parliament by presenting any significant
changes to the costs to Parliament in the first instance. Similarly, for pub-
lic trust in a policy to grow, key reports and policy changes should not be
buried under other news stories that are under the government’s control.

Toward an effective identity policy
As this book has shown, there is no shortage of exemplars that address

many of the articulated goals of an effective identity policy. There are also
many published accounts of the principles that an effective identity policy
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can draw upon (e.g. IAAC, 2009; Sir James Crosby, 2008). There is also
growing awareness of the specific challenges that an effective identity pol-
icy must address. Where choices are made between alternative responses
to them an explicit rationale must be provided. Amongst the challenges
and choices that need to be made is consideration of the following points:

e An identity scheme should be inspired by clear and specific goals (i.e.
not as is found in the Act “for the purpose of securing the efficient
and effective provision of public services” (s.1(4)(e))). Successful identity
schemes embrace clear objectives that facilitate responsive, relevant, and
reliable development of the technology. This helps limit the potential for
abuse of the scheme.

¢ An identity policy must be proportionate. Aspects such as complexity,
cost, legal compulsion, functionality, information storage, and access to
personal data must be genuinely proportionate to the stated goals of the
scheme.

e Identification systems must be transparent. Public trust is maximized
when details of the development and operation of an identification sys-
tem are available to the users.

e Identity disclosure should be required only when necessary. An obliga-
tion to disclose identity should not be imposed unless the disclosure is
essential to a particular transaction, duty, or relationship. Identity disclo-
sure should be symmetrical whereby the person disclosing their identity
is satisfied that the person requiring this disclosure is duly authorized
to request it. Over-use of an identity scheme will lead to the increased
threat of misuse and will erode public trust.

e An identity policy should serve the individual. Public trust will not be
achieved if an identity system is seen as a tool exclusively for the benefit
of authority. A system should be designed to create substantial economic,
lifestyle, and security benefits for all individuals in their everyday life.

e An identity policy should also serve the private sector. Commercial
organizations are the relying parties in the use of a scheme and so need
assurance about the enrolment processes used and the authentication
procedures provided by the scheme.

¢ An identity policy should be more than just an identity card and indeed,
does not need to be based around a “card” at all. Identity systems must
exploit secure and private methods of taking advantage of electronic
delivery of benefits and services.

¢ Personal information should always be controlled by the individual. Any
biometrics and personal data associated with an identification system
should remain, to the greatest extent possible, under the control of the
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individual to whom it relates. This principle establishes trust, maximizes
the integrity and accuracy of data, and improves personal security.
Empathetic and responsive registration is essential for trust. Where gov-
ernment is required to assess and decide eligibility for an identity cre-
dential, the registration process should, to the greatest possible extent,
be localized and cooperative.

Revocation is crucial to the control of identity theft and to the personal
security of individuals. Technology should be employed to ensure that a
biometric or an identity credential that has been stolen or compromised
can be revoked easily.

To the fullest extent possible, any potential for “function creep” must be
designed-out of the scheme. For instance, identity numbers should be
invisible and restricted to prevent inappropriate use. Any unique code or
number assigned to an individual must be cryptographically protected
and invisibly embedded within the identity system. This has the addi-
tional advantage of limiting the potential for wide-scale identity fraud.
It is increasingly necessary for there to be a capability for multiple
authenticated electronic identities. An identity scheme should allow indi-
viduals to create secure electronic identity credentials that do not dis-
close personally identifiable information for use within particular social
or economic domains. The use of these different credentials ensures
that a “master” identifier does not become universally employed. Each
sector-based credential can be authenticated by the master identifier
assigned to each individual. The use of these identifiers and their control
by individuals is the basis for safe and secure use of federated identity
systems.

The scheme must be designed in such a way that there is minimal reli-
ance on a central registry of associated data. Wherever possible, in the
interests of security and trust, large centralized registries of personal
data should be avoided.

To ensure that the scheme is more reliable, it must permit secure and
private backup of associated data. An identity scheme should incorpo-
rate a means of allowing individuals to securely and routinely backup
data stored on their card. This facility will maximize use of the identity
credentials.

Any identity policy should explicitly address concerns about identity
exclusion, which might arise in the enrolment and verification stages.
For example, a policy that requires evidence of bank accounts or a stable
home address or requires or restricts particular languages or national
symbols on identification credentials carries the risk of creating a sub-
class of identity-excluded individuals who are unable to realize the



The prospects for effective identity policies

benefits of a universal identity scheme. Any national scheme needs to
explicitly incorporate consideration of these issues from an early stage.

Innovations arising indirectly from the UK experience

The problems with the UK attempts at introducing a new identity policy
described in Chapter 9 open up novel opportunities for implementing a suc-
cessful, innovative identity assurance scheme. Chapter 9 has highlighted
the unintended negative consequences of the UK plans to give the pro-
posed identity cards the same functionality as passports and the problems
with linking the enrolment and issuing of identity cards to the enrolment
processes for passports. By breaking the link between identity policies and
government, conceptually at least, new opportunities for innovative iden-
tity policies emerge.

As discussed in Chapter 1, any successful identity assurance policy
needs to address a series of potentially conflicting policy drivers while
also not introducing new problems and making the situation worse. That
is, a successful policy needs to find a way through the complexity of tech-
nological, legal, political, and societal issues in a way that minimizes the
political risks associated with their implementation.

Starting from the perspective of business (which in this context can
include the “service” side of government as well), modern identity cre-
dentials are required to enhance trust in commercial interactions. That is,
one body (the “relying party”) needs to know that the other is who they
say they are (or have the attributes that they claim to possess) and they
need to know the basis of this assertion (i.e. who is the “identity service
provider”?). If this process is a mediated one (e.g. on-line or via the pres-
entation of an identity credential) then there is a further requirement that
the person presenting the credential is in fact the person about whom the
identity service provider is prepared to support the assertion. Before decid-
ing to interact with the individual, to provide services for them, or to allow
them access to some of their resources, the relying party takes a commer-
cial decision based on the identity assertion being made. This commercial
(risk) decision may include consideration of what is known about the iden-
tity service provider, an evaluation of any mediation activities and consid-
eration of liability/repair issues if problems arise.

The individual perspective on identity management is increasingly driven
by privacy concerns and consumer choice. For example, citizens are increas-
ingly aware of risks to their personal data in centralized databases (Pieri,
20009), the problems of irrevocable biometrics (Sir James Crosby, 2008), and
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frequently have multiple personas on-line (Whitley, 1997). Just as it is no
longer accepted that the government is necessarily the best (sole) provider
of telephone services or water supplies, so it is not necessarily the case that
identity services should be driven by the government. This is particularly the
case when much of the biographical enrolment for an identity scheme will
draw on data held in commercial databases held by credit reference agencies
and others.

Both perspectives, however, share concerns about the visibility and reli-
ability of the initial enrolment processes and both increasingly require
authentication processes to be undertaken remotely such as over the
internet.

For commercial organizations, particularly those in high assurance
environments, there is a particular emphasis on the initial enrolment which
might typically (but not necessarily) be tied to government-issued creden-
tials. In such cases, the enrolment process might be described as “identity
proofing” and may also incorporate vetting processes. For other organiza-
tions, however, this link to nationally issued credentials is less important.
Thus, in the case of age-restricted purchases, the relying party needs to
trust that the identity document does confirm that the person satisfies the
age requirement but this does not necessarily have to be a government-
issued document as many other services providers (banks/schools/mobile
phone providers etc.) might be prepared to stand behind the age-related
assertion.

In other cases, the assertions might be provided by a low-integrity source
that is appropriate for that context, so in an on-line game environment, the
attribute that another player has particular powers might be provided by no
more reliable authority than the game provider.

To these concepts it is important to add the principle of data minimiza-
tion recommended by the Home Affairs Committee (2008), amongst oth-
ers. This principle states that organizations “should collect only what is
essential, to be stored only for as long as is necessary.” A corollary of
this is that even if more extensive data has been collected, the principle
of data minimization should also apply to the data that are disclosed and
shared.

To illustrate this point, consider again the example of access to age-
restricted services given in Chapter 1, such as entering a bar. Here the
relying party (the bar manager) needs to know that the person buying the
drinks is of legal drinking age and that the person claiming this attribute
is the person presenting the identity credential.

In the current UK Scheme, the identity card is intended to also function
as a travel document within Europe. This means that the face of the card
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must contain the required fields for travel documents specified by ICAO.
Passports (and hence identity cards that can be used for travel within
Europe) have the person’s date of birth (and full name and place of birth)
on them. In addition, because there will always be occasions when auto-
mated passport readers are unavailable, this data must also be readable by
humans. This means that this personally identifiable information must be
printed on the face of the document.

As a consequence, the use of the identity card as proposed by the UK
government will always disclose the person’s date of birth, full name, and
place of birth even if these are not required by the relying party. Moreover,
because they are visible on the face of the card, suitable for visual inspec-
tion, there is little incentive for introducing readers that will check these
details from the chip on the card if it is easier (and cheaper) to check the
details by looking directly at the card.

As noted in Chapter 1, personal data like date of birth, place of birth,
and full name are incredibly useful elements for undertaking identity-
related fraud as they provide useful starting points for identifying other
“security” data such as mother’s maiden name.

The formal requirement in this situation, of course, is simply authenti-
cating that a particular individual is able to access particular age-related
services. A process that includes assessing the basis of the assertion and
confirming that the assertion applies to the physical being claiming that
attribute. The age satisfying requirement is clearly a function of the rela-
tionship between today’s date and the person’s date of birth. It does not,
however, require the disclosure of the date of birth (that is, although a per-
son’s date of birth falls within the set of data that would be collected even
when following the principle of data minimization, it does not fall within
the minimal set of data that needs to be disclosed).

Dave Birch (2009b) provides a charming illustration of how a techno-
logically leveraged identity policies might be implemented to provide iden-
tity assurance capabilities while minimizing unnecessary data disclosure.
He begins with the idea of Dr Who’s “Psychic Paper.” This “technology”
from the popular TV series has the unique property of displaying whatever
the reader expects to see. Thus, if the psychic paper is presented to some-
one expecting to see a Press Pass they see a Press Pass, if they are expect-
ing to see a theater ticket they see a theater ticket.

What is significant is that the Psychic Paper only discloses the min-
imum amount of data necessary. In the context of the example above, the
Psychic Paper will simply disclose whether or not the person satisfies the
age-related condition (over 18) being requested. To ensure that the asser-
tion about age is being made about the correct person, the disclosure might
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take the form of displaying the photograph of the individual if they are
over 18 and not displaying their photograph if they are not.

At a technological level, such an approach offers some intriguing pos-
sibilities (Brands, 2000). First, the implementation does not rely on car-
rying a card, but can be embedded in any technological device. Thus,
many individuals might wish to have this functionality implemented as
part of their mobile phone, others might choose to offer this function-
ality in other devices and not necessarily a card. Interestingly an epi-
sode of Dr Who featured the Psychic Paper acting as an Oyster travel
card, hence demonstrating that it can also mimic an ISO 14443 interface
(Birch, 2009a).

Second, it is possible to ensure that control over what information is
disclosed remains with the individual. Thus, the individual can control
whether or not to disclose that they are over 18 by requiring the bar
manager to first authenticate that she is authorized to ask for proof-
of-age authentication from bar guests. This allowed-to-confirm-age
check can be undertaken in exactly the same way as the proof-of-age
check is undertaken. The individual can also control that only confir-
mation of age data are transferred. This issue of symmetrical checking
can be particularly significant for vulnerable groups, such as the elderly
greeting someone claiming to be from their electricity company. That
person’s identity credentials can be checked in the same way and the
householder can decide whether to let them into their property based
on whether that person’s identity credential has been issued by their
electricity company.

In other situations, the individual might be prepared to disclose their
full name or address for direct entry into the service provider’s system.
Such user-centric control also allows an individual to revoke the data that
might potentially be shared with others and could easily allow for “mul-
tiple” identities to be used (e.g. professional identity, social networking
identity etc.). Each of these identities might offer limited functionality in
some areas. For example, the identity used for an on-line gaming environ-
ment might be able to assert that an individual has particular game-playing
powers, which could be authenticated by other game players, but would not
be able to assert that the individual was over 18 for entering a bar.

Third, because the authentication process takes place over a suitably
secure connection and uses cryptographic techniques, there is no need for
a centralized database and audit trail of transactions as is found in the cur-
rent UK plans for on-line identity-checking services. If a record that a par-
ticular transaction has taken place is required, this can be kept locally on
each device requiring the consent of both parties before it can be disclosed.
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In particular situations, it might also be accessed by suitably authorized
law enforcement officers.

The processes underlying this minimal disclosure process are infi-
nitely scalable and allow for a market of authentication providers to
exist, offering differing levels of authentication assurance. For exam-
ple, those individuals who simply require the ability to confirm that
they are able to access age-restricted services do not necessarily need
this functionality to be provided by a government-based identification
scheme, instead the age-verification used by the device can be based on,
for example, details held by their mobile phone company, bank, or even
education provider (school, university). This pushes the responsibility
for confirming the date of birth of the individual, for example, onto
these other organizations (rather than, for example, the data held on
the Register) but given the relatively low level of risk associated with
age-verification services, this is a manageable risk that these companies
might be prepared to take. For example, a mobile phone company may
restrict access to “adult” sites via its phone internet services based on
existing age checking and can use the same processes to allow third par-
ties, such as bars, to confirm that the phone user is over 18. One obvious
benefit of this market of identity service providers would be a far faster
roll-out of electronic identity credentials.

In contrast to the government’s current plans for biometrically driven
identity cards, these proposals do not necessarily require the storage and
processing of biometric data such as fingerprints. Although the UK gov-
ernment has claimed that a key driver for the collection of biometric data
is the requirement to guarantee uniqueness on the Register (i.e. using the
biometrics to check that the same physical person has not enrolled in the
Scheme with two identities), in practice this is not done in other countries
and it is unclear whether the proposed means of biometric enrolling and
matching will succeed for a population the size of the UK.

Some identity assurance services may require biometric authentica-
tion (i.e. a more rigorous check that the credential belongs to the person
presenting it than simply displaying a photograph of the person). In such
cases, the individual would be able to opt for an identity assurance provider
who would provide biometric enrolment services, including the storage of
a template of the biometric on the identity device (cf Sir James Crosby,
2008), which can then be used for a one-to-one match against the template
of the biometric presented at the authentication stage. However, the choice
of whether to enroll biometrics would be left to the individual and, because
it is not stored centrally and in template form, would remain under their
control.
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On academic policy engagement

According to one of the key readings within the literature on policy-
making and the policy process, academic engagement with the policy
process:

contributes to public deliberation through criticism, advocacy and
education. Good policy analysis is more than data analysis or a mod-
elling exercise; it also provides standards of argument and an intel-
lectual structure for public discourse. Even when its conclusions are
not accepted, its categories and language, its criticism of traditional
approaches, and its advocacy of new ideas affect — even condition — the
policy debate. (Majone, 1989, p. 7)

In a similar manner, Torgerson (1986) describes policy analysis as “those
activities aimed at developing knowledge relevant to the formulation and
implementation of public policy” (p. 33). In the case of technologically-
leveraged policies, this knowledge relevant for the formulation and imple-
mentation of public policy should include an understanding of technology
and its relation to society more generally.

The systems that are being proposed by technologically leveraged
policies exist not as isolated technical systems, whose inputs and out-
puts can be formally specified in engineering terms, but rather need to
operate in complex, messy environments where they interact with users
who are best understood as social actors (Lamb and Kling, 2003). In this
context, Tim Berners-Lee has called for the creation of a new web-sci-
ence research institute which would “attract researchers from a range of
disciplines to study it as a social as well as technological phenomenon”
(BBC News, 2006b). On other occasions, the case for the consideration of
the broader social context is not made so clearly; shortly before Berners-
Lee made his call for consideration of the social side of technology,
Google CEO Eric Schmidt called for “techies to teach governments”
and help them understand the internet’s role in society (Broache, 2006).
Former Conservative MP Chris Patten noted that “many politicians do
not understand the technology issues that could affect government IT
schemes.” Instead, he suggested, “they rely on advisors for information
on how to implement their broad intentions. You have to hope they’re
well advised” (Espiner, 2006). This is an argument that has frequently
been made before (e.g. Sarson, 2006; Thompson, 2006).
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Thus, following Majone and Torgerson there is a clear need for academ-
ics to engage in policy analysis and condition the policy debate by introduc-
ing new categories and language, critiques of traditional approaches, and
advocacy of new ideas. Second, many of these policy areas in government
are driven by technological measures and yet government seems particu-
larly unable to appreciate the complexities of technological systems. Third,
although an understanding of the technological features of these systems is
important, a broader consideration of the technology in its organizational
context is particularly important.

Academics have a particular status in society: they are typically funded
by the public purse and have a high degree of autonomy. The principles of
academic freedom are enshrined in the tenure process whereby academics
are safe from concerns about job security that normally constrain chal-
lenges to the status quo. As such, academics have a duty and a responsibil-
ity to use their unique status to address policy issues using their particular
expertise. The distortion of this privileged position that emphasizes publi-
cation in high-status outlets over the creation, preservation, and distribu-
tion of knowledge (Lyytinen et al., 2007) may, ultimately, result in reduced
scope for academic freedom.

The LSE Identity Project was one attempt that used the unique status of
academics to influence the policy process for the UK’s identity policies. It
had both direct and indirect influences on the policy process.

Direct influences on the policy process

One of the clearest examples of the role that the LSE Identity Project played
is the number of mentions its work received in Parliament, with over 200
explicit mentions of LSE reports during the 56 days of Parliamentary
debate. When the research was drawn on by Parliamentarians opposed
to the Bill, it was referred to favorably, as in this extract from a speech
by Conservative MP Edward Garnier during the House of Commons
Committee stage:

My hon. Friend the Member for Newark has, quite properly, referred
on a number of occasions to the valuable work done by the team at
the London School of Economics. They have spent some time looking
carefully at the subject and have reached a number of conclusions. I
make no claims of originality; I am relying heavily on the findings of
the LSE report. [12 July 2005, Column 229]
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When the research was referred to by the government, a rather different
tone is found. For example, this statement was made by Home Office min-
ister Baroness Scotland, in the House of Lords:

There seems to be a basic error. We were surprised to discover, for
example, that in the body of the report undertaken by the LSE there
was no reference to one of the major reports on biometrics and the way
in which that was dealt with in the United States. It is unusual for such
a gap not to have been addressed. That is surprising. [19 December
2005, Column 1564]

The work also influenced the public perceptions of the government’s
arguments for identity cards, as can be seen in this extract of a letter writ-
ten to The Times in November 2006 after a columnist suggested that iden-
tity cards could help in the fight against terrorism:

Sir, Alice Miles says biometric ID cards could help to prevent ter-
rorism (Comment, “We face a terrible threat — so storing my dull,
private details is no big deal,” Nov 8). However, the London School
of Economics reports that: “Of the 25 countries that have been most
adversely affected by terrorism since 1986, 80 per cent have national
identity cards, one third of which incorporate biometrics.” Identity
cards clearly do not make countries safe from terrorists. (Watson,
20006)

Perhaps the most humorous example of the direct effect the research
had on the Parliamentary process is found during one of the more con-
tentious debates in the House of Commons on 13 February 2006. The
Government’s front benches jeered on the first mention of the LSE (this
was recorded in Hansard as an “interruption”) [13 February 2006, Column
1180].

Indirect influences on the policy process

One of the stated purposes of identity cards is to help address problems of
identity fraud. However, the analysis of the government’s figures for the
likely level of identity fraud in the UK has meant that the media rarely
reports such figures uncritically (see also Chapter 1 and Pieri, 2009).
Indeed, when in 2006 the government announced that identity fraud was
costing the UK economy £1.7 billion per year, up from £1.3 billion, a
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number of media reporters discovered that there were many problems with
these revised figures (McCue, 2006) and the skeptical tone continued:

You cannot open a newspaper these days without being confronted
with apocalyptic warnings about identity theft. It is apparently Britain’s
fastest-growing crime, costs the UK economy an estimated £1.7bn a
year and is an invisible menace that can cause damage for months
before you realise it has happened to you... The latest evidence sug-
gests that [evidence of the scale of the problem] is far from clear cut.
This week saw the publication of official figures for UK credit and
debit card fraud. These include data on levels of card identity theft —
which includes crooks using a stolen or fake ID to apply for a card, or
raiding dustbins to obtain personal information such as bank details to
take over someone’s account and run up huge debts. The figures reveal
that, rather than shooting up, losses from credit and debit card ID theft
fell by 7% during the six months to June 30 this year — from £16.1m to
£15m. Losses from lost and stolen cards also fell, as did those for fraud
committed with cards stolen before the genuine cardholders receive
them. (Jones, 2006)

Other benefits were claimed for the Scheme. However, when the then-
Prime Minister Tony Blair wrote about them in 2006, his piece was care-
fully nuanced about these benefits, arguing that he was:

not claiming ID cards, and the national identity database that will
make them effective, are a complete solution to these complex prob-
lems [of illegal immigration, crime, terrorism and identity fraud].
(Blair, 2006)

Written answers about the international obligations that apply to the
security of passports have also become more nuanced:

Travel document standards, including those relating to the minimum
security features of such documents are set by the International Civil
Aviation Organization (ICAO) in their Document 9303. The United
Kingdom passport complies fully with the ICAO standards, both in
relation to the travel document specifications and the security features.
In relation to the latter, the UK passport surpasses the minimum stand-
ard required.

The EU Council Regulation (EC 2252/2004) on standards for security
features and biometrics in EU citizens’ passports requires Schengen
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states to issue passports that comply with a minimum level of security
features, including biometric identifiers. The UK is excluded from this
regulation (as it is a Schengen building measure). Nevertheless the UK
complies with the measure in relation to security features and the
inclusion of the facial image biometric, and intends to comply with the
requirement to include fingerprints in passports. [WA 269314]

This suggests that leading politicians and civil servants had realized
that they could no longer make the simplistic arguments about the issue
and that the LSE report had affected the “standards of argument” used and
provided “an intellectual structure for public discourse.”

Rigor and relevance

A common theme in the meta-debates about many forms of academic
research is the apparent dichotomy between rigorous and relevant research
(see, for example, Whitley and Hosein, 2007 and Benbasat and Zmud,
1999). This is typically characterized as differentiating between highly
controlled, often experimental research, which may present results that are
of limited direct applicability to practice, versus research that has direct
relevance to practice but might be based on research methods that are not
as rigorous.

In terms of relevance, particularly during the latter stages of the
Parliamentary debates, the LSE Identity Project issued a number of reports
and briefings often on a weekly basis. For example, between 15 January
2006 and 3 March 2006, the LSE published two reports, three Parliamentary
briefings, an opinion-editorial piece for a national newspaper, and a written
submission to a Parliamentary Select Committee (see Table 10.1).

More generally, involvement with the Parliamentary debate was ongoing
throughout the entire deliberations and members of the project team were
frequently called upon by the press to comment on developments. In add-
ition, Parliamentarians from all parts of the political spectrum were regu-
larly asking for additional commentaries.

In terms of rigor the government attempted, on a number of occasions,
to dismiss the LSE Identity Project as flawed research. In response the
project frequently had to respond by highlighting the detailed, fully refer-
enced research that underlay its findings. The very nature of the work and
its high profile required rigor-by-design. Throughout the research and writ-
ing process there was an explicit concern about the reaction from friends,
“enemies,” and the media if even small errors in judgment were made.
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Table 10.1 Relevance in practice: Documents produced by the LSE Identity
Project, January-March 2006

Date of publication Publication

Sunday 15 January 2006 Second report: Research status Report

Monday 23 January 2006 Briefing: Voluntary versus compulsory regimes

Friday 3 February 2006 Submission to Select Committee inquiry

Monday 6 February 2006 Briefing: Identity fraud

Monday 13 February 2006 Briefing: Nothing to hide

Friday 17 February 2006 Newspaper opinion-editorial piece: Hang together — or
we will hang separately

Friday 3 March 2006 Third report: Home Office Cost Assumptions

Source: LSE Identity Project (2009).

In standard academic studies it is taken as a matter of faith that the
researchers conducted their research with integrity; in the public sphere
of media and political campaigns there is no such faith, and the project
would have encountered an unforgiving set of forces if it failed to conduct
its research with integrity.

More interestingly, another test of rigor was that with every inter-
action and engagement the project learned more about ontology, epis-
temology, methodology, and the domain of politics and technology.
This constant learning cycle prevented the project members from ever
standing up and claiming authority over all other sources of knowledge,
unlike its critics.

Policy engagement and action research

Given the direct and indirect influences on the policy process outlined
above, members of the LSE Identity Project have, as reflective individuals,
spent some time considering the effects of their role on the research pro-
cess (Alvesson and Skoldberg, 2000). This involvement, however, cannot
be accurately described as action research which is a process that depends
on the social interaction between observers and those in their surround-
ings. The main contention of action research is that complex social proc-
esses can be studied best by introducing changes into these processes and
observing the effects of these changes (Baskerville, 1999). During action
research, as the researcher and the subjects interact, a shared meaning
develops and in some ways the worldview of the researcher approaches
that of the subjects (Martensson and Lee, 2004).
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Although the work did have effects, the LSE Identity Project cannot
be described as “introducing changes,” nor was the purpose to observe
the effects of specific interventions. In a similar manner, although team
members spoke extensively with the press about the work, they did not
(and could not) create a media campaign on the issue. Thus, although team
members were involved as participatory observers, they did not determine
the nature of the interventions and had even less control over their con-
sequences. Finally, it was never the intention to introduce changes in the
environment to, in turn, study their effects. The point of the activity was
simply to engage with the policy-makers, experts, and others to inform
debate.

Dangers

Academic participation in the policy process, even in the role of informed
advocates, is not a neutral process. Academic studies that are critical of
government proposals are unpopular and, as Chapter 3 notes, the LSE
experience resulted in ad hominem attacks on key members of the project
team and, implicitly, the LSE as a whole.

This would suggest that “outsider” policy engagement of this type
should, perhaps, only be contemplated if the university governing body
is willing to stand publicly behind its academics and to resist all forms of
political pressure. The Identity Project was lucky enough to work in an
institution where it received such unwavering support, but one is left won-
dering how many other like-minded universities are out there. What would
have happened if the institution had not stood by its academics? Though
some may disagree with the findings, few would doubt the importance of
the research and presenting the analyses as effectively as possible.

A special role for information systems academics?

Much information systems research is focused on issues that are of par-
ticular relevance to business organizations and here information systems
academics are making useful contributions to theory and practice. In add-
ition, information systems researchers have also become more visible in
less traditional organizational contexts, including government, not-for-profit
organizations, and socially excluded groups, as well as developing coun-
tries. However, information systems researchers are not actively participat-
ing in an important area where the insights and approaches of information
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systems research can make important contributions, namely the policy-
making process for technologically-leveraged policies.

All too often the leading academic voices in technologically leveraged
policies are coming not from information systems academics but from
computer scientists, lawyers, or political economists. In each case, these
academic contributions are useful and appropriate, but each issue could
also draw on the contributions of information systems researchers who are
ideally placed for considering the relationship between technology and its
wider social and organizational setting. That is, whereas computer science,
law, and political economy can be characterized as academic disciplines,
information systems is a field that applies insights about the relationship
between the technical and the social to specific problem areas. This gives
information systems academics particular strengths of interactional expert-
ise that make them strong candidates for the role of informed advocates as
described in Chapter 6.

There are many challenges to developing identity policies, but also
many opportunities to take advantage of the features of new technologies
to provide secure identity assurance policies that benefit citizens and gov-
ernments. It is up to policy-makers to take advantage of these opportuni-
ties. This book is intended to provide them with insights that will enable
them in this task.
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Orientation

This appendix outlines the many research techniques used in associa-
tion with the ideas involved in this book. Although researchers invariably
become deeply involved with their research, in our case the involvement
became one of almost total immersion, at least in the early stages. For
example, we were frequently asked to comment on and analyze govern-
ment statements about the Scheme within hours of these statements being
published. This meant that we did not have time to do independent coding
of the statements, slowly develop the analysis and then draw the broader
implications of what had been said.

Instead, our immersion in the Scheme meant that we quickly developed
a perspective on the situation that allowed the important aspects to stand
out, while downplaying less significant elements. For example, when the
Strategic Action Plan was issued in December 2006 we immediately saw
that iris biometrics had, effectively, been dropped from the Scheme.

Another key feature of our involvement was that we were able to
develop a longitudinal understanding of the Scheme and its development.
Longitudinal case studies have a strong tradition in management research
with some authors arguing for the importance of temporal interconnected-
ness. That is, in order to understand what has happened at any particular
point in time, it is important to understand the events that preceded it.

We could only comment on the changes to the Scheme because we
knew all that had come before. In many ways this is what qualified us as
“experts” on the policy, while others may be experts on the technological
or legal issues, we were observers of the policy process over time.

A third distinctive feature of the work presented here is the extensive use
of quotations from a variety of official sources and statements, including
the official Parliamentary record (Hansard), Parliamentary committees,
and official publications by the Home Office and the IPS. These sources
were specifically selected because they either reflect “official” views on
the issues (each of the formal documents will typically have been reviewed
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by a number of civil servants before being issued) or because they are
based on statements made to Parliament by individuals who typically will
have been briefed in advance of making the statements. The official tran-
scripts (e.g. Hansard) of Parliamentary debates are not necessarily a com-
pletely true and complete record of exactly what was said in Parliament,
as specific norms have been developed for the recording of what was said.
The official record does, however, provide a useful resource covering what
was said both for and against a particular piece of legislation. Though
we attended a number of sessions in Parliament and watched the debates
on-line, in real time and after the fact, we still rely on Hansard for the
statement of record.

This is both an advantage and problem for the analysis presented in the
book. As outlined above, advantages include that the public record con-
tains all statements made during Parliamentary debates and Committees
regarding the Scheme. This record is freely available and easily search-
able. The main problems, however, arise because of the ways in which
the official record is based on naturally occurring speech. Thus, while
Parliamentarians may well be carefully briefed, their statements might
contain errors and omissions that a printed document would not. Similarly,
points that a speaker plans to make might never be made if the flow of
argument and debate moves the topic along. Thus, particular care must be
taken to contextualize all statements that are analyzed and it is possible
that while the gist of an argument might appear throughout a statement,
no easily quotable statements can be isolated to readily summarize that
argument.

This extensive reliance on what the government said about the Scheme
is a direct consequence of the attacks made on the integrity and quality of
the research presented in the LSE Identity Project. We did not want to pro-
vide any opportunities for our research to be discredited simply because
we had attempted to paraphrase the government’s position. Indeed, for a
number of generalist publications (such as opinion-editorial pieces) we
would typically provide two versions, one for public consumption and
one with footnotes detailing where all the quotations came from, so that
the publication could be assured that there were no problems with what we
were claiming.

Data collection

As noted above, our research draws on just about every publicly published
piece relating to the Scheme. For example, our first tasks each morning
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were to search through the Google News service for mentions of the
Identity Cards Scheme and check the Parliamentary Written Answers that
had been published that day. In the former case, we also relied on an exten-
sive network of colleagues who would forward us relevant news develop-
ments and reports as they arose. For the latter, in some cases, it became
clear that what was presented in the Written Answer was not intended to
be taken quite as literally as it appeared, as in this answer about additional
data storage that might be needed to administer the Scheme:

Until the national identity scheme is up and running it is too soon to deter-
mine the amount, if any, of additional storage that will be required to admin-
ister the national identity scheme. [WA 185514]

The documents were all archived so that it is easy to search through.
For example, we archived all the Written Answers in such a way as to
identify details of any statements about the expenditure on consultants
associated with the Scheme. Similarly, a complete archive of both sets of
Parliamentary debates (in the House of Commons and the House of Lords)
about the Scheme has been particularly useful for identifying statements
made about the manifesto commitments of the Labour Party or the likely
costs of the Scheme.

Despite the fact that the Scheme was a public one, funded by the tax-
payer, the amount of detail that was freely published was frustratingly
limited and we discuss the implications of this for the democratic over-
sight of the Scheme in Chapter 10. We were, however, able to work with
key Parliamentarians. As a result of detailed briefings about how we
understood the Scheme was intended to operate, they were able to pose
Parliamentary Questions that sought to obtain detailed Written Answers
about key aspects of the Scheme. In addition, some useful information
about the Scheme was (eventually) released under Freedom of Information
(FOIA) legislation although more often the government would refuse to
disclose documents under FOIA because, the government argued, the doc-
uments were outside the scope of the Act.

Our special role in relation to the proposals meant that we were invited to
participate in many public and private events associated with the Scheme.
Numerous reports were issued from such events and they were also added
to the corpus of materials gathered about the Scheme.

For those events that we were unable to attend, friends and colleagues
sent us notes and summaries. They also directed us to blogs and websites
we may not have seen as well as less traditional data sources (for exam-
ple, on-line copies of planning applications for IPS enrolment centers that
included details for “panic rooms”).
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A significant feature of the data collection process was the many infor-
mal conversations we had with key individuals associated with the Scheme.
These would take place in the coffee breaks at conferences and events or in
the bar after work. In each case, we were able to gain a better understand-
ing of what these players felt were the most important issues at that time.

It should now be clear that we did not resort to the traditional interview
process. In part this is because it would have been an unwelcome encum-
brance to the nature of our relationships with the key actors and institutions
in this domain. That is, those relationships involved high-intensity discus-
sions about the latest issues about the Scheme, so stopping and taking
notes and pausing to develop a structure to the discussion would have been
burdensome and possibly would have interfered with the engagement.

Another significant reason why we did not use interviewing techniques
is that we did not believe that they would bring more valid knowledge to
this domain. We were certainly well positioned to meet with some of the
high-level actors in this policy process, on all sides of the debate, including
policy-makers and senior civil servants, ministers, and key politicians. We
did not believe that an interview setting would result in these individu-
als divulging any information to us that was not being put into the pub-
lic domain or released in private meetings. To put it simply, we were not
arrogant enough to believe that our interviewing techniques would have
resulted in ministers or senior civil servants disclosing to us what they did
not already disclose to journalists, industry, or in Parliament. It is also not
the role of academics to come out with “breaking news” of this manner; that
is truly the task of journalists. Instead we relied on the information that
was made available through the policy-making process.

There is one interesting exception to this, however. In all the time that we
were involved in this policy area, only once were we taken aback by some
of the information that was disclosed to us directly. We were invited, based
on our own background work, to debate the Minister in a House of Lords
committee room in November 2005. In that debate, attended by peers and
key interested parties, while responding to a pointed question from our
team, the Minister stated that the estimated costs for the Scheme were the
costs to the Home Office agency that would administer the Scheme, not
to the other Home Office divisions, let alone the rest of government. This
was a significant output of that meeting, and everyone in that room was
there to witness that statement, and our insistence that the Minister repeat
himself. He contended that this was all covered in the (then) recent KPMG
review of the Cost Methodology, which he then refused to make public.
The point here is that by convening such meetings for wider participa-
tion, rather than relying on the interview setting, we still were able to get
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additional information but also let it become immediately part of the fabric
of the policy deliberation process. The implications of the disclosure are
discussed in more detail in Chapter 7.

Interestingly, some key documents about the Scheme have not (yet) been
released. Whilst they may not have been released to us, we are a little sur-
prised that they have not found their way into the public domain at all. For
example, the KPMG report has been released only in summary form.

Data analysis

The data analysis process took a variety of forms depending on the times-
cales that were involved. For example, in the early days we were being
frequently asked to provide independent academic analysis of government
announcements. In many cases these would be for national news programs
on the same day as the announcement was made. In these cases, as noted
above, we had to read the documents and pick up on the key elements of
what was being announced. Moreover, we had to explain these issues in
a way that made sense to the lay public, which was by no means a simple
task, nor did we achieve this with great splendor. On other occasions, we
needed to explain the issues and their implications to journalists in the
form of background briefings, so that they could form their own opinions
and decide who they needed to interview next to write their “story.”

Slightly longer timescales related to submissions to Parliamentary
enquiries about the Scheme, such as those undertaken by the Science and
Technology Select Committee or the Home Affairs Committee. In these
cases, although the deliverable is not in the form of an academic paper,
much of the same preparation is undertaken, in terms of identifying the
points that the submission is likely to include and then working backwards
to identify the data about those points. Preparing to give oral evidence to a
Committee requires further data analysis to be undertaken.

Similar analysis was undertaken to address specific questions posed to
us by Parliamentarians and journalists, for example, about the claim that
the Register would not be attached to the internet. Developing an under-
standing of this point drew on both the archive of Written Answers and the
archive of the Parliamentary debate.

Other issues for this kind of analysis were raised by the six-monthly s.37
cost reports and much of the preparation of the responses to the cost reports
was undertaken with an expectation that the material could be developed
for academic publication (see, for example, the materials in Chapters 3, 4,
and 9).
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Finally, as our work began to reflect on the broader, less time-critical
aspects of the Scheme, as the reports about the Scheme became more
detailed (for example, the draft secondary legislation) and as we began
writing for more traditional academic audiences, we began to use more
formal qualitative analysis tools in parallel with our perspectives on the
documents. For example, Atlas T1 software was used to code and analyze
the statements made in the various documents, helping both with cross-
checking of themes and to develop higher-level concepts.

Reflection and feedback

Throughout this process, our work benefited from various forms of reflec-
tion and feedback. When we spoke with the media, we better appreciated
the concerns of ordinary citizens rather than just academics, just as we did
when speaking with Parliamentarians. We actively sought out audiences
who would challenge our perspectives, presenting our work to skeptical
as well as friendly audiences. When our assumptions and understandings
were challenged by these audiences, we would frequently squirm (at least
internally) and use these challenges to develop our thinking further.

Presenting our work to industry audiences made us appreciate which
technological concerns were most pressing and which could be addressed
with existing technologies. Similarly, when we presented our work to aca-
demic audiences we were frequently told about other research approaches
and authors that could develop help us develop our work further.

Although most of the people we met with shared our concerns that the
Scheme needed greater scrutiny we never took the position of assuming
that “we were right.” Instead, we reflected on whether we were just going
to a self-selected sample of meetings. In periods of introspection we ques-
tioned whether we had missed important aspects of the Scheme and would
suddenly appear foolish, our academic credibility in tatters. This meant
that we often stood back and asked ourselves if we were conducting our-
selves in accordance with (unwritten) academic principles and whether we
were choosing our issues and “battles” with sufficient care. It certainly
helped to know that if we made an error in judgment some institutions and
actors would certainly respond with vigor.
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Glossary

Authentication

Biographical enrolment

Biometric enrolment

Cryptography
Digital certificates
Digital signatures

Enrolment

Failure to acquire rate

The act of establishing or confirming that
claims made by or about a person or entity are
true. Not to be confused with identification.
Enrolment onto an identity scheme by check-
ing a person’s “biographical footprint” (e.g.
name, date of birth, and address) against
information held in other databases such as
National Insurance or driving license records
or third party, commercial databases.
Enrolment onto an identity scheme by record-
ing biometrics (unique physical or behavioral
characteristics, such as your fingerprints).
The practice of keeping information secret
by applying mathematical techniques to con-
vert a plain text into something unintelligible.
Undoing this encryption typically requires
access to a “key.”

An electronic document which uses a digital
signature to bind a public key with an identity.
The certificate can be used to verify that a
public key belongs to particular individual or
entity.

A cryptographic method that gives the receiver
of a “digitally signed” message confidence that
the message was sent by the claimed sender.
The mechanism by which an individual joins
an identity scheme. This can involve biograph-
ical and/or biometric enrolment. For some situ-
ations, this may also involve the “vetting” of
the individual. In high-integrity environments,
enrolment may be considered to be “identity
proofing.”

In biometric systems the rate where the sub-
mitted biometric is too poor for the system to
make a reliable decision.

244



False match rate

False nonmatch rate

Identification

Identity assurance

Identity management

Mediated assertions

One-to-many match

One-to-one match

PKI

Remote authentication

Sector-specific
identification number

Technologically-Leveraged
Policy (TLP)

Glossary

In biometric systems the probability that a
person’s biometric matches the enrolment
template of another person.

In biometric systems the probability that a
person’s biometric fails to match their own
enrolment template.

A process whereby someone’s iden-
tity is revealed. Not to be confused with
authentication.

A consumer-led concept in which people
prove who they are to others, be they retail-
ers, financial institutions, domestic or for-
eign governments etc.

An organization-led concept which is
intended to benefit the organizational holder
of information.

Identity and authentication assertions made
indirectly, for example over the internet.

In the context of biometrics, comparing a
presented biometric with all biometrics
held.

In the context of biometrics, comparing a
presented biometric with the biometric held
on, for example, a presented identity card.
A public key infrastructure is the set of hard-
ware, software, people, policies, and proce-
dures that are needed to create, manage, store,
distribute, and revoke digital certificates.
Providing authentication services (for
example, this person is authorized to access
the network) remotely, such as over the
internet.

Identification numbers whose use is limited
to a specific sector, such as health. Other
sectors, such as education, have their own
(distinct) identification numbers for the
same individuals

Police that make innovative use of the
capabilities of information and communica-
tions technologies.
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Technologically-Leveraged
Identity Policy (TLIP)

Unique national
identification numbers

Glossary

Identity policies that make innovative use of
the capabilities of information and commu-
nications technologies.

The opposite of sector-specific identification
numbers, where the same number is used
throughout the society to identify a particu-
lar individual.
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